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KOO xomnonenti/ By3osckuit komnonent/ High school component
MVK KasakcTaHHBIH Ounocodus,
1114 TeopusibIK-oicHaMaNIbIK Heriznepi. Chibaiinac >keMKOPJIbIK MiHe3- Kazipri 3aMaHfsl | MozjeHueTTaH
/Monyb By30BCKOro KYJIBIK TAOMFaTBIHBIH IICHXOJIOTHSIIBIK epekieltikrepi. Cribaiinac Tapuxbl / y.
xomnonenta OO/l (OcHOBBI 5THKH ’KEMKOPJIBIK OPEKETTePi YIITiH KYKBIKTHIK Xayarnkepuriik. /TeopeTuko- CoBpemeHHas Icuxomorus/ oIl
1 aHTUKOPPYNIIMOHHOU METOJI0JIOTHYECKHE OCHOBBI. [IcuXoornaeckne 0COOEHHOCTH TPUPO/IBI HUCTOPUS dutocodus, SD
KYJ_TBTYI_)H)/ Module of he 1 1 KOPPYIIIHOHHOTO MOBeaeHus. [IpaBoBast OTBETCTBEHHOCTH 32 Kazaxcrana/The | Kympropomorn CIl
university component of OOD KOPPYNIUOHHBIE JICSTHHUS. modern history of S
(Fundamentals of ethics and the noHsaTus «koppynuun» /Theoretical and methodological foundations. Kazakhstan [Mcuxonorus//
foundations of an anticorruption Psychological features of the nature of corrupt behavior. Legal Philosophy,
culture) responsibility for corruption. the concept of "corruption” Culturology.
1 Psychology.




MVK OPpTYpJIl CUMIATTaFbl TOTSHIIIE JKaFJainapasiH GakTopIapbIH, dunocodus, JIUTIIOM/TBIK
4115 eJIILIeM/IEPiH, TapaMeTpiiepi MEH CUIIaTTaMallapblH, OHIPICTIK QleyMeTTaHy, JKYMBIC
MPOIIECTEP/IIH TEXHOTSH TIK KAYINTiIIriH, IEPCOHATFa aHTPOMOTCHTIK casicarTany/ JIUTUIOMHAS
JKOHE aOMOTHKAJBIK (haKTOPIIAPIBIH dCEPiH, TOYEKeN i Oaranay jkoHe Ounocodus, pabota
onmapsl 6acKapy 9IiCTepiH, TEXHOJIOTHSIIBIK Ka0IBIKTapABIH COLIMOJIOT U, graduate work
KayiIci3IiriH KaMTaMachl3 €Ty IiH HeTi3Ti OaFbITTapbIH, TEXHOTCHIIK nosmrosorust/Phil
aBapUsUTapAbIH cangapbiH Oaranaynsl 3epaeney /M3ydenne ¢pakTopos, osophy,
KPHUTEPHEB, TAPAMETPOB M XapaKTEPHCTHK YPE3BBITANHBIX CUTYaIHi Sociology,
Pa3IUYHOrO XapaKkTepa, TeXHOTCHHBIX OMACHOCTEH MPOU3BOICTBEHHBIX Political Science
MIPOLIECCOB, BIMSHHS aHTPOIIOTEHHBIX U a0MOTHYECKHX (pakTOpPOB Ha
)KOFapI)I OKY OPHBIHBIH nepCcoHal, METOAOB OLICHKHN PUCKA U YIIPABJICHUA UM, OCHOBHBIX
komItoHeHT Moy XKBIT HarpaBJeHUi obecrieueHns: 0€30MaCHOCTH TEXHOJIOTHYECKOTO
(OxoJorus *KoHE eMip TipLILUIIK 000pyI0BaHMs, OLICHOK MOCIEACTBIH TeXHOreHHbIX aBapuit/The study of
Kayirncismiri) Moy factors, criteria, parameters and characteristics of emergency situations
By30Bckoro kommnoneHta OO /] of various nature, technological hazards of production processes, the
(Oxomorust 1 6€30aCHOCTD impact of anthropogenic and abiotic factors on personnel, risk
ku3HenesTeapHocTH)/Module of assessment and management methods, the main directions of ensuring KTM
the university component of OOD the safety of technological equipment, assessments of the consequences BTUD
(Ecology and life safety) of technological accidents OSEE
MVK JKorapbl OKy OpHBIHBIH backapy anicTepiH KeTiiaipy, 3KOHOMHKAIBIK pecypcTapAbl Maiganany dunocodus, JIUTIIIOMTBIK
4116 KoMroHeHT Moy JKBIT Mocenenepi, OHIIpic TeH eHOEKTI YHBIMAACTBIPY Of;icTepi MeH QJIeyMEeTTaHy, KYMBIC
(3KOHOMMKA, ICKEePITIK, HBICAHAPBI, KBI3METTIH KapKbUIBIK HOTHXKEJIEPIH Tanjay, FbUIbIMU- cascaTTaHy JHUIUIOMHAas
KeIIOaCHIBUIBIK JKOHE TEXHHUKAJBIK MPOTPECTi JaMBITY MaceNeiepi >KOHE OHBIH THIMALUIIrIH dunocodus, pabota
WHHOBaIsuap) Monynb Oaranay. /Bompockl COBEpIICHCTBOBAaHHMsS METOJOB  YIpaBIICHHUS, COLIMOJIOr U, graduate work
By30BcKoro koMmmnoneHTa OO/{ UCIIONIb30BaHHUsI OKOHOMHYECKHX pecypcoB, Meroibpl u  ¢Gopmbl | nonutonorus/Phil
(3KOHOMHUKA, OpraHM3aliy MMPOM3BOACTBA M TPYAA, aHAIHN3 (PMHAHCOBBIX PE3YJILTATOB osophy,
IpeANnpPUHAMATEIbCTBO, JCATECIIbHOCTH, BOIIPOCHI PA3BUTUSI HAYYHO-TCXHHUYECKOIO IIporpecca u Sociology,
TuaepcTBO U MHHOBanmu)/Module oreHka ero a¢dexrusHoctu./Issues of improving management methods, | Political Science
of the university component of the the use of economic resources, methods and forms of organization of
OOD (economics, production and labor, analysis of financial results, development of KTM
entrepreneurship, leadership and scientific and technological progress and evaluation of its effectiveness. BTUD
innovation) OSEE
OAP AJropuT™MIey HeTizzepi xoHe ANTOpUTM K9HE OHBIH KacueTTepi. ANropuTMIepi ska3y popManapsl. AKMnaparThIK- Barpapnamana | AXCxK
1204 Oarmapnamasnay Tingepi brok-cxemanaps! opeiaaay epesxenepi. [Iporpammanay Tinaepi Mmex KOMMYHUKAIUSUT y HNCK
OCHOBBI aNTOPUTMU3ALUH U KyHenepi. barmapiamanay ogictepi MeH NIpUHIKANTEP]. /AJITOPUTM U €To BIK TEXHOJIOT U1 ISC
nporpammupoBanust/Fundamentals cBoiicTBa. POPMEBI 3aKCH aNropuTMOB. [IpaBuia BEIOTHEHUS OJI0K- TEXHOJIOTUsIAp, PBI XKoHE
of Algorithmization and cxeM. SI3bIKM ¥ CUCTeMBI POTrpaMMHUPOBaHus. MeTObl U IPUHIIUIIBI Maremaruka 1 axictepi
Programming nporpammupoanus./Algorithm and its properties. Forms of recording | /Mudopmarmonso | (O6wexrii-
algorithms. Rules for the implementation of flowcharts. Languages and - OaFbITTaNFaH
programming systems. Methods and principles of programming. KOMMYHHUKallMOHH | Oarpapiamalna




bIC TCXHOJIOTUH,
Martematuka
1/Information and
communications
technology,
Mathematics 1.

y Heri3zaepi),
Kytenik
Oarmapnamana
y (Ky#emix
Oarmaprmamana
y Herizzaepi) /
TexHonoruu u
METOJIBI
MIPOTpaMMHPO
BaHUs
(OcHoBBI
00BEKTHO-
OPHEHTHPOBAH
HOTO
MIPOTpaMMHPO
BaHHUA),
CuctemHoe
MIPOTpaMMHPO
BaHUE
(OcHOBBI
CucrteMHOTO
IpOTPaMMHUPO
BaHU)
/Technologies
and
programming
methods
(Fundamentals
of object-
oriented
programming)
, System
programming
(Fundamentals

of System
programming)
Mat Matematnka 1/Maremarnka CBhI3BIKTHI JKOHE BEKTOPJIBIK anredpa, Marematuka MMY
1201 1/Mathematics 1 AHaITUTHKAIBIK TeOMETpHs. MaTeMaTHKAIBIK TaIaay JIEMEHTTEDI. 2, MuMM
Oynknusapas auddepeHInaIbIK KoHE HHTETPATIBIK €CENTeY bIxTuManapIk MMM

Oip alfHBIMAJIBI.

Tap TEOPHSICHI




2) JluneitHast ¥ BEKTOpHas anredpa,

AHAJIUTUYICCKAad rcOMCTpUL. JJIeMEHTBI MAaTEMATHUECKOTO aHAJIN3a.
JuddepennnanbHoe U HHTErpAIbHOE UCYHCICHUE (QYHKIMN
onHOU mepemenHoH. /Linear and vector algebra,

analytic geometry. Elements of mathematical analysis.

Differential and integral calculus of functions of

one variable.

JKOHE
MaTeMaTUKall
BIK
CTaTUCTHKA,
Juckpertix
MareMaTuka/
Maremaruka
2, Teopus
BEPOSITHOCTEH
nu
MaTeMaTHYECK
ast
CTaTHUCTHKA,
JuckperHas
MareMaruka/
Mathematics
2, Probability
Theory and
Mathematical
Statistics,
Discrete
Mathematics

Mat
1202

Maremaruka 2 MatemaTnka 2
Mathematics 2

Kemn aiiupiMaiisl hyHKIMSIIAPBIH TU(GGEPEHIHATIBIK KIOHE

HHTErpaabiK ecenteyiepi. Kapanaibiv quddepeHnuansik TeHaeyep.

Karapnap teopusicsl. / [IuddepenupnanbHoe 1 HHTErpajIbHOE
ncurciieHne QyHKIIMU MHOTUX epeMeHHbIX. OOBIKHOBEHHbIE
muddepennmanpasie ypasuenus. Teopust psgos./Differential and
integral calculus of the function of many variables. Ordinary differential
equations. Row theory.

Maremaruka
1/Maremaruka
1/Mathematics 1

blxTnManabIK
Tap TEOPHSCHI
KOHE
MaTeMaTHKaJl
BIK
CTaTUCTHKA,
Juckpertix
MaTeMaTuKa
/Teopust
BEPOSITHOCTEM
u
MaTeMaTHYECK
as
CTaTHUCTHKA,
HuckperHas
MaTemaTtuka/P
robability
Theory and

MMY
MuMM
MMM




Mathematical

Statistics,
Discrete
Mathematics
Fiz1 dusuka dusnka Mexannka. KuaemaTtrnka. Matepuanaslk HYKTEHIH JKOHE KaTThI JCHEHIH Maremarmka 1, Hudpisik To
203 Physics muHaMuKackl. Cakramy 3aHIapbl. ApHaBI CaIbICTRIPMABLIBIK AKIaparTThIK- cymbaTeXHUKa
TEOPHSACHIHBIH 3J1eMeHTTepi. TepOemicTep MeH TOJKBIHIAD. KOMMYHHUKAIWSIT | , AKIapaTTHIK
Monekynanslk Gpu3uKa xKoHE TePMOIUHAMUKA. DIEKTP. BIK Kayincizmik
OnekTpocraTuka. MarHetnsM. Maraut epici. /Mexannka. Kunemarunka. TexHonorusuap/ KypaJnapbH
JlnHaMuka MaTepHUaIbHOM TOYKH M TBEPJOTO Tela. 3aKOHBI Matematuka 1, CTaHOApTTAy
COXpaHEeHH. DJIEMEHTHI CTIeI[HATbHON TEOPUH OTHOCUTEIBHOCTH. Wudopmanmonso JKOHE
KoneGanus u BoaHbl. MonekysipHas Gpusnka 1 TepMOIUHAMHUKA. - ceprudukarra
OIeKTpUUECTBO. KOMMYHHUKAIIUOHH y
Onektpocratuka. MarHeTusM. bIC (AxmaparThIK
MaruurtHoe mosne. /Mechanics. texronoruu/Math Kayinci3uik
Kinematics. Dynamics of a material point and a solid. Conservation ematics 1, KyHenepin
laws. Elements of the special theory of relativity. Oscillations and waves. | Information and CTaH/apTTAaY)
Molecular physics and thermodynamics. Electricity. Communications /udposas
Electrostatics. Magnetism. Technology CXEMOTEXHHKa
A magnetic field. ,
Cranparpusail
Hiau
cepTuUKaIHs
Cpe/CTB
nHpopmanuoH
HOU
06e30MacHOCTH
(Cranpmaprusa
U CHCTEM
nHdopmanoH
HOH
Oe30macHOCTH
)/Digital
circuitry,
Standardizatio
n and
certification of
information

security tools
(Standardizati




on of

information
security
systems)
CS ITndpisik cynbaTexHUKa JlorukanslK 3IeMEHTTepIiH IHUGPIBIK HHTETPAIAbl CYIOaNapblH KYpy MaremaTuka/ AKmaparTsl AKX
2214 | /LUndposas cxemorexnuka/Digital Tocimaepi KOHE JKYMBIC iCTey NPHHOWANTEpi, KOMOWHAIMUIBIK JkKoHe | Martemarmka/Mat | KOprayablH CUb
circuitry Ti30EKTI THUOTEPAIH (GYHKIHOHAIIBIK TOPANTAPBIHBIH CXEMallaphl, hematics TEXHUKAIIBIK ISS
CTAaTUCTHKAJIBIK JKOHE MUHAMHUKAJIBIK THITEPAIH >KapThUIAl OTKI3TimITi Kypajnapsl
€CTe CaKTayllbl KYPbUIFBUIAPBIHBIH KYPBUIBIMBI MEH JKYMBIC iCTEy (AKnapaTThl
Toclaepi, MacKaiel, GarmapiamMalaHaTbIH JKOHE pernporpaMMailaHaThIH (bH3HKaIBIK
TYPaKThI €CTE CAKTAYILbl KYPBUIFBUIAPABIH KYPBUIBIMBI MEH )KYMBIC icTey KOpFay.IbIH
Tacinzepi, aHaJIBI-IUPPIBIK JKOHE IUQPIIBIK-AHAIOT THI Kyienepin
TYPJICHIIPTiITEpiH KYPBUIBICBI MEH JKYMBIC iCTey NPHHUMITEP] xKobanay)
/Crioco0bl TIOCTPOCHUS ¥ TIPUHIUITBI Pa0OThl HUPPOBBIX HHTETPAIBHBIX /TexHu4eckue
CXEM JIOTUYCCKUX 3JICMCHTOB, CXEM (I)yHKI_[I/IOHaHI)HI)IX Y3J10B CpeacTBa
KOMOWHAIIMOHHOTO W  IIOCJEHOBATEIbHOIO THIIOB, CTPYKTYphl H 3aIIUTHI
CIIOCOOOB OpraHM3anuy ¥ (QYyHKIMOHHPOBAHUS IOJYHPOBOJHUKOBBIX uHpOpMaLUH
3aIIOMUHAIOIIHUX YCTPOHCTB CTATHCTHYECKOTO U JUHAMHUYECKOTO THUIIOB, (Ilpoextuposa
MAacOYHBIX, NPOTPAMMHPYEMBIX U PENPOrpaMMHUPYEMBIX IOCTOSHHBIX HHE  CHCTEM
3aIIOMUHAIOIIMX  YCTPOMCTB, NPHHIMIOB MOCTPOCHUS W  pabOTHI buznuecKoit
aHamoro-UQpoBeIX H NU(PO-aHAJIOTOBEIX IpeobpaszoBateneit/Methods 3alIATHI
of construction and principles of operation of digital integrated circuits nuHpopMaum)
of logic elements, circuits of functional units of combinational and [Technical
sequential types, structure and methods of organization and functioning means of
of semiconductor memory devices of statistical and dynamic types, information
masked, programmable and programmable read-only memory devices, security
principles of construction and operation of analog-digital and digital to (Design of
analog converters physical
information
security
systems)
PK(R Kacibn kazak (opsic) Timi FouIbIMU-TEeXHUKANBIK CTHIIb X9HE OHBIH epekelnikTepi.Feurbivu Kasak (opeic) Tini JUILIOMHAS Tb
)Ya [IpodeccronanbHbIil Ka3axCKUi MOTiHZEr] KaciOM yFhIMIap MEH TepMUHIep. AHHOTalus, TYHiHIeMe, /Kaszaxckwuit pabora A3
4205 (pyccknit) 513LI¥</Professional KinT ce3nep. Pedepar, mikip sxoHe peneH3us. FBIIbIMEI coMeyaiH quanor (pycckwuif) / IATLITOMTBIK LK
Kazakh (Russian) language (dopmacel. FeuteiMu ceilieyaiH MOHOJIOTHSIBIK opMackl. /Haydaro- s3pik/Kazakh KYMBIC
TEXHUYECKUI CTHIb U ero 0co0eHHoCTH. [IpodheccHoHanbHbIE TIOHITHS U (Russian) /graduate
TEPMHUHBI B HAYYHOM TEKCTE. AHHOTAIINS, PE3FOME, KITFOUEBBIE CIIOBA. language work

Pedepar, O1361B 1 penieHsust. J{uanorosas Gopma HaydHOU pedn.
Mownonornueckas popma HaywqHoi peun. /Scientific and technical style
and its features. Professional concepts and terms in a scientific text.




Abstract, resume, keywords. Abstract, Review and review. Dialogue
form of scientific speech. Monological form of scientific speech.

POIY KociOu-0arsITTalIFal MIETEN MaMaHJIBIK OOWBIHINA KYPCTBIH HETi3Ti TEXHUKAJBIK TEPMUHOIOTHSCHL, IIeren Timi/ JUITTIOMJIBIK Tb
a tini/IIpodeccronansHo- OTKEH MaTepHajiap OIeHOepiHAeT1 Heri3ri YFeIMOap MeH aHbIKTamanap; | VIHHOCTpaHHBIH KYMBIC A3
4204 OpUEHTHPOBAHHBII I/IHOCT.paHHbII‘/JI KOMIIBIOTEPIIIK ~ JKENIepAeri aKmapaTThIH  Kayilci3mik — Heriszaepi, s3p1k/Foreign /muTIIIoMHast LK
si3pik/Professionally-oriented Kayimci3mik ~ MeXaHum3Mzepi, Kayilci3mik Karepi, KOMIBIOTEPIiK language pabota/
foreign language JKENIJIEPiH KayilCi3miriH KaMTaMachl3 CTYIiH allapaTThIK JKOHE graduate work
Garnmapnamanblk Kypanaapel / OCHOBHasl TEXHHUYECKas TEPMUHOJIOTHS
Kypca MO CIeHaIbHOCTH; OCHOBHBIE TMOHSATHS U ONPENCJICHHsI, B paMKax
NPOWAEHHOTO Marepualla; OCHOBBI 0Oe3omacHOCTH HHGpOpPMalMKU B
KOMITBIOTEPHBIX ~ CETAX,  MEXaHW3Mbl  OE€30MacCHOCTH,  YIPO3BI
0e30macHOCTH, anmapaTHble M IPOrpaMMHBIE CPEICTBa 00ECIeYEHUs
Oe3omacHocT KoMmIbloTepHbIX ceTel/General technical terminology of
the course; basic concepts and definitions in the framework of the
studied material; the basics of information security in computer
networks, security mechanisms, security threats, hardware and software
security of computer networks
OKG AUTOCAD opracerana 2D xone 3D Mopenbaey HeriziHe Kipicre. Maremaruka/Mart OHipicTik AKX
1205 Oxy npaktukacs. / [pumuTHBTEp, KYKAT PopMaTHL./ eMaTHka/ MpaKTHKa / CUb
Yue6Hast npakTuka. OCHOBBI Beenenue B ocHoBbl 2D u 3D mogenupoanus B cpege AUTOCAD. Mathematics IpoussoxacTee ISS
[Mpumurussl, hopmar nokymenta. /An introduction to the basics of 2D HHast
KOMITbIOTEPHOM and 3D modeling in AUTOCAD. Primitives, document format. npakTuka/Pro
rpaduku/Educational practice. dUCtI.O n
practice
Basics of Computer Graphics
PP OHuipicTik nmpakTrkal OKbITY TMpoleciHIe aJblHFaH TEOPHWsUIBIK OuriMmi  OekiTy MeH | AKNaparThiK- Kyienik AKX
2212 [TpousBoxacTBEeHHAs TepeHJeTyli, 3epTTey KbI3METIHIH aJFallKpl JaFAbUIapblH  alylbl, | KOMMYHHKAIHSII Oarnapnamana CUb
npaktukal/Production practice 1 iCKepiiKk Xar-xabapiapasl KYpPri3yldi, OKBITY MaMaHABIFBIHA COMKeC | BIK y (Ky#emix ISS
MPAKTHKAJIBIK iICKEPIIKTED MEH JKYMBIC JaFIblIapbIH Urepyli KAMTHTBIH | TEXHOJIOTHUsIIAP, Oarnapnamana
Oactamkpl ~ KociOm  KysbIperrimikrepai  MeHrepy./IIpuobperenne | XKorapsl OKy | Yy Herizzepi),
NEepBUYHBIX  NMPOQECCHOHAIBHBIX  KOMIIETEHIIMH,  BKJIIOYAIOUIMX | OPHBIHBIH AKnaparThIK
3aKpeluleHHe W yIIyOJeHHe TEOPETHUECKHX 3HAHWH, IOJYYEHHBIX B | KOMIIOHEHT KayiInci3miKTiH
npouecce o0y4deHUsl, IOJyYeHHE MEPBbIX HABBIKOB HCCIIEOBATENbCKON | MOy JKBIT | ©armapmaman
JIeITeIbHOCTH,  YMEHHWSl  BeJIeHMs  JeJoBOoH  KoppecmnoHaeHuH, | (KykpIK JKOHE BIK-
npuoOpeTeHne NPaKTHYeCKUX YMEHMH W HaBBIKOB PabOThl B | aHTHKOPPYMIUSII annapaTThiK
COOTBETCTBHH CO CHENHANBbHOCTBIO 00ydeHwms./Acquisition of primary | BIK MOAEHHETTIH Kypajigapbl
professional competencies, including consolidation and deepening of | merizmepi)/Wudop | (Axmapartsi
theoretical knowledge gained in the learning process, obtaining the first | maronso- KOpFayIbIH




research skills, business correspondence skills, the acquisition of
practical skills and work skills in accordance with the specialty of
training.

KOMMYHUKAIIUOHH
bIC TCXHOJIOT'HH,
Monaynp
BY30BCKOT'O
KOMITIOHEHTAa
00 (Ilpao u
OCHOBBI
AHTUKOPPYIILIMOH
HOHU
KynsTypsl)/Infor
mation and
communication
technologies,
Module of the
university
component of the
DLC (Law and
the foundations of
an anti-corruption
culture)

Oarmapnamain
BIK-
annapaTThiK
Kypanmapsl)/C
HACTEMHOE
MIPOrpaMMHPO
BaHHUE
(OCHOBBI
CHUCTEMHOTO
pOrpaMMHUPO
BaHUA),
IIporpammuo-
annapaTHbIe
cpeacTBa
HHPOPMALNOH
HOH
Oe3omacHOCTH
(
[Iporpammuo-
amnmapaTHbIe
cpencTaa
3alIUThI
undopmanum),
BbesonacHocTh
u
aIMAHHUCTPUD
OBaHHUE
CHUCTEM H
cereit
(Opranusarus
3aIUIICHHBIX
BBIYHCIIUTCIIb
HBIX
ceteil)/System
programming
(basics of
system
programming)
, Software and
hardware for




information
security
(Software and
hardware for
information
protection),
Security and
administration
of systems and

networks
(Organization
of secure
computer
networks) /
PP OHIIpICTIK MpakTHKa 2/ "AKNapaTThIK Kayinci3mik okydeci" OaFbITBIH JAaMbITYAbIH Kasipri | Oky mpaktvkacel. | Jlurmomanst AKX
3213 [Ipou3BoncTBeHHAST MPAaKTHKA JKaFIaibl, mpobiieManapsl MEH IEepCIeKTHBAlIaphl Typasiel OumiMi Oap AutoCAD, npaktuka/Ilpe CUb
2/Production practice 2 OLTIKTI MaMaHAAPBIH MPAKTUKAJIBIK JaFAbUIAPBIH XKETUIIIPY, aKIapaTThl SolidWorks-ta JTAIUIOMHAS ISS
KOpFayMeH Jaepekrepnai OepymiH HaKTHl JKyHelepiH xobamay, Kypy, Jkobanay, MpaKTHUKa/
naiiaany XoHe 3epTTey, XKyHenepli, TEXHOJIOTHUIBIK NPOLecTep MeH Kyitenep MeH Undergraduate
aOIBIKTapIbl OHTAWIAHIBIPY, KOMIBIOTEPIIIK MOJIECbACY/Il Naiinanany, KeJiep practice
KBI3METTIH 9p TYpJIi OaFbITTapbIHIAa MaMaHJaHIBIPBUIFAH KOHE oMOeban | Kayirci3airi xoHe
Oarnmapnamanapiapl Haijganany, CcoHAaili — aK  KbI3METKepJepliH backapy
YKBIMIAPbIH OacKapy cajachlHAaFbl Ka3ipri 3amanrbl OunimMi Oap OLTiKTI (Kopranran
MaMaH/1ap/IbIH NPaKTHKAJIBIK JIaFIbLIapbIH ecernTey
xeTiaipy./CoBepIICHCTBOBAHHE MPAKTUIECKUX HaBBIKOB KeJiIepin
KBaIM(UIMPOBAHHBIX  CIEUUAINCTOB, OONAJAIOMIMX 3HAHMAMH O | YHBIMIACTBIPY),
COBPEMEHHOM COCTOSIHMM, Ipo0ieMax W IepCHeKTUBAX Pa3BUTHS Anroput™maey
HanpaBneHus — «CuctemMbl HMHQOpPMAIMOHHOW  0GE30IAaCHOCTHY, JKOHE
COBPEMCHHBIMH 3HAHWSMH B OONAacCTH NPOEKTHPOBaHMsS, CO3JIaHus, | Oarmapriamanay
9KCIUTyaTallMM U HCCIIEIOBAaHUS KOHKPETHBIX CHCTEM IIepelayd JaHHbIX Heri3zaepi /
C 3ammTod HMHGOPMAIMH, ONTHUMH3ALMHA CHCTEM, TEXHOJIOTHYECKHX VYuebHnas
NpoLECCOB M O0OpYNOBaHMSA, HCIOJIB30BAHUM  KOMIIBIOTEPHOTO MIPaKTHKA.
MO/ICTIMPOBAHMS, CHICINATN3UPOBAHHBIX U YHUBEPCAJIbHBIX MporpaMm B | [IpoekTupoBanue
Pa3HBIX  HamNpaBICHUAX  JACITEIbHOCTH, a TakKe  YIPaBJICHUU B AutoCAD,
KOJUIGKTMBaMu  cOTpyaHukoB./Improving the skills of qualified SolidwWorks,
professionals with knowledge of the current state, problems and | Be3omacuocts u
prospects of development of the direction "information security | agmurHCTpHpOBa
Systems", advanced knowledge in designing, building, operating and HHE CHCTEM H
study specific data transmission systems data security, optimization of cereit
systems, processes and equipment, using computer simulations, (Opranunzauus




specialized and universal programs in different areas of activity, as well
as managing teams of employees.

3alllUIICHHbBIX
BbIYUCIIMTCIIbHBIX
ceteit), OCHOBBI
AIrOpUTMHU3aANN
)4
NporpaMMHUpPOBaH
us /Educational
practice.
Designing in
AutoCAD,
SolidWorks,
Security, and
systems
administration
and networking
(Organization of
protected area
networks), the
Basics of
algorithmization
and programming

PP
4311

JuriomMan sl mpakTUKa/
[IpenauniomHuas HpaKTI/IKa/
Undergraduate practice

JlumioM  angplHAarsl OpakTHKA OHIIPICTIK Kacimopsinaapaa, F3U,
KOFapbl ~ TeXHOJOTWsulbl  yitbiMaapaa koHe JKOO-HbIH — e3iHze
Kyprizineni. J(Mmiom aniplHIarel NMpakTUKaJaH ©TY MaKcaThl ajiFaH
OimimaepiH OIpIKTIpY JKOHE OJIapAbl HAKTHI JKaFgaiaapia KOJIIaHy,
COHHaﬁ-aK CTy)IeHTTiH JUITIIOMAOBIK KYMBICBIHA apHaJiraH
MaTepHajiapiel  JaiiblHAay OJKoHEe OKHMHAy  Oonbll  TaObLIajabl./
HpeZ[,I[I/IHJ'IOMHaﬂ IIpaKTUKa MMPpOBOAUTCH Ha MIPOU3BOACTBECHHBIX
NpeanpusATUiIx, HI/H/I, OopraHu3anusax € BbBICOKUMHU TCXHOJIOTHSMU, U B
camom BVY3e. llenbto MNpoxXoxaeHUs MNPEANUIIIOMHON MPaKTUKU
SABJIACTCA KOHCOJMUAAIHNA MOJYYCHHBIX 3HaHUH H IIPpUMEHCHUC HX B
pCalibHBIX YCJIIOBHUAX, a TaKKE IIOATOTOBKAa U C60p MaTepualioB I
JMIUTOMHON pabotel crymenra. /Pre-diploma practice is carried out at
industrial enterprises, scientific research institutes and organizations with
high technology, and the University. The purpose of the internship is to
consolidate the obtained knowledge and their application in real
conditions, as well as preparing and collecting materials for the thesis of
the student.

IOUIIOM/IBIK
JKYMBIC
[munnomuas
pa6ora/gradua
te work

AKX
CUb
ISS

Baszansik monaep (BII Tanaay 6oiibinma kommnonenT)/ BasoBbie nucunmimnnsl (Bl komnonenT mo Bei6opy)/ Basic disciplines (DB optional component)/




TMP | barmapnamanay TeXHOJIOTHSIapEI barpapnamanblk  eHIMAI  JkoOamay — TEXHOJIOTHACHL;  ecentepi | AKIaparThIK- WEB-
2206 | *ome omicrepi  TexHosnoruu u ITOPUTMCYIIH TEOPHUSUIBIK HETI3Aepi, )KOFaphl JEHIein AJNTOPUTMAIK | KOMMYHHUKALHSIT Oarapnamaina AKX
METOIBI Tiaaepae Oarapiamanayably MPAKTUKAIBIK TOCUIAEpi, | BIK y Herizaepi CHUBb
nporpammupoBanms/ Technologies Oarmapmamanapsi *kobamnay./TexHonorun TIPOEKTHUPOBAHUS | TEXHOJOTHIIAP, (Cxpurrrik 1SS
and programming methods MPOTPAMMHOTO TPOAYKTA; TEOPETHUCCKAE OCHOBBI alTOPUTMHU3ANNM | AJTOPUTMICY Tinzgep),
3amad, MIPaKTHIEeCKHE TIPUEMBI MIPOTPaMMHPOBAHHS Ha | Herizgepi  JKoHE Kyitemix
AITOPUTMUYECKMX  SA3bIKaX  BBICOKOTO YPOBHS, TPOEKTHPOBAaHUE | Oarmapiamanay Oarapnamana
nporpamm./Technologies for software product design; theoretical | Timmepi./HMupopm y (Ky#emix
foundations of task algorithms, practical programming techniques in | ammnonso- Oarmapiamana
high-level algorithmic languages, program design. KOMMYHUKAIIMOHH | Yy Heri3zaepi).
bl  TEXHOJIOTHU /OcHOBBI
/Information and WEB-
communication OpOrpaMMHUpPO
technologies, BaHMs
Fundamentals of | (CkpumnroBbie
algorithmization SI3BIKH),
and programming. CucremHoe
TIPOTPaMMHPO
BaHHE
(OcHOBBI
CHCTEMHOTO
pOrpamMMHUPO
Banwus)./Funda
mentals of
WEB-
programming
(Scripting
languages),
System
programming
(Fundamentals
of system
programming)
000 OO6bexTimi-0arpITTaFaH Java Oarmapmamanay Tifi JKoHe Oarmapiamanapisl Jka3zy Kes3iHzmeri | AKmapaTThIK- WEB- AKX
p Oarmapiamanay Herizaepi BIKTHMAJI OCAJIABIKTap Heri3iHme Oarmapiamanay oiicTepi. OMip IUKIi, | KOMMYHUKAIHSIT Oarmaprmamana CUb
2206 /OcHOBBI 0OBEKTHO- IIIT xobamay winmerrepi; IIII TamanmrapeiH o3ipiey; OOBEKTi- | BIK y Herizzaepi ISS
OPHUEHTUPOBAHHOTO OarpiTTanmraH  Oarmapiamarnay, (QyHKIGUIap MEH — JepeKTepiH | TeXHOJIOTHsUIap, (Cxpurnrik
nporpammuposanust/Basics of epekmreniri./Meroasl  NPOrpaMMHUpPOBAaHHMS ~ Ha  OCHOBE  si3bIKa | AJNTOpPHUTMIEY Tingep),
Object Oriented Programming pOrpaMMHpPOBaHusl Java ¥ BO3MOXKHBIX YSI3BUMOCTEH NpH HAalMCAaHWU | HETi3Jepi  KoHe Kyttenik




nporpamMm. JKn3HeHHbIH IUKII, 3a1auk npoektuposanus [111; paspaboTka
TpeboBanuit k III1; 0OBEKTHO-OPUEHTHPOBAHHOE NPOrPaMMHUPOBAHUE,
cnemudurka GyHKIMH U gaHHBIX./Programming methods based on the
Java programming language and possible vulnerabilities in writing
programs. Life cycle, software design tasks; development of
requirements for software; object-oriented programming, specific
features and data.

Oarmapiamanay
tinaepi./Madopm
AllMOHHO-
KOMMYHUKallMOHH
bIC TEXHOJIOTUHU
/Information and
communication
technologies,
Fundamentals of
algorithmization
and programming

Oarmapnamana
y (Kyitenik
Oarmapnamana
y Herizmepi).
/OcHOBEBI
WEB-
TIPOrpPaMMHPO
BaHUA
(CkpunroBsie
SI3BIKN),
CucremHoe
MPOrpaMMHPO
BaHUC
(OcHoBBI
CHUCTCMHOI'O
porpaMMHpO
Bauus)./Funda
mentals of
WEB-
programming
(Scripting
languages),
System
programming
(Fundamentals
of system
programming)

WEB

3207

WEB-6armapnamanay WEB-
nporpammupoBanne/ WEB
programming

WEB-texnonorusmapra mony kacay; HTML  TimiHiH — Herisri
aneMeHTTepiH xkoHe CSS crunbnep KecreciH Koinany, JavaScript
apKbUIBI TUHAMUKAJIBIK Web-0eTTepai Kypy skoHe Python TiniH Koinany
ApKbUIBI O0BEKTIII-0aFBITTAIFaH TEXHOJIOTHSI. /0630p WEB-
TexHojoruil; @OpMUPOBAHME 3HAHUII U HABBIKOB IPUMEHEHUS
OCHOBHBIX 3JieMeHTOB s13pika HTML u tabmuiiel ctuneit CSS, co3gaHust
MUHAMUYECKNX Wweb-cTpanuil mocpeacTBoM JavaScript U 0OBEKTHO-
OpHEHTHPOBAHHBIX TEXHOJOTHH C HCIOJNB30BaHUEM s3bIka Python.
/Review of WEB-technologies; The formation of knowledge and skills in
applying the basic elements of the HTML language and CSS style sheets,
creating dynamic web pages using JavaScript and object-oriented
technologies using the Python language.

Maremaruka/
Maremaruka/Mat
hematics

Kyitemix
Oarmaprnamaina
y (Kyiienix
Oarmaprnamaina
y Herizzaepi),
AKnapaTThIK
KayimncCi3IiKTiH
Oarmapnaman
BIK-
ammaparThiK
Kypajnapel
(Axknapartel

AKK
CUB
1SS




KOpPFayIbIH
Oarmapnamain
BIK-
aIrapaTThIK
Kypasiiapsr)
CucremHoe
TIPOrpPaMMHPO
BaHHC
(OCHOBBI
CHUCTCMHOI'O
IIPOrpaMMHpPO
BaHUA),
IIporpammuo-
arnmnapaTHbIE
CpcacTBa
HHPOPMALINOH
HOU
0e30MacHOCTH
(ITporpammHO
-allrapaTHbIC
cpeacTBa
3alIUThI
nHdopmanum),
/System
programming
(basics of
system
programming)
, Software and
hardware
information
security
(Software and
hardware
information
protection),

SYa
3207

Ckpunr Tingepi CkpunroBsie
si3pIKH/ Scripting languages

Java Garmaprnamanay TiUTiHIH HETI3T1 YFRIMIapbl MEH HET13T1 KYPhUIBIMBL,
Java - ma anroputMIepi Ky3ere achlpy *KoHe aurOpPUTMIEPIiH
epekmenikrepi, npuHuunrepi; OOII 6arnapnamanay TOCiTiHIH OH XKHE
Tepic Oenrinepi; 00beKTi OaraapiaManay TeXHOJIOTHICHIHBIH

Maremaruka/
Maremaruka/Mat
hematics

Kyitemix
Oarnmapnamana
y (Kyiienix
Oariapiamaina

AKX
CUb
ISS




Heri3aepi. /OCHOBHBIE MOHATHS 1 OCHOBHBIE CTPYKTYPBHI SI3bIKa
MporpaMMUupOBaHUsA Java; OCOGGHHOCTI/I, MPUHIHUIIBI aJITOPUTMHU3AIUN U
peanu3anuio anropuTMoB B Java;

HanboJee YacTo BCTPEUAIOIIUMUCS CTPYKTYPHI TaHHBIX, YMETh MU
TI0JIB30BAThCS U 3HATH BHYTPEHHIOIO opraHmaumo; 0COOEHHOCTH U
MOCTIETHIX JTOCTHKCHHUS B 00JIaCTH pa3paboTKH KPOCCIUIaThOPMEHHOTO
[10O; mooxxuTEeNBHBIE U OTPHUIATENBHBIE 4epThI moaxoxa k OOIT
MIPOTPaMMHPOBAHHIO; OCHOBBI TEXHOJIOTHI 00BEKTHOTO
nporpammupoBanus. /Basic concepts and basic structures of the Java
programming language; features, principles of algorithmization and
implementation of algorithms in Java;
the most common data structures, to be able to use them and to know the
internal organization; features and recent advances in the development of
cross-platform software; positive and negative features of the approach
to OOP programming; Fundamentals of object programming
technologies.

y Heri3zaepi),
AKnapaTThIK
Kayinci3IiKTiH
Oarmaprmamain
BIK-
amImapaTThIK
Kypajnapsl
(AkmapatTs
KOpFayabIH
Oarmapnaman
BbIK-
anmaparThiK
Kypaniapsr)
CucremHoe
MIPOTpaMMHPO
BaHUE
(OCHOBBI
CHUCTEMHOTO
MIPOrpaMMHPO
BaHHA),
IIporpammuo-
amnmapaTHbIe
cpezacTBa
nHpopmanuoH
HOU
Ge30macHOCTH
(ITporpammHO
-armapaTHbBIe
cpencTea
3aIUTHI
nHpOopMannm)
/System
programming
(basics of
system
programming)
, Software and
hardware
information
security




(Software and
hardware
information
protection),

SP
3208

JKyitenix Oarmapnamanay
CucremHoe
IIporpaMMHpOBaHue/System
Programming

Iponectepai Gackapy; arbIHAAPABI JKOHE OJIApJBI JKOCIApIay; >KauTbl,
APXUTEKTYPaHbI Oackapy, JKaJIbIHBI naianasy; Windows
oObekTiepiHiH Kayincizairi; DEM-MeH e3apa opekerTecy YIIiH XKyHelik
KOChIMIIANapAsl  OarmapiiaManayqblH — HETi3ri  NpUHOUNTEpi  MeH
TocliepiH  MeHrepy./YIpaBieHHEe MpoLeccaMH; MOTOKaMH M HUX
TIAaHUPOBAHUEM; YHpaBJICHUC IIaMATBIO, apXPITCKTypOﬁ MaMsITH,
WCTIOJIb30BaHUE MaMsITH; 0€30MacHOCTh 00bekTOB Windows; n3ydeHneMm
OCHOBHBLIX TIPUHIUIIOB W IIPUEMOB MHPOrpaMMHUPOBAHUA CUCTEMHBIX
NPUIIOKEHUH s B3aumozeicTBust ¢ DBM./Process management; flows
and their planning; memory management, memory architecture, memory
usage; Windows Object Security the study of the basic principles and
techniques of programming system applications for interaction with
computers.

Maremaruxka 1,
AKnapaTThIK-
KOMMYHHUKAIHSIT
BIK
TeXHOJOTHsIIap/
Maremaruka 1,
Wudopmanmonso
KOMMyHI/IKaHI/IOHH
bIC
TexHosiorun/Math
ematics 1,
Information and
Communications
Technology

Kyienep men
KeJimep
Kayirneizairi
XKOHE Oackapy
(Kopranran
ecenTey
KeJepiH
YUBIMIIACTBIPY
), Jomennik
Kyienepni
backapy
(Cepsepuik
KyHenepi
backapy)/bezo
MIACHOCTh U
AJIMUHUCTPHP
OBaHHE
CHCTEM n
cerei
(Opranmzarnust
3alIUIICHHBIX
BBIYUCIIUTCIIb
HBIX  ceTei),
AJIMUHUCTPUD
OBaHHE
JIOMEHHBIX
cucTeM
(AnMuHHCTPH
poBaHue
CEpPBEPHBIX
cucrem)/Secur
ity and
administration
of systems and
networks
(Organization

AKOK
CUB
1SS




of secure
computer
networks),
Administratio
n of domain
systems
(Administratio
n of server

systems)
ospP Kyttenik 6armapnamanay Matematnka 1, | Xytienep men AKX
3208 | Herizaepi /OCHOBBI CHCTEMHOTO AKnapaTThIK- Kemiep CUb
nporpammupoBanust/ Basics of KOMMYHUKAIUsUT | Kayinci3miri ISS
System Programming BIK XKoHE Oackapy
texHonorusuiap/ | (Kopranran
Marematuka 1, ecenrey
WudopmannoHHO | sKedinepin
- YHBIMIIACTBIPY
KOMMYHHUKAIIMOHH | ), JloMeHmik
13(S KyHenepi
texHonorun/Math | Gackapy
ematics 1, (Cepsepuik
Information and | xyiienepai
Communications | 6ackapy)/be3so
KoyganOanel  OardapiamManapiasl  kobamay npuHimnrepi; JKyhemik Technology MacCHOCTh |
Oarnmapnamanay — TYKBIPBIMIAMAacChIHBIH  HETI3Aepi;  ONeparusiIbIK AAMHUHUCTPHUP
KYHEHIH opTYpJIl AJIEMEHTTEPiHIH KyMbIC icTey npuHuunrepi; DEM-meH OBaHHE
e3apa OpeKeT eTy VIINH JKYHEeTK KOCBIMINAIapasl OaraapiaMaiaymabliH cUCTEM u
HETI3Ti MPUHIUOTEP] MEH TociaepiH 3epTrey; JXKylemik Oarmapiamanay ceTei
MOceNeNlepiH  KaMTUTBIH  Oarmapiamanapabl  o3ipuey./ [IpuHImIeD (Opranmzanus
NPOEKTUPOBAHMUS  NPUKIAIAHBIX IMPOTpaMM; OCHOBa€  KOHLEILUH 3aIINIIEHHBIX
CHCTEMHOTO  IIPOTPaMMHpPOBAHUS; NPUHLUIBE  (YHKIMOHUPOBAHUS BBIYHCIINTETD
Pa3IMYHBIX 3JIEMEHTOB OIEPALMOHHON CHCTEMBI; M3yYeHHE OCHOBHBIX HBIX  ceTel),
NPUHIMIIOB U NPHUEMOB IPOrPAMMHUPOBAHHSI CUCTEMHBIX HPUIIOKECHUH AZMUHHCTPHD
Ul B3aumoiercTBus ¢ OBM; pa3paboTka mporpamMM, OXBaTHIBAIOIINX OBaHUE
BONPOCBI  CHCTEMHOT0  TporpammupoBanus./Application  design JIOMEHHBIX
principles; the basis of the concept of system programming; principles of CHCTEM
functioning of various elements of the operating system; the study of the (AaMuHHCTPU
basic principles and techniques of programming system applications for poBaHue
interaction with computers; development of programs covering system CepBEPHBIX
programming issues. cucrem)/Secur




ity and
administration
of systems and
networks
(Organization
of secure
computer
networks),
Administratio
n of domain
systems
(Administratio
n of server
systems)

DiM
2209

JluckperTik MaTeMaTuka
/IuckpeTHas MaTeMaTHKa /
Discrete Mathematics

JKublHOap  TeOpWSCHIHBIH  Herimepi.  MaremaTHKajdblK  JIOTHKa
anemeHTTepi. ['padTap TeopusaceHbIH Heriznepi. Konray TeopusacHHBIH
3J'IeMeHTTepi/OCHOBLI TCOPpUHU MHOKCCTB, anre6pa IIOAMHOXCECTB.
DJeMEHThl MaTeMaTHYEeCKON  JIOTHKH. OCHOBBI TCOpUUN Fpa(bOB.
Onementsl Teopuu komupoBanus. /Fundamentals of set theory, algebra
of subsets. Elements of mathematical logic. Fundamentals of graph
theory. Elements of coding theory.

Maremaruka
Maremaruka/Mat
ematics

AKmnaparTsl
KOpFayabIH
Kpunrorpadus
JIBIK 9ficTepi
JKOHE
Kypajnapsl
(AKmapatThIK
Kayinci3mMiKTiH
Kpunrorpadus
JIBIK 9/1iCcTEpi)
/Kpunrorpadu
Yyeckue
METO/IbI U
cpencTea
3aIUTHI
nHpopMannu
(Kpunrrorpad
HYECKHUe
METOBI
HHPOPMALIMOH
HOM
6e3omacHOCTH
)
Cryptographic
methods and
means of

MMY
MuMM
MMM




information
protection
(Cryptographi
¢ methods of
information
security)

TVM

2210

blkTrManabIKTap TEOPHUACHI KIHE
MaTeMAaTHKAJIBIK CTATHCTHKA
Teopus BepoATHOCTEN U
MaTeMaTHJecKast
craructuka/Theory of Probability
and Mathematical Statistics

Kesneiicok OKHFaap. Kapamaiieim OKHFaap KEHICTITI.
blxkrumanmemeik. Kesmeiicok mramamapAblH HETi3Ti Tapaixy 3aHIaphl.
MaTeMaTHKaJBIK ~ CTaTUCTHKAHBIH TIOHI MEH HETi3Ti  YFBIMAApHI
/Crryqaitable  coObITHA. [IpOCTpaHCTBO  3IEMEHTapHBIX  COOBITHH.
BeposatHocTs. OCHOBHBIE 3aKOHBI paclpeesIeH s CITy4aliHbIX BETHYUH.
[IpenmMer U OCHOBHBIC MOHSTHUS MaTeMaTHUECKOW cTatucThku/Random
events. The space of elementary events. Probability. Basic laws of
distribution of random variables. The subject and basic concepts of
mathematical statistics

Maremaruka/
Maremaruka/Mat
hematics

AKnapaTThl
KOpFayIbIH
Kpunrorpadus
JBIK 9ficTepi
KOHE
Kypajnapsl
(AKmapatThIK
Kayinci3miKTiH
KpunTorpadus
JIBIK
omicrepi)/Kpu
nTorpapuIecK
He METO/IbI U
cpezcTBa
3aIIUTHI
uHdopmanuu
(Kpunrrorpad
UYEeCKHe
METOIbI
nHdopmannoH
HOU
Oe3omacHOCTH
)/Cryptographi
¢ methods and
means of
information
protection
(Cryptographi
¢ methods of
information
security)

MMY
MuMM
MMM

OIPT

1215

/ OcHoBsI [P-Tenedonny,
suneocsssu/ basic of IP-telephony
networks, videoconference

B pesynbrare n3ydenus aucuniuinabsl «OcHoBbl [P-Tenedonny,
BUJICOCBSI3W» CTYAEHTHl Noxydar O0a30Bble 3HAHMA O NPUHIUIAX
peannzanuu cereid [P-renedonun, TexHoIOTMAX nepeaayn U 00paboTKu

Kommbrorepmi
K aKapaTThl
KOpFay

CHUb




IIOTOKOBBIX JaHHBIX; crocobax Oopranusanuu KaueCTBCHHOM
BuaeocBs3u;./As a result of studying the discipline “Fundamentals of IP-
telephony and videoconference”, students will receive basic knowledge
about the principles of implementing IP-telephony networks, streaming
and processing technologies; high-quality video communications
organizing methods

TEXHOJIOTUsIIa
pbI (Akmapar
Kayinci3airia
KaMTaMachI3

eTy

TEXHOJIOTHUsLIIA

p1),
AKnapaTTsl
KOpFayIbIH

KpunTorpadus

JBIK 9icTepi
KOHE
KypaJiiapsl

(AxmaparThIK

Kayinci3miKTiH

Kpunrorpadus

JIBIK dJ1icTepi).
/TexHONMOTHH

3aIIUTHI

KOMITBIOTEPHO

51
uHdopmanuu
(Texnomoruun
obecriedeHus

Ge30macHOCTH

undopmanum),

ST
1215

CTpUMUHTTIK

TexHoorusap  /CTpUMHUHTOBBIE

TECXHOJIOTHUH
technologies

/Streaming

«CTpUMHHITIK TEXHOJIOTHSAJIAP» T[OHIH OKY HOTHIKECiH/Ie
CTY/IEHTTEp camnabl OeiiHeOaIaHbICThl YUBIMAACTHIPY TOCULAEPI KAUITbI
HETI3ri MariyMmaTTaplbl alajabl; ayquo-OeHHEKOHTEHTTI Kypy JoHe
Tapary YIIiH, COHBIMEH KaTap IIBIHAWBI YaKBIT PEKUMIHJAC, 3aMaHayH
CTPUMUHITIK TEXHOJOTHSUIAPABIH MYMKIHAIKTEPIH THIMAI Haiinarany
XoHe Oiny. B pesysipraTe M3ydeHHUsS TUCHUIUIMHBI CTYAEHTHI MOJydaT
3HaHWe W 3PQPEKTUBHOE HUCTOIH30BAaHHUE BO3MOXKHOCTEH COBpPEMEHHBIX
CTPUMHHIOBBIX TEXHOJIOTHUH UIA CO3JaHUS M PACHPOCTPAHCHHS ayIHO-
BUICOKOHTEHTA, B TOM YHCJIC B PEIKUME PEaIbHOI'O BPEMEHH

As a result of studying the discipline “streaming technologies”,
students will receive basic knowledge about the principles of knowledge

Kommprorepiti
K aKaparThl
KOpray
TEXHOJIOTHUsLIIA
pol (Axmapar
Kayinci3airin
KaMTaMachI3
eTy
TEXHOJIOTHUsIIIA
pe1),
AKnapaTTsl
KOPFayIbIH
KpunTorpadus
JIBIK Q/IicTEpi




and effective use of the capabilities of modern streaming technologies HKOHE
for the creation and distribution of audio-video content, including in real KypaJiiapsl
time. (AxmaparThik
KayiNci3miKTiH
Kpunrorpadus
JIBIK oticTepi).
/TexHomoruu
3aIINTHI
KOMITBIOTEPHO
i
uHpopmauu
(TexHomorHM
obecrieueHus
Oe3omnacHoCcTH
nHdopMmanmm)
OIB Kayinci3mikTiH aKmapaTThiK AKMapatTThIK KayilCi3MiKTiH HETi3Ti Kypaynibuiapsl, KOpray oObekTiizepi | AKHmapaTThIK-
2216 Herizaepi /MHbOpManioHHBIE MEH CYOBEKTiNepi, aKmapaT KaTeropHsuiapbl MEH TachIMalJayIIblIaphl, | KOMMyHHKamusa1 | Kommerorepoi
OCHOBBI 6€301IaCHOCTH aKnaparThl KOpFay KypajJapsl )KoHE KYIHs aKmaparTbl Oepy Tociinepi. | bIK K aKmaparThl
/Information basics of security Kopray oOBeKTifepiHiH KiKTeNlyi, akmaparTel KOpFay OJICTEpPiHIH | TEXHOJIOTHsIAp, KOpray
KIKTEIy. Toyekennepai Tangay./ | Anropurmuaey TEXHOJIOTHSIIIA
OCHOBHBIE COCTABILIIONINE HHPOPMAIIMOHHOW O€30ITaCHOCTH, OOBEKTHI M | HEeri3uepi  koHe | pol  (AKmapat
CyOBEKTHI 3allUThl, KaTeropud U HOCHTEIM HHGPOPMAalWH, CpelncTBa | OargapiaMainay KayiIci3airin
3amMThl  MHPOpPMAIMKM M CHOCOObl mepenaun KoHpuaeHuwManpHOW | Tinnepi./MHpOpM | KamMTamachi3
nndopmanmn. Kiaccudpukanuss 0oOBEKTOB 3allUTH, KiacCU(pHUKALUS | alHOHHO- ery
METOJIOB 3alIUThl HHQOpMauK. AHaau3 puckoB. /The main components | KOMMYHHUKAIIMOHH | TEXHOJOTHUsIIA
of information security, objects and subjects of protection, categories and | vie pHI),
carriers of information, information protection tools and methods for | rexuomoruw/Infor | AxmaparTts
transmitting confidential information. Classification of objects of | mation and | kopraybig
protection, classification of information protection methods. Risk | communication kpurrorpadus

analysis.

technologies, v

JBIK  9picTepi
JKoHE
Kypajnapel
(AKmapatThIK
KayITCi3MIKTiH
Kpunrorpadus
JIBIK
omicrepi)./Tex
HOJIOTH U
3aIUTEI
KOMIBIOTEPHO




i
nHdopmanuu
(Texunomoruu
obecrieueHus
Oe30macHOCTH
nHPOPMALINH),
Kpunrorpadu
4eCKHUe
METO/IBI u
cpeacTBa
3alllUThI
nHpopmanuu
(Kpunrorpad
HYECKUe
METO/IBI
WHPOPMALINOH
HOH
0e30MacHOCTH
).
/Technologies
for protecting
computer
information
(Information
Security
Technologies),
Cryptographic
methods and

means of
information
protection
(Cryptographi
¢ methods for
information
security).
IOKB | KubepkayincizmikTiH akmapaTThIK AKnapar TeOpHsCBIHBIH HETI3M YFBIMIApEl, aKmapaTThl Kojaray (THiMai | AKIapaTThiK- Kommbrorepmi
2216 Herizaepi /MHapopMannoHHbIe JKOHE Keleprire Te3imMji) xoHe AeKoATay. AKMapar Typiepi KoHe OHBI | KOMMYHHKAIMSI | K aKmaparThl
OCHOBBI KHOEpOe30macHOCTH/ OEM-tre ycbIHY Tociimepi; akmaparT KacHeTTepi; akKmapaTThl oJIey | BIK KOpFay
Information Basics of mapanapbl MeH OipilikTepi; Aepekrepai Oepy Heriznepi; aKknaparTsl 6epy | TeXHoJorusuap, TEXHOJIOTHsIIA
Cybersecurity apHanapbl./OCHOBHBIC MOHATHS TEOPHH HMH(POPMALIMH, KOAUPOBaHUE | AJrOpUTMICY pol  (Akmapar




uapopmanun (3HGheKTHBHOE U MOMEXOYCTOHYMBOE) U ACKOIUPOBAHHE.
Bunbr nadopmanuu u cnocoObl npexactaBieHus ee B OBM; cBoiicTBa
WHPOPMALIMU;, MEpPhl W CIAWHHUIBI HW3MEPEHUS WH(POPMALUHU; OCHOBEHI
nepeiaun JIaHHBIX; KaHAIBI epenadn uapopmarmu./The basic concepts
of information theory, information coding (effective and noise-tolerant)
and decoding. Types of information and ways of presenting it in
computers; information properties; measures and units of information;
basics of data transfer; communication channels.

Heri3gepi  JKoHe
Oarmapiamanay
tinaepi./Madopm
AI[MOHHO-
KOMMYHHUKAIIMOHH
bIe
texuonoruu/Infor
mation and
communication
technologies, v

Kayimnci3miria
KaMTaMachI3
eTy
TEXHOJIOTHUsLIIA
p1),
AKnaparTsl
KOpFayIbIH
Kpunrorpadus
JWBIK  9ficTepi
KOHE
Kypajnapsl
(AxmaparThIk
Kayinci3MiKTiH
KpunTorpadus
JIBIK
onictepi)./
TexHonoruu
3aIUTHI
KOMITBIOTEPHO
i
nHdopmanuu
(TexHomoruu
obecrieueHus
Ge30macHOCTH
uH(bOpMAIIHH),
Kpunrorpadu
YEeCKHUEe
METOJIBI u
cpezcTBa
3alIHTHI
nHdopmanuu
(Kpunrorpad
HYECKHUe
METOJIBI
HHPOPMALIMOH
HOM
6e30mmacHOCTH
)./Technologie
S of
protection




computer
information
(Technologies
of Information
Security),
Cryptographic
methods and

means of
information
protection
(Cryptographi
¢ methods for
information
security).
TZKI | KommbloTepiik aknapaTTsl KOpray KommbroTepiik jkyHenep MeH JKelijiepAe KOMIBIOTEPJK aKHmaparThl | AKINapaTThIK- AKmnaparTsl AKX
2217 TEXHOJIOTHsIIAaph! TexHomorun KOpFayIbsl YHBIMIACTHIPY JKOHE KaMTaMachl3 €Ty TEXHOJOTWSIIAPBI, | KOMMYHUKAIHST | KOPFayIblH CUb
3aIUTH KOMIBIOTEPHON aKmapaTThl KOpFayIblH HOPMATUBTIK 0a3achl; OargapiaMaiblK >KOHE | BIK Kpunrorpadus ISS
napopmanun/Technologies of ammaparTelK OeTOenriyiepre Kapchl OpeKeT €Ty TEXHOJOTHSIAPEI, | TeXHOJIOTHsIIA, TWBIK  9ficTepi
Computer Information Security JJEKTPOMATHUTTIK COyJeleHy eceOiHeH akKmapaTThl YCTal KarynaH | Maremaruka. JKOHE
Kopray. /TexHojorum opranusauuun ©  obecnedeHHH 3aiuThl | MHQOpMaMOHHO | Kypaigapbl
KOMIIBIOTEPHOH HH(OpPMAlMU B KOMIBIOTEPHBIX CHCTEMax M CeTSX, | - (AKIapaTThIK
HOpMAaTHBHAas 6aza 3aIUTHI nHpopMmauuy; TEXHOJIOTUHM | KOMMYHHUKAIIMOHH | KayilCI3OiKTIH
MPOTUBOACHCTBHUS MPOTrPAMMHBIM U allapaTHbIM 3aKjaJKaM, 3allliTa OT | ble TEXHOJOTWH, | Kpurnrorpadus
nepexsara nHpopmanuu 3a cyer anexTpoMarHutHoro | Maremaruka./Info | sbik omicrepi),
n3nyuenuns./Technologies for organizing and protecting computer | rmation and | KommerorepJi
information in computer systems and networks, regulatory framework | communications K Kylienep
for information protection; technologies for counteracting software and | technology, KOHE KeJIIep
hardware bookmarks, protection against information interception due to | Mathematics. aApPXHUTEKTypac
electromagnetic radiation. b1 ([epexrepmi
TachIMaJIIay ]
BIH
KOMITBIOTEPIIIK
xKyHenepi
KOHE
xeminepi)./Kp
unTorpadruyec
KHE METOJbl U
cpencTa
3aIIUTHI

nHdopmanuu




(Kpunrrorpad
HNYECKHUC
METO/IbI
HHPOPMALNOH
HOHU
06e30IMacHOCTH
),
ApxurtexTypa
KOMIBIOTCPHBI
X CHCTEM u
ceTei
(KommeroTepH
bIC CUCTEMBbI U
CCTHU
nepegayun
naHHEIX)/Cryp
tographic
methods and
means of
information
protection
(Cryptographi
¢ methods of
information
security),
Architecture
of  computer
systems and
networks
(Computer
systems  and
data
transmission

networks).
TOBI AKmapar Kayinci3irin AyTteHTH(UKAIINSL TEXHOJIOTUSJIAPHI; Kayincizmik casicaTsl; | AKMapaTThIK- AKIapaTrTsl AKX
2217 | XKaMTaMachl3 €Ty TEXHOJIOTUSIIAPHI KOMIIBIOTEPIIIK BHPYCTap KOHE AHTHBHPYCTHIK KOpFay Mocelnesepi; | KOMMYHUKAIWSUT | KOPFayIbIH CUb
TexHonoruu odbecrnedeHust OMOMETPHSUTBIK CKaHepJep i KojJaHa OTBIPBIN, aKMapaTThl PYKCATCHI3 | BIK kpunrorpadust ISS
6e3omacHOCTH KOJI KETKi3yJeH Kopray omicrepi. /TexHomormum ayTeHTH(UKAIUH; | TEXHOJIOTHSIIAD, TBIK  9ficTepi
napopmanun/Technologies MOJUTHKM O€30MacHOCTH; KOMIIBIOTEPHbIE BHUpPYChl M mpoOsiembl | Maremaruka./ JKOHE
support of Information Security AQHTUBUPYCHOM  3amuThl;  MeTOAbl  3ammrhl  uH(popmaumu  oT | MHpOopManmoHHO | Kypajnapsl




HCCAHKIIMOHUPOBAHHOI'O JOCTyIla € MNPHUMCHCHUEM 6I/IOMeTpPI‘{eCKI/IX
ckanepoB./Authentication technologies; security policies; computer
viruses and anti-virus protection problems; methods for protecting
information from unauthorized access using biometric scanners.

KOMMyHI/IKaIII/IOHH
bIC TCXHOJIOTHH,
Maremaruka./Info
rmation and
communications
technology,
Mathematics.

(AKmaparThIK
Kayinci3MiKTiH
KpunTorpadus
JBIK oicTepi),
Kommerorepii
K Kyienep
KOHE JKeJIiiep
APXHUTEKTypac
bl (HdepexTepmi
TachIMaJIay]
BIH
KOMITBIOTEPIIIK
Kyitenepi
KOHE
xkemninepi)./Kp
unTorpaduyec
KHE METOIBI U
cpencTBa
3aIIUTHI
HHPOpPMALIUU
(Kpunrorpad
HYECKHe
METOJIbI
nHdopmanuoH
HOI
6e3omacHoCTH
),
ApxurekTypa
KOMITBIOTE€PHBI
X CcHCTeM U
ceTei
(KommsroTepH
bI€ CHCTEMBI U
cetu
nepenadn
JaHHbIX)./Cry
ptographic
methods and
means of
information




protection
(Cryptographi
¢ methods of
information
security),
Architecture
of  computer
systems  and
networks
(Computer
systems  and
data
transmission

networks).
BOS OnepaiysibIK KyHenepain OX xnaccudukanuscel. [Ipouecrepai YHBIMAACTBIPY JKoHE Oackapy. | AKNapaTThIK- AKmnaparTsl AKX
2218 Kayircizairi besomacHocts Enrizy-merrapynsr Oackapy. ®aimmeik Imxki xyite. XKanrel Gackapy. | KOMMYHUKAIHSIT KOpFayabIH CUb
orepanrnoHHBIX cuctem/OS TemekoMMYHHKAIMSUTBIK KaTeIHAYOB! Oackapy. /Kmaccmpukamus OC. | bIK Kpunrorpadus ISS
Security Opranm3anuss W yNOpaBiI€HHE MpoLeccaMH. YTPaBICHHE BBOJIOM- | TEXHOJIOTHIIAP, JBIK  omicTepi
BbIBOJIOM. QaiinoBast nojacucTemMa. YnpaBieHUe NaMsTbio. YnpasieHue | Maremartuka. JKOHE
TeeKOMMYHHUKAaMOHHBIM JocTynioM./OS  classification. Organization | Mudopmanuonno | Kypaiaapsl
and management of processes. | / O control. File subsystem. Memory | - (AxmaparThik
management. Telecommunication Access Management. KOMMYHHKAIMOHH | KayilCi3miKTiH
bl€é TEXHOJIOTHH, | Kpunrorpadus
Maremaruka. JIBIK 9icTepi),
/Information and | Kommbrorepi
communications K Kylenep
technology, KOHE KeJIIep
Mathematics. aApPXHUTEKTypac
bl (HdepexTepmi
TachIMaJIIay ]
BIH
KOMITBIOTEPIIIK
xKyHenepi
KOHE
xeminepi)./Kp
unTorpadruyec
KHE METOJbl U
cpezacTBa
3aIIUTHI

nHdopmanuu




(Kpunrrorpad
HNYECKHUC
METO/IbI
HHPOPMALNOH
HOHU
06e30IMacHOCTH
),
ApxurtexTypa
KOMIBIOTCPHBI
X CHCTEM H
ceTei
(KommeroTepH
bIC CUCTEMBbI U
CCTHU
nepegayun
IaHHEIX)./Cry
ptographic
methods and
means of
information
protection
(Cryptographi
¢ methods of
information
security),
Architecture
of  computer
systems and
networks
(Computer
systems  and
data
transmission

networks).
AOS OX-nepai 6ackapy Linux omepanmsnsik xyiecinin (OXK) Herisri MomyibaepiHiH TYCiHITI | AKIapaTThIK- AKIapaTrTsl AKX
2218 Anvuauctpuposanne OC/OS KOHE JKYMBICHI; OMNEpAIMSUIBIK KyHeslep KOMIIOHEHTIHIH KypaMbl, | KOMMYHUKAIWSUT | KOPFayIbIH CUb
Administration nainananymsl, OX sapocsl, Gainablik xyie, (GalamblK Kydenepai | bIK Kpunrorpadus ISS
KYPacThIpy, (bailimap/blH Typiaepi MEH THUNTepi, Cymep MaiganaHymibl, | TexHomorusuiap/ TBIK  9ficTepi
KOJI JKeTKi3y KYKBIFBI; SKIMIIUIEHAIPYAIH HErisri MiHzaeTrrepiH menry. | MHpopMannoHHO | jkoHE

/TlonsiTue u paboTa OCHOBHBIX MoayJel omnepaunoHHod cuctemsl (OC)

KypaJ,iapsl




Linux; COCTaB KOMIIOHCHT OIICPAIMOHHBIX CUCTEM, ITOJB30BATCIIb, AP0
OC, (aitoBass cucremMa, MOHTHUpOBaHHE  (AINIOBBIX  CHUCTEM,
Pa3HOBUAHOCTU W THIIbL (baﬁHOB, CYIICPIIOJIb30BaTCIIb, MIpaBa AOCTYIIA,
pellicHre OCHOBHBIX 3a/ad aJMHUHHCTpHpoBanus./ The concept and
operation of the main modules of the operating system (OS) Linux; the
composition of the components of operating systems, user, OS kernel,
file system, file system mounting, file types and types, superuser, access
rights; the decision of the main tasks of administration.

KOMMyHI/IKaIII/IOHH
bIC TCXHOJIOTUH
/Information and
communication
technology

(AKmapaTThIK
Kayinci3MiKTiH
KpunTorpadus
JBIK omicTepi),
Kommerorepii
K KyMenep
KOHE JKeJIiiep
apXUTEKTypac
b1 ([epexrepai
TachIMaJIay]
BIH
KOMITBIOTEPIIIK
Kyitenepi
KOHE
sxeninepi)./Kp
unTorpaduyec
KHE METOIBI U
cpencraa
3aIIUTHI
HHPOpPMALIUU
(Kpunrorpad
HYECKHe
METOJIbI
nHdopmanuoH
HOI
6e3omacHoCTH
),
ApxuTeKTypa
KOMIBIOTEPHBI
X CHCTeM U
ceTei
(KommproTepH
bI€ CHCTEMBI U
cetu
nepenadn
nanubix)./Cry
ptographic
methods and
means of
information




protection
(Cryptographi
¢ methods of
information
security),
Architecture
of  computer
systems  and
networks
(Computer
systems  and
data
transmission

networks).
SBD Jlepektep KOPBIHBIH XKYiienepi Matemartuka 1, Hepexrep AKX
3219 CucteMsl 0a3 manasix/Database AKnapaTThIK- KOPBIH KOpFay CUb
systems KOMMYHHUKAIWSUT | TEXHOJOTHIIA ISS
BIK psI (depekrep
TexHoorusap/ KOpBIH
Marematuxka 1, KOpFay),
WNudpopmannonno | XKyitenep MeH
- KeJiep
KOMMYHHKAITHOHH Kayinci3airi
ble JKoHe Oackapy
’KOHE OHBIH apXUTEKTYPAChIH Oiy; KypbUIBIMIANIFaH CypaHbIcTap TUTiHIH | TexHonoruu/Math (Kopranran
KOMEriMeH HaKThl JiepeKTep Oa3achlH jkacail Oily; JKeNilik Hemece ematics 1, ecenrey
JKEPriiKTi Jepektep OasachlHIa jKyMbIc icreit 6imy, Herisri mepektep | Information and KeJepi
MOJIETIbICPIH KYPY MPUHIMOTEPIH OKBIN Oiny »koHe onapipl Kasipri | Communications | yiibimumacteipy

MamiMeTTep 0a3acelH Oackapy Kylenepinae Kongany, Iepekrep 0a3zachiH
SKIMIIUICH Py JKOHE KOpFayabl YipeHy. / cucremax 0a3 JaHHBIX U ee
APXUTCKTYPC; YMCHHUE CO34aTh PCAJIbHYIO 6a3y JaHHbIX C IIOMOLIbIO
sA3bIKa CTPYKTYPUPOBAHHBIX 3aIIPOCOB; YMCHUE pa6OTaTL B CETEBOM WU
JIOKaJIbHON Oaze JaHHBIX, U3YYCHUE MPUHIIUIIOB MOCTPOCHUA OCHOBHBIX
MOJ]CJ'[CI\/’I JaHHBIX M HMX HCIOJIb30BAHME B COBPEMCHHBIX CHCTEMax
yrnpaBieHus 0a3aMH TaHHBIX, H3y9E€HHE aJIMUHUCTPUPOBAHUS U 3alTUTHI
6a3 mannbix.database systems and its architecture; the ability to create a
real database using the structured query language; the ability to work in a
network or local database, the study of the principles of constructing
basic data models and their use in modern database management
systems, the study of database administration and protection.

Technology

) TexHomoruu
3aIUTEI 0a3
JTAHHBIX
(3amuTa 6a3
JAHHBIX),
bezonacuHocTh
u
IMUHUCTPHUP
OBaHHE
CHCTEM H
cereit
(Opranuzanus




3alUIICHHBIX
BbIYHUCIIUTCIIb
HbIX
cereit)/Techno
logies of
Database
Protection
(Database
Protection),
Security and
Administratio
n of Systems
and Networks
(Organization

of Secure
Computing
Networks)
PBD JepexTep KOpBIH jx00anay b sxone JIKBXK Herizinae kaTKaH ipreii YFeIMIap MCH MaTeMaTHKaNbIK | MaTtematnka 1, Hepextep AKX
3219 [Ipoektuposanue 6a3 monenpaepai Ourmiperin JJK wmen JKBX kypy npuammnrepi, K AKIaparThIK- KOPBIH KOpFay CUb
narHbix/Database Design Jkobanay mpuHOUNTEpi, coHnmaii-ak JIK xy3ere acblpy TEXHOIOTHSUIAPHI | KOMMYHHUKAIWSUT | TEXHOJOTHIIA ISS
s)koHe ACCESS xone MS SQL-Server wMblcanblHAa >KOFapblia BIK psI (epekrep
KOpCeTUIreH yFeIMaapasl Oeitneneiitin. /[IpuHumnel noctpoenus b/l u | TexHomorusap/ KOpBIH
CYB/, IIPEICTaBIISAOLINX (byHIaMeHTaIbHbIE MIOHATHS u | Maremaruka 1, Kopray),
MaTeMaTHYeCKue Mojen, jexamue B ocHoBe b/l u CYB/I, npunuumner | Muapopmannonno | XKyitenep MeH
npoekrupoBanuss B/, a Taxke TexHonoruu peamusauuu B[ u - KeJjiep
WUTIOCTPUPYIOIIMK BbIlleyKa3aHHble TOHATUS Ha npuMepe ACCESS u | KOMMyHHMKalMOHH |  Kayimnci3airi
MS SQL-Server. /The principles of building a database and DBMS, BIe KoHe backapy
representing the fundamental concepts and mathematical models that | texuomoruun/Math | (Kopranraun
underlie the database and DBMS, the principles of database design, as ematics 1, ecernrey
well as database implementation technologies and illustrating the above | Information and KeJepiH
concepts using ACCESS and MS SQL Server as an example. Communications | y#sIMaacTeIpy

Technology

) TexHonoruu
3aIIMUTEI 0a3
JAHHBIX
(3amuTa 6a3
JTAHHBIX ),
bezomacHocTh
n
aJIMUHUCTPUP
OBaHHE




CHUCTEM U
ceTel
(Opranuzanus
SAaIIUIICHHBIX
BBIYUCIIUTECIIb
HbIX
cereit)/Techno
logies of
Database
Protection
(Database
Protection),
Security and
Administratio
n of Systems
and Networks
(Organization

of Secure
Computing
Networks)
KSP JepexTepai TachIManaayabH KomnproTepitik JKeIinep iy >KyMbIC icTey npuHIunTepi. XKeninepae AKIaparThIK- Hepexrep AKX
D KOMITBIOTEPJIIK Keliepi/ nepexrepai tapaty npoueci OSI (ISO) stanonapik Mozeni OoiibIHIIA KOMMYHHUKAIHSLT KOPBIH KOpFay ClUb
3220 KommroTepHble ceTn nepenayu 3epTTesei. AKmapartsl Oepy OpTachiHIa JepeKTep/ i Oepy BIK TEXHOJIOTHUSIIIA ISS
nanseix /Computer systems of MPUHIUNTEP],KOMITBIOTEPIIIK XKYHeaep MCH KeiIep IiH KYMbIC TEXHOJIOTHUSIIAP, psl (depexrep
data networks NpUHIUNTEPI OKBIThUIABL. JKeninepae nepekrepai Tapary npoueci OSI | Kubepkayincizuik KOpBIH
(ISO) sranoHabIK MOEI OOMBIHINIA 3epTTeeal. AKnapaTThl Oepy TiH  aKMmapaTThIK KOpray),
opTachliH/Ia iepeKTepii Oepy NPUHIUNTEP], KOMMYTAlMs IPUHLIUNTEPI | Heri3aepi Kyiienep men
OKBITHLIA/(bl. MapIpyTu3alus erkeid-Terkei 3epTTenei: CTaTUKaIbIK | (AKIaparTsl Keniaep
JKOHE AMHAMUKAIBIK. CTyIEHTTEp JKEINiTiK ka0 IbIKTHI OanTayIbiH KOpFay JKOHE Kayinci3miri
MIPAKTHUKAJBIK JaFAbUIApbIH anajpl./ [IpHHIUNE pabOTHl KOMITBIOTEPHBIX | KaYIICI3MIKTIH JKoHE 0acKapy
cucreM U cerell. [Iponiece nepenaun JaHHBIX B CETSIX U3ydaeTcs MO aKIMapaTThIK (Koprasnrau
stanonHor Mmogenu OSI (ISO). M3yvaroTcs NpUHIMITEL Iepeadn uerizaepi)/ ecernrey
JAHHBIX B cpeJie mepenadn HH(pOpMaIiuy, TPUHIUITE KOMMYTAIHH. WudopmannonHO KeNIepin
JletanipHO M3y4yaeTcsl MapUIPYTH3ALMUs: CTATHYECKAs M IMHAMHUYECKast. | - YHBIMIACTBIPY
CTyZAeHTbI MOJIY4aloT MPAKTHUECKHE HABBIKA HACTPONUKHU CETEBOTO KOMMYHHUKAIIMOHH )
oGopymosanus./Principles of computer systems and networks. The ple  TexHojoruH, | TexHomorun
process of data transmission in networks is studied in the reference WudopMannoHHbl | 3amuTs 0a3
model the OSI (ISO). Examines the principles of data transmission in the | e OCHOBBI JaHHBIX
transmission medium of information, principles of switching. Detailed | kubGep6e3onacHoc | (3ammura 6a3
examination of routing: static and dynamic. Students gain practical skills | tu JIAHHBIX),




in configuration of network equipment.

(Mudopmarmons
bIC OCHOBbI
3alllUThI u
0e30MacHOCTH
uapopmanuu)/Inf
ormation and
communication
technologies,
Information
foundations of
cybersecurity
(Information
framework for the
protection and
security of
information)Mod
ule component of
the University
OOoD (law and

BeszonacHocTh
u
aIMUHUCTPHP
OBAHHEC
CHUCTEM U
cereit
(Opranuzanust
SAIIUIICHHBIX
BBIYUCIIUTEIIb
HBIX
cereit)/Techno
logies of
database
protection
(database
Protection),
Security and
administration
of systems and

principles of anti- networks
corruption (Database
culture) protection)
OPSI OCHOBBI IOCTPOCHUS
3220 | cetu Uurepuer
AKS Kommbrotepiik xyienep 1) KOMIBIOTEpINIK IKEIUIEPAIH apXUTEeKTypachlH KypyablH Herisri | Kubepkayincizik JHepextep AKX
3221 apXHUTEKTypacsl/ ApXUTEKTypa NPUHLMUNTEP],  KOMIIBIOTEPIIK  JKyiHenepiaiH  IMIKIi  KYPBUIBIMBL, | TIH  aKlapaTThIK | KOPBIH KOpFay CUb
KOMIIBIOTEPHBIX CHCTEM KOMITBIOTEPJIIK apXUTEKTYpaHbIH OapiiblK JeHreiepinjge aknaparThl | Herizaepi TEXHOJIOTHsIIA ISS
/Architecture of computer systems OHJIEY TMpOLleCTepi, ecemTey JKydemepi MeH KemiiepiHiH Ttunrtepi, | (AKmaparTs poI (epexrep
ONIApIBIH epeKIIemiKTepi, 6a3aablK KOMIIOHEHTTEpi MeH (pYHKIMSIIaphl, | KOpFay KOHE KOPBIH
SHTI3y-IIBIFAPY  MOAYJBAEPI, KYHENK MarucTpaiabaap, OJapiblH | KayilCi3miKTiH Kopray),
(yHKIUAIapBl; 1MIKI KSQHE CBIPTKBI JKaAbIHBIH KypbuUibiMbl, TCP/IP | akmapaTThik Kyiienep men
xaTTaMalapblHBIH ~ cteri  JkoHe  OSI  Momem — meHreiinepiHiy | Heri3gepi) Keniaep
¢ynkiusnapsl./  OCHOBHBIE IPUHIMIBI  [IOCTPOEHHS — apXUTeKTyp | /MHpopManmoHHO | Kayincisairi
KOMITBIOTEPHBIX ~ CHCTEM W  CeTeil, BHYTpEHHee  YCTPOWCTBO | - XKoHe Oackapy
KOMIBIOTEPHBIX CHCTEM, IPOILECCH 00paboTku MH(POPMAIMM Ha BCEX | KOMMYHHKAI[MOHH (Kopranran
YPOBHSIX KOMITBIOTEPHBIX apXUTEKTYP, TUIIBI BHIYUCIUTENbHBIX CUCTEM U | ble  TEXHOJOTHH, ecernTey
ceTel, MX OCOOCHHOCTH, 0a30BBIE KOMITOHEHTH M (yHKIMH; Monyiw | MHbopMarmoHHbBI KeNIepin
BBOJIa-BbIBOJIa, CHUCTEMHbIE Marucrpaid, WX (QyHKLOU; CcTpyKTypa | e OCHOBBI | YHBIMIACTBIPY
BHYTPEHHEH M BHEIIHEN maMaT, cTek mpoTtokosoB TCP/IP u pyukuuu | kubepbe3onacHoc )/
ypoBHel Mozaenu OSI./the main principles of architectures of computer | Tn TexHONMOTHH




systems and networks, the internal structure of computer systems,
information processing at all levels of computer architecture types of
computer systems and networks, their characteristics, basic components
and features; modules I / 0, system trunk, of their functions; structure of
internal and external memory, the stack TCP/IP protocols and function
layers of the OSI model.

(Mudopmarnmons
bIC OCHOBBI
3alllUThI u
0e30MacHOCTH
nHpopmanun)/Inf
ormation and
communication
technologies,
Information
foundations of
cybersecurity
(Information
framework for the
protection and
security of
information)

3aIuThl 6a3
JAHHBIX
(3amura 6a3
JTAHHBIX ),
bezonacunocTs
)5
aJIMUHUCTPHUP
OBAHHC
CUCTEM U
ceTei
(Opranuzanus
3alIUIICHHBIX
BBIYHCIIUTCIIb
HBIX
ceteit)/Techno
logies of
database
protection
(database
Protection),
Security and
administration
of systems and
networks
(Database
protection)

OKS OpraHu3zanys KOMIBIOTEPHBIX
3221 CUCTEM
OPO AKMapaTThIK KayilCi3MiKTiH AKMapaTThIK KayilCi3MiKTi KYKBIKTBIK KAMTaMacChI3 €Ty KYPBUIBIMBbIHA AKMapaTThIK- Jepekrtep AKX
IB YUBIMIACTBIPY JKOHE KYKBIKTBIK 0alJTaHBICTHI KOCIOM JaFABLIAP.IBI KAIBIITACTHIPY OPBIHIAYIIBUIAPABIH | KOMMYHHKAIIUSIT KOPBIH KOpFay CUb
3222 KaMTamachkl/ OpraHu3auoOHHOE U IIaFBIH YKBIMIAPBIHBIH KYMBICHIH]IA aKIAPATTHIK KaYINCI3MiKTi BIK TEXHOJIOTHsIIa ISS
IIpaBoOBOE 0OCCIICYCHUE KaMTaMachl3 eTyiH YHBIMIACTHIPYIIBUIBIK JKOHE KYKBIKTHIK OMICTEPiH | TEXHOIOTHSIIAP, psI (epekrep
UHPOPMAIMOHHON KOJIJJaHY JKOHE aKMapaTThIK KAayilCi3MiKTi KAMTaMachl3 €Ty XKYHCeCiH Kubepkayirnciz ik KOPBIH
6e3omacHoctn/Organizational and KETUIIIPY JKOJAaphl Typasbl TYCIHIK Kypy/®PopMupoBanue TIH  aKMapaTThIK KOpFay),
legal support of information podeCcCHOHANBHBIX HABBIKOB, CBSI3aHHBIX CO CTPYKTYpPOil IPaBOBOro | Herizaepi Kyitenep meH
security obecrieuenuss wHPOpMaAMOHHOW Oe3omacHoctn Co3aaHue (AknapatTsI KENLIIEp
IIPEICTaBICHMS O IPUMEHEHUN OPraHU3alMOHHBIX U IIPaBOBBIX KOpray XKOHE | Kayimci3niri
METOJIOB obOecrieueHus: HHPpOPMAIMOHHOW 0e30macHOCTH B paboTe KayiTcCi3MiKTiH JKoHe Oackapy
MaJIbIX KOJUICKTUBOB HCIIOJIHUATENICH W IMyTSX COBEPIICHCTBOBAHHMS aKIMapaTThIK (Kopramnran
cuctembl obecnieuenns nHpopmannoHHon 6e3omacHoctr/The formation | Herizgepi)/ ecenTey




of professional skills related to the structure of the legal ensuring
information security creating a view on the application of organizational
and legal methods of ensuring information security in the work of small
collectives of performers and ways to improve the system of ensuring
information security

Wudopmanmonso
KOMMYHUKAIIUOHH
bIC TCXHOJIOTHH,
WnudopmannoHHBI
(S OCHOBBI
KknbepOe3omacHocC
TH
(MuadopmarmonH
bIC OCHOBBI
3alllUThI nu
0e30MacHOCTH
nndopmanun)/Inf
ormation and
communication
technologies,
Information
foundations of
cybersecurity
(Information
framework for the
protection and
security of
information)Mod
ule component of
the University
OOoD (law and

KeJepiH
YUBIMIACTBIPY
)
TexHonoruu
3aIIMUTEI 0a3
JAHHBIX
(3amuTa 6a3
JIAHHBIX ),
bezonacHocTs
u
aIMHHUCTPHP
OBaHUE
CHUCTEM U
cere
(Opranuzarus
3aIUIICHHBIX
BBIYHCITATEIH
HBIX
cereit)/Techno
logies of
database
protection
(database
Protection),
Security and
administration
of systems and

principles of anti- networks
corruption (Database
culture) protection)
P- AKIapatTThIK Kayilci3IiKTiH AKIapaTThIK Kayilci3MiKTi KYKBIKTBIK KAMTaMaChl3 €Ty KYPBUIBIMBIHA AKnapaTThIK- AKnapatrThIK AKX
POIB CasiCU-KYKBIKTBIK acrieKTisiepi/ GailyIaHbICTBI KOCIOM AaFIblIap bl KAJIBINTACTHIPY OPBIHAAYIIBUIAPABIH | KOMMYHHKALMST | Kayilci3mik CUb
3222 ITonuTHKO-NIpaBOBBIE ACTIEKTHI IIaFBIH Y)KBIMIAPBIHBIH KYMBICHIH/IA aKIapaTTHIK KAyiNCi3miKTi BIK TpeHaTepi ISS
MHPOPMAITMOHHON KaMTaMachl3 eTyAiH YHBIMIACTHIPYIIBUIBIK JKOHE KYKBIKTBIK OMICTEpiH | TEXHOJIOTHSIAP, (Kubepkayinci
6e3omacuoctr/Political and legal KOJIJaHy JKOHE aKMapaTTHIK KAayilCi3MiKTi KAMTaMachl3 €Ty KYHeCiH Kubepkayincizmik | 3miKTiH
aspects of information security KETUIIIPY JKOJIaphI TYpatsl TYCiHIK Kypy/PopMupoBaHie TIH  aKmaparThlK | apHabl
po¢eCCHOHANBHBIX HAaBBIKOB, CBSI3aHHBIX CO CTPYKTYPOH IOJIMTHKO- | HeTi3zaepi CypaKTapsl),
MpaBoBOro obecnedeHns] HH(POPMAIMOHHONH 0€30MacHOCTH U (AKmapatTsl Hepexrep
COOTBETCTBYIOILIETO 3aKOHOAATEIbCTBA B 00JAaCTH WH(OpMAIHNH, Kopray JKOHE | KOPBIH KOpFay
MH(OPMALMOHHBIX TEXHOJOTHH M 3aliuThl MH(pOPMAIMH, KayilcCi3iKTiH TEXHOJIOTHsIIA




MEePCOHANBHBIX JaHHBIX, TOCYIapCTBEeHHON Taiinbl, DI,
TCXHUYCCKOTO PCTYJINPOBAHUS; HOHS[TI/Iﬁ, CBA3aHHBIX C BOIIPpOCaAMU
OTBCTCTBCHHOCTU 3a MNPAaBOHAPYIICHUA B obnactu HH(l)OpMaHHOHHOﬁ
6630HaCHOCTI/I, a TaK)XKE MEXaHU3MaMH 3alllUThl IPpaB W 3aKOHHBIX
HHTEpECcOB CyOBeKTOB HHpOopMannoHHoH cdeprl/ The formation of
professional skills related to the structure of the political and legal
ensuring of information security and relevant legislation in the field of
information, information technologies and information protection,
personal data, state secrets, EDS, technical regulations; concepts
associated with the questions of responsibility for offences in the field of
information security, and also mechanisms of protection of rights and
legal interests of subjects of the information sphere

aKIapaTTbIK
Heriznepi)/
Wudopmanmonno
KOMMYHUKallUOHH
bIC TCXHOJIOTHH,
WnudopmannoHHBI
(S OCHOBBI
KknOepOe3omacHoC
TH
(Mudopmanmons
bIC OCHOBBI
3allUThI nu
0e30MMacHOCTH
nHpopManun)/Inf
ormation and
communication
technologies,
Information
foundations of
cybersecurity
(Information
framework for the
protection and
security of
information)Mod
ule component of
the University
OOoD (law and
principles of anti-

pel (Hepextep
KOpBIH
KOpFay)
/Tpennst
HHPOPMALINOH
HOM
0e30MacHOBTH
(CnermatbHBI
e BOTIPOCHI
kubepoOe3omnac
HOCTH),
TexHomoruu
3ammThl  0a3
JAHHBIX
(3amura  0a3
naHHbIX)/Tren
ds of
information
bezopasnosti
(Special issues
of cyber
security),
technology of
protection of
databases
(database
Protection)

corruption
culture)
SSIB AKMapaTThIK KayiIci3Iik locymapctBennast cuctema  craHpaptusanuu  PK;  TexHudeckoe | AKmaparThIK- Data Mining AKX
3223 KYHeIepin cTaHaapTIay perynupoBanne u craHgaprusanus B obmactm MKT. CranmapTel ¥ | KOMMYHHKAIUsII HeTi31epi CUb
CraHgapTu3anus CUCTeEM cnemuukanuu B obmacth wuHopmammoHHONW Oe3omacHocTH./KP | BIK (Hdepexrepmi ISS
HHPOPMATMOHHON MewmnekerTik cranmaprray sxyeci; AKT camacslHZarsl TEXHHMKAJBIK | TEXHOJIOTHSIIAD, HAHTEIUIEKTYyall
6e3omacaoctr/Standardization of perTey SKoHEe CTaHAapTTay. AKHApaTThIK Kayinci3mik camaceiHAarsl | JKorapsl OKY | JBI TaJIay IbIH
information security systems crangaprTap MeH crerupukanusiap/State system of standardization of | opubIHBIH oticTepi JKoHE
the Republic of Kazakhstan; technical regulation and standardization in | komnoneHt Kypasiaapsl ),
the field of ICT. Standards and specifications in the field of information | momysi JKBIT | AkmapaTThik




security.

(KykpIx JKOHE
AHTUKOPPYILIHAIT
BIK MOIECHHUETTIH
Heriznepi)/Uudop
MAaIHOHHO-
KOMMYHHUKalITUOHH
bIC TCXHOJIOTHH,
Monyinb
BY30BCKOT'O
KOMIIOHEHTAa
OO0 (Ilpao wu
OCHOBBI
AHTUKOPPYILIMOH
HOU
KynbTypsl)/Infor
mation and
communication
technologies,
Module of the
university
component of the
DLC (Law and
the foundations of
an anti-corruption
culture)

Kayimci3MiKTiH
YHBIMAACTBIPY
JKOHE
KYKBIKTBIK
KaMTaMachl
(AKmapatThIK
Kayinci3miKTiH
casicH-
KYKBIKTBIK
acriexTinepi)/
OcnoBsl Data
Mining
(Metoas! n
cpeacTBa
HHTEIUICKTYall
BHOTO aHaiu3a
JTAHHBIX ),
Opranuzanuo
HHOE H
TIPaBOBOE
obecrieueHne
nHdopmanuoH
HOU
Ge3omacHOCTH
(ITonmuTuxo-
MpaBOBEIE
ACTICKTHI
HHPOPMALINOH
HOU
Oe3omacHOCTH
)/Basics of
Data Mining
(Methods and
means of data
mining),
Organizational
and legal
support of
information
security




(Political and
legal aspects
of information

security)
SSSI AKIapaTTHIK Kayilnci3mik AKMapaTTeIK ~Kayilci3mik KypalmapblH o3ipiiey JKOoHE TMaimanaHy | AKHapaTThIK- Data Mining AKX
B KypaJIapblH CTAHAAPTTAY JKOHE TEXHOJIOTHACHIHBIH MoceJeliepi, camaHel Oarajay »XOHE CEHIMIUITH | KOMMYHHKAIIUSIT HeTi31epi CUb
3223 ceprudurarray CraHmaTpuzamnus aptTepy. /IIpobmembl TeXHONOTHIH pa3padOTKH H HCIIONB30BAHUA | BIK (Hepexrepmi 1SS
U cepTU(UKALHS CPE/ICTB cpeacTB  MHGOPMAIMOHHONW OE30MacHOCTH, OLEHKA KadyecTBa U | TEXHOJOTHsIIAp, MHTEIJICKTYya
HHPOPMATMOHHON noBeImeHNe HanékHOCTH./Problems of technologies for the development | YKorapsr OKY | OBl TaJIayIbIH
6e3onmacuoctn/Standardization and and use of information security tools, quality assessment and improving | opHbIHBIH QIiCTEPi XKIHE
certification of information reliability. KOMITOHEHT KypaJiiapsl ),
security tools Moy XKBIT | AkmaparTbik
(KyxpIK JKOHE | KayilcCi3aiKTiH
AHTUKOPPYNLHUAL | YHBIMIACTBIPY
BIK MOJICHHUCTTIH KOHE
Heriznepi)/Uudop KYKBIKTBIK
MAIlMOHHO- KaMTaMachl
KOMMYHHUKAIIMOHH | (AKMapaTThIK
ble TEXHOJOTHH, | KayilCi3IiKTiH
Monyib cascu-
BY30BCKOT'O KYKBIKTBIK
KOMIIOHCHTA acrekriepi)/
OO0 (IIpaBo wu | OcnoBbl Data
OCHOBBI Mining
AHTUKOPPYILIUOH (Metoap! 1
HOM cpencTBa
KyabTypsr)/ Infor MHTEIJICKTYyal
mation and | »HOrO aHanM3a
communication JIAaHHBIX ),
technologies, Opranu3anuo
Module of the HHOC H
university IIPaBOBOE
component of the | oGecneuenue
DLC (Law and | uadopmanmon
the foundations of HOI
an anti-corruption | Ge3omacHocTH
culture) (TTonutuko-
IIPaBOBBIE
ACTICKTHI

nHpopmanmox




HOU
0e30MacHOCTH
)/Basics of
Data Mining
(Methods and
means of data
mining),
Organizational
and legal
support of
information
security
(Political and
legal aspects
of information

security)
Sl OJIEYMETTIK AKnapaTThIK- AKnapatThIK AKX
2213 nmkeHepust/ConuaipHas KOMMYHUKAITHSIT Kayinci3miKTiH CUb
umkeHepus/Social engineering BIK TOyeKeJIepiH ISS
TEXHOJIOTHsIIAp, Oaranay >KoHE
Kommnprotepitik Ky#enep
xKyHenep ayJuTi
apPXHUTEKTypachl (AKmapaTThIK
(depexrepai Kayinci3aikTiH
TachIMANJAY/AbIH | KEeIeH[l
KOMITBIOTEPIIIK Kyitenepin
Kyienepi  koHe | sxobanay),
TyrraapalblK KapbIM-KaThIHACTBIH TICHXOJNOTHSUIBIK Heri3zepi. YHbIMIa | skeminepi). AKIapaTThIK
aKmapaTTBHIK Kayilci3MiKTi KaMTaMachkl3 €Ty cyObekTiepi. OkimmriHiH | MHQOpMAIMOHHO | Kayirci3aik
YUBIMHBIH aKIMapaTTHIK KAYIiNCIi3AiriH KaMTamachl3 eTyIiH e3re e | - TpeHATEpi
cyObekTiiepiMeH  e3apa  iC-KMMbUIBI MEH  BIHTBIMAKTACTBIFBIHBIH | KOMMyHUKalnoHH | (Kubepkayinci
epekmenikrepi./[Icuxonornueckue OCHOBBI MEXJIMYHOCTHBIX | ble  TEXHOJIOTHMH, | 3IIKTiH
B3anMooTHOmeHUH. CyOBekTel  obecriedeHUs  WHGOPMAIMOHHOHN | ApXHUTEKTypa apHaiibl
Oe3omacHOCTH B opraHu3andd. OcoOEHHOCTH B3aWMOJEWUCTBUS H | KOMIIBIOTEPHBIX cypakrapsi)/O
COTPYJHHYECTBA aJIMHHUCTPATOPA C UHBIMU CyObEKTaMH OOECIHEeUeHHUs! | CUCTEM LIEHKa PHUCKOB
nHdopManroHHO# Oe3omacHocTy opranm3auu.Ppsychological basis of | (Komnbrorepubie | u ayauT
interpersonal relationships. The subjects of information security in the | cicremsr u cetu | cucrem
organization. Characteristics of interaction and cooperation of the | mepemauu uH(MOPMAIHOH
administrator from other entities to ensure information security of the | mannsix)./Informa | Hoit
organization. tion and | 6e3omacHOCTH




communication
technologies,
Architecture  of
computer systems
(Computer
systems and
networks of data
transmission).

(IIpoektuposa
HUEC
KOMIIJIIEKCHBIX
CHCTEM
HHPOPMALNOH
HOM
0e30MacHOCTH
)s TpeHmp!
WHPOPMALINOH
HOU
0e30MMacHOCTH
(CrietanbHeI
€ BOIIPOCHI
kubepoOe3omnac
noctH)/Risk
assessment
and audit of
information
security
systems
(Design of
integrated
systems of
information
security),
Trends in
information
security
(Special issues
of
cybersecurity)

TMS
1B
2213

AKnapaTThIK Kayinci3mikreri
QIIeyMETTIK WH)XEHEPHS TEOPHSICHI
xkoHe omictepi Teopust U MeTOABI
COLIMAIIbHOU WH)XEHEPUU B
MHPOPMAIMOHHOKH 0e30MacHOCTH
/Theory and methods of social
engineering in information
security

AKMaparThIK KayilCi3[MiK KOHTEKCTIHJCTI OJICYMETTIK WH)KCHEPHUSIHBIH
HeTi3ri TyciHikTepi. TexHMKaNBIK Kypanmapabl maiigananOail agaMHBIH
ic-opekeTiH Oackapy omicTepi. Ic-opekerrepai opblHAAY HEMEce KYIIHs
aKnaparThl amry Ke3iHAe aaaMIapliblH ICHXOJOTHSIIBIK —ailia-1iaprsl
xKacaybl

/OCHOBHEIE MIOHATHS COLIMAJILHOM HMHXXEHEpUU B
KOHTEKCTe MHGOPMALMOHHON  6e3onacHOCTU. MeTonsl  ympaBiIeHUs
JIEWCTBUSAMH 4YeJoBeKa 0€3 WCIOJNb30BaHUS TEXHUYECKUX CPEJCTB.
Mcrxonornyeckan MaHUNyAALMA JTI0JICH B BBIIOJIHEHUU JNEHCTBUH WM



https://ru.qwe.wiki/wiki/Information_security
https://ru.qwe.wiki/wiki/Psychological_manipulation

pasriiameHny KOHQUICHIMATBHONW HH(POPMaIHH.

Basic concepts of social engineering in the context of information
security. Methods of managing human actions without the use of
technical means. Psychological manipulation of people in actions or
disclosure of confidential information

KA
3224

KommbroTepiik

ananuTrka/KommerotepHas
ananmutuka/Computer analystics

OOBeKTiNepIiH aKmapaTThIK Kayilci3JiriHe TOHETiH Kayil-Karepiepii
AHBIKTAYJBIH JKANIBl TPUHIMINTEPI, KaYiNCi3JiKke TOHETIH Kayil-
KaTepiepre Kapchl IC-KUMBUI oficTepiH a3ipiey. OpbHIaymbLiap
YKBIMBIHBIH KYMBICHIH YHBIMIACTHIPY, Ilikipyiep criekTpi >karaaibiHaa
Gackapy menriMin KaObl1ay, )KyMbICTap/bl OpbIHAAY TOpPTiOiH aHBIKTAY.
/O611Me IPUHIMITE BBISIBICHUS Yrpo3 HH(OOPMALMOHHON 0e301acHOCTH
00BeKTOB,  pa3pabOTka  METOJOB  TPOTHUBOJICHCTBUS  yrpo3am
6e3omacHocTH. Opranm3anus paboT KOJJIEKTHBA HCIIOJHUTENEH, TPUEM
YIPaBJICHYECKOIO PEICHHUS] B YCIIOBUSX CIIEKTpa MHEHHUA, onpeesieHne
nopsiika BeIonHeHNs paboTt./General principles for the identification of
threats to information security of objects, development of methods to
counter security threats. Organization of work of collective of executors,
acceptance of managerial decisions in terms of the spectrum of opinions,
determining the order of execution.

Kubepkayincizmik
TiH aKIapaTThIK
Herizzaepi
(AxmapaTTs
KOpFay jKoHe
Kayinci3miKTiH
aKIapaTThIK
Herizzaepi),
Hepextep
KOPBIHBIH
KyHenepi
(epexrep KOpBIH
xobanay)
HHbopMaIMOHHBI
€ OCHOBBI
knbepbe3onacHoc
TH
(Madopmanmonu
bI¢ OCHOBBI
3aIIUTHI U
6e3omacHocTH
uHbOpMaLIUH),
Cuctems! 6a3
JIAHHBIX
(TIpoexTrpoBaHme
6a3
nmaraeix)/Inform
ation foundations
of cybersecurity
(Information

AKnaparThIK
Kayinci3mMiKTiH
TOyeKeNAepiH
Oaraynay >KOHE
Kyienep
ayauTi
(AxmaparTsik
Kayilnci3miKTiH
KeIIeHIi
KYHenepin
xKobanay),
AKnapatThIK
Kayincizmik
TpeHAaTepi
(Kubepxkayimci
3IIKTIH
apHaiibl
cypakrapsi)/O
[[EHKa PHUCKOB
u ayJuT
CHCTEM
nHdopmanoH
HOU
0€e30IacHOCTH
(TIpoextuposa
HHE
KOMIUIEKCHBIX
CHCTEM
nHPOPMALINOH
HOU
0€e30IMaCHOCTH

AKX
CUb
ISS




framework for the
protection and
security of
information),
database Systems
(database Design)

), Tpenst
nHdopmanmoH
HOH
0e30MacHOCTH
(CrenmanbHel
e BOIIPOCHI
KknbepOe3omac
nocth)/Risk
assessment
and audit of
information
security
systems
(Design of
integrated
systems of
information
security),
Trends in
information
security
(Special issues
of
cybersecurity)

ACD
3224

Hudprsik qonengepai tTangay
/AHanu3 MUPPOBBIX
nmokazarenbeTs/ Digital Evidence
Analysis

KomrbroTepiik aknaparka 0aisiaHbICTI KbUIMBbICTap bl amry. CaHabIK
Jonengemenepai seprrey. lonengemenepai i3aey, any xoHe cakTay
onictepi. CaHJbIK KYpBUIFbLIapAaH TaObLIIFAaH Ma3MyH/Ibl KaJIlbIHA
KeJTipy KoHe Tannay./

PackpbiTHe npecTymiieH, CBI3aHHBIX ¢ KOMITBIOTEPHOH MH(OpMaIeH.

HCCJ’IGHOB&HI/IG L[I/I(i)pOBLIX JOKa3aTCJIbCTB. MGTOIH:I TOUCKaA, MOJTYyYCHUA
1 3aKpCIJICHUA 1OKa3aTCJIbCTB. BoccranoBieHue n aHanmus
COJICP’)KUMOT0, HaliIeHHOTo Ha U(pOBBIX ycTpolicTax./ Disclosure of
crimes related to computer information. The study of digital evidence.
Methods of searching, obtaining and securing evidence. Recover and
analyze content found on digital devices.




Beitingik monaep (BII Tanaay 6oiibinima kommnonent) / Iipopuabunie nucumanast (III-KB)/ Profile disciplines (PD optional component)/

KM
SZI
330

AXnaparTsl KOpray/IblH
KpHIITOrpadusUIIBIK 9/1iCTepi XKIHE
Kypanaapsl Kpunrorpaduueckue

METOZBI ¥ CPENICTBA 3AIUTHI
nHpopmanun/Cryptographic
methods and means of information
protection

5

5

Kpunrorpadusuielk ~ Anroputmuep — TYCIHIr, — DIeKTPOH-IMPIBIK
KonTaHoa, xenr-QyHKIHS, Xeu-(QyHKIMSL. AyTteHTHdUKaIMS
rapameTpIiiepi JKoHe KyHeHi j>kahaHHIBIK >Kelepre Kocy Kayimcizairi
mapameTpiepi.  KommploTepimik — kemiHi — Kopray — KypalJapbiH
OKIMIIICHIIPY./ [onstue KpUNTOTpagUIeCKIX AITOPUTMOB,
9JICKTOPOHHO-IU(POBas  MOANKCh, XeII-QYHKIHMSA, XCIIUPOBaHHE.
IMapamerpel  ayTeHTHQUKALMH W TapamMeTpsl  OC30MACHOCTH
MOACOSIUHCHUS CHCTEMBI K TTIOOAIBHBIM CeTAM. AIMHUHHCTPHPOBAHHE
CpeICTB 3aluThl KoMObloTepHOU cetu. /The concept of cryptographic
algorithms, electronic digital signature, hash function, hashing.
Authentication and security settings for connecting the system to wide
area networks. Administration of computer network security features.

Maremartuka 1,
AKnapaTThIK-
KOMMYHHUKAIHSLIT
BIK
TeXHOJOTHsIIap/
Maremaruka 1,
WudpopmannoHHO
KOMMYHHKAITHOHH
BIE
texnonorun/Math
ematics 1,
Information and
Communications
Technology

AKnapatThIK
Kayinci3 ik
TpeHAaTepi
(Kubepkayinci
3IIKTIH
apHaiibl
CYpaKTapsl),
Hepextep
KOpPBIH KOpFay
TEXHOJIOTHSIIIA
pel (Hepextep
KOPBIH
KOpFay)
Tpennasl
HHPOPMALINOH
HOM
0e30MacHOBTH
(CnenuatbHBI
e BOTIPOCHI
KubepOe3omac
HOCTH),
TexHonoruu
3amuTel  0a3
JTAaHHBIX
(3amura  6a3
naHHbIX)/Tren
ds of
Information
Security
(Special Issues
of
Cybersecurity)
,Technologies
of  Database
Protection
(Database

AKX
CUb
ISS




Protection)

KM
IB
330

AKIapaTTHIK KayilCi3iKTiH
KpHUNTOTpadUsIIBIK 91icTepi
Kpunrorpaduueckne MeTOAbI
nH(OpMaLMOHHO
6e3omacuoctn/Cryptographic
methods of information security

JKone ramaMapIK ecenTey KeNUIEepiHIOEe aKmapaTThl KOpray OOWBIHIIA
OpTYpNi OKaFmaliap MEH JKaFdaiyiapia OIemiMaep VINiH cayaTThl
nrapangap KaOblIaay; aKmaparThl JKeNIep apKelibl Oepy Ke3iHae apTypIai
TEXHOJIOTHsIap/ia KPUITOTpadusuIbIK Kypangap MEH KOpray SaicTepiH
Koiiany./[IpuHIMIax, MeTolax U CpecTBaxX 3alUThl HHOOPMALUH TIPH
ee 1epefaye, IPOrHO3UPOBAHKME CUTYALlMH U NPUHATHE I'PAMOTHBIX MEp
JIIA pemeHHﬁ B pa3HbIX YCJIOBHAX U CUTYAIUAX I10 3alIUTE HH(bOpMaHHPI
B JIOKQJIBHBIX W TJIOOAIBHBIX BBIYUCIUTEIBLHBIX CETAX; NPHUMCHCHHUEC
KpHUIITOrpagnuecKux CpeACTB M METOAOB 3aIIMTHl MH(OpMaluu B
pa3nMYHBIX TEXHOJNOTHMSAX MpH ee mepemade mo cersam./  principles,
methods and means of protecting information during its transmission,
forecasting situations and taking competent measures for decisions in
different conditions and situations for protecting information in local and
global computer networks; application of cryptographic means and
methods of information protection in various technologies during its
transmission over networks.

Maremarmka 1,
AKnapaTThIK-
KOMMYHHUKAIHSLIT
BIK
TexHonorusuiap/
Maremaruxka 1,
WudpopmannoHHO
KOMMYHHUKAITHOHH
BIE
texnonoruu/Math
ematics 1,
Information and
Communications
Technology

AKnaparThIK
Kayinci3 ik
TpeHAaTepi
(Kubepxkayimnci
3IIKTIH
apHaiibl
CypaKrTapsi),
Hepexrep
KOPBIH KOpFay
TEXHOIIOTHIIA
pst ([depextep
KOpBIH
KOpray)
Tpennasl
nHdopmanmoH
HOM
6e3011acCHOBTH
(CrienanbHb
e BOTIPOCHI
KkubepOe3omac
HOCTH),
TexHonoruu
3aluTel  0a3
JaHHBIX
(3amura  Ga3
JaHHbIX)/Tren
ds of
Information
Security
(Special Issues
of
Cybersecurity)
,Technologies
of  Database
Protection
(Database
Protection)

AKOK
CUB
1SS
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330

AKapaTThIK KayiNCi3MiKTiH
OarapiamabIK-arnapaTrThik
Kypannapsl/IIporpamMmmuo-
anmnapaTHbIe CPE/ICTBA
HHPOPMAINOHHON Oe30TacHOCTH/
Software and Hardware
Information Security

AKMnapaTThIK Kayirnci3aiKTiH OarmapiaManbIK-annapaTThiK
KYpPaJJIapbIHBIH ~ CBIHBINTAapbl,  ONApJblH  MYMKIHAIKTEpI  MEH
(GYHKIMOHAIBIK KOJIAAHBUTYBI; AaKIMapaTThIK JKYHenepae, COHIai-ak
aKmapaTThl Oepy MpoleciHae KayilCi3MiKTi KaMTaMachl3 €Ty IiH 0a3aibiK
TEXHOJIOTHSIIAphl; aKMapaTrThl KOpFay JKOHE KayilCi3IiKTI KaMTamachi3
€Ty caJachlHJaFbl MOHHUTOPUHI PICIMJIEepi; aKnapaTThiK Kayinci3mikTi
KaMTaMmachl3 eTYIIH HeTi3ri KypargapbIMeH >KYMBICTBHIH OacTamKsl
JIaF IBIIAPBHI. /Knaccst MIPOTrPaMMHO-ANMAPATHEIX CpencTB
nH(pOopMannOHHOH 6€301aCHOCTH, UX BO3MOKHOCTHI M ()YHKIIMOHAIbHAS
IIPUMEHUMOCTh; 0a30Bble TEXHOJOrMU olecrieueHHs: Oe30IMacHOCTH B
nHQOpMAaNMOHHBIX CHUCTEMaX, a TaKkke B I[polecce INepeaadn
nHbOpPMaNNK; TPOIEeTypsl MOHHWTOpHMHTa B cepax obecrmedeHus
0€30MacHOCTH U 3aluThl MH(GOPMAIMHK; MEPBUYHBIE HABBIKK PabOTHI C
OCHOBHBIMH cpencTBaMu obecriedeHns MHPOPMATMOHHON
6esomacHoctu./Classes of software and hardware for information
security, their capabilities and functional applicability; basic security
technologies in information systems, as well as in the process of
transmitting information; monitoring procedures in the areas of security
and information protection; primary skills of working with the main
means of ensuring information security.

Maremartuka 1,
AKnapaTThIK-
KOMMYHUKAIHSLIT
BIK
TeXHOJOTHsIIap/
Maremaruka 1,
WudopmannonHO
KOMMYHHUKAITHOHH
bIC
texnonorun/Math
ematics 1,
Information and
Communications
Technology

AKnaparTsl
KOpFayIbIH
TEXHHUKAJIBIK
Kypanaapsl
(AKmapatTsl
(U3UKAIBIK
KOpFayIbIH
KyHenepin
)kobanay),
AKnapatThIK
Kayinciz ik
TpeHAaTepi
(Kubepxayinci
3IIKTIH
apHaiibl
cypakrapsr)/T
eXHHYECKHE
cpencTBa
3aIIUTHI
HHPOpPMALIUU
(ITpoextupona
HHE  CHUCTEM
¢busnyeckoii
3aIIUTHI
nHdopmanum),
Tpennsl
HHPOPMALINOH
HOM
0e30MacHOBTH
(CneunanbHbI
e BOIIPOCHI
kubepbe3omnac
Hoctr)/Techni
cal means of
information
security
(Design of
physical
information
security

AKX
CUb
ISS




systems),
Trends of
information
security
(Special issues
of
cybersecurity)
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AKnapaTThl KOpFayIblH
OaFrmapiamMalbIK-alnapaTThIK
Kypainapsl/ [IporpamMmmao-
annaparHble CpeACTBa 3alUThI
nnpopmanun/Software and
hardware information protection

Konnanbainel xyienep/ie aknapaTrThlK Kayilci3QiKTi KAMTaMachl3 eTY/IiH
HETI3r1 9/iCTepl MEH TEXHOJIOTHSIIAPHI, PYKCATCHI3 KOJI JKETKI3YICH JKOHE
KEJITIK Xakepiik malybliapJjaH KOpFayJbl KaMTamachl3 eTy; Kasipri
samanrbl BXK (Packet Tracer, MAAK, Ideco, Secret Net, App Cheker
MoHE T. 0.) KOJIZIaHA OTHIPHII, aKIaPaTThl KOPFAY/bl KAMTAMAaChI3 €TY/IiH
Y3IOIK TocimiH TaHmay OOWBIHINA Kypanmapasl Koigany)/OCHOBHEIC
METO/Ibl ¥ TEXHOJIOTHH oOecriedeHuss HHPOPMAIIOHHONW 0e30MacHOCTH B
MIPUKIIATHBIX CUCTEMaX, obecrieucHHe 3aIINTHI oT
HECAaHKIIMOHHPOBAHHOTO  JIOCTYIIAa W  CETEBBIX XaKePCKUX  aTak;
MPUMEHEHHE CPEJCTB IO BBIOOPY Jydliero cmocoba obecredyeHus
3amuThl UHGQOpManuu ¢ TpuMeHeHueM coBpemeHHoro I1O (Packet
Tracer, MAAK, Ideco, Secret Net, App Cheker u np.)/The main methods
and technologies for ensuring information security in application
systems, providing protection against unauthorized access and network
hacker attacks; the use of tools to choose the best way to ensure
information protection using modern software (Packet Tracer, MAAK,
Ideco, Secret Net, App Cheker, etc.)

Maremaruxka 1,
AKnapaTThIK-
KOMMYHHUKAITHSLIT
BIK
TEXHOJIOTHsLIap/
Maremartuka 1,
Wudopmanmonso
KOMMYHHUKAITHOHH
BIE
TexHoJiorun/Math
ematics 1,
Information and
Communications
Technology

AKnaparTsl
KOpFayabIH
TEXHUKAJIBIK
Kypajnapsl
(AKmaparTsl
(U3UKABIK
KOpFayIbIH
Kyienepin
)kobanay),
AKnapatThIK
Kayincizmik
TpeHaTepi
(Kubepkayinci
3IIKTIH
apHaiibl
cypakrapsi)/T
eXHHYECKHE
cpezacTBa
3aIIUTHI
nHdopmanuu
(ITpoektuposa
HHE  CHCTEM
¢bu3nyecKoit
3aIIUTHI
nadopmannm),
Tpenns
HHPOPMALIMOH
HOI
6e3011acCHOBTH
(CnenpastbHBI
e BOIIPOCHI
kubepOe3omnac
noctu)/Techni

AKX
CHUb
ISS




cal means of
information
security
(Design of
physical
information
security
systems),
Trends in
information
security
(Special issues
of
cybersecurity)

TZB Jepekrep KOpbIH KOpray , JUATITIOMABIK AKX
D TexHoNorusapbl/ TexHomorun Kubepxkayimciznik KYMBIC CUb
330 3aIIUTEI 0a3 z[a_HHLIx/technologies TaparsurraH  IepeKTep KOPBIHBIH HETI3Tl YFBIMAAPHI, TapaTbUIFaH TiH aKIapaTThIK [nunomuas ISS
of Protection databases JIepeKTep KOPBIHBIH APXHUTEKTYPAChI, KJIMEHT Herizaepi pabora/

3 ApXHUTEKTYpaChl/apXUTEKTypachl KoHE OaFmapiiaMallblK OpTa CcepBepi, (Axmapartsl graduate work

JepeKTep KoWManapblH 93ipiey sieMeHTTepi. JlepexTep Moaembaepi. KOpFay XKoHe

JepexTepmiH peNSAIISUIBIK MoAewi. Pemsmmsiiblk  gepexTep 0as3achiH Kayinci3miKTiH

xobamay. JIb xobamay ke3eHmepi. "Mou-OaiiaHbic"  MOCTIHIH aKmapaTThIK

KOMETIMEH JepeKTepAl Jkobayay. PemsiusuiblK IepeKkTep MOICTiHIH Heri3aepi),

MaHUITYJSIFSUIBIK — OOJTiTi. SQL riminig Herizmepi. SQL TimiHme Hepextep

JepeKTepAi eHaeyaiH Herisri omneparopiapsl. /OCHOBHBIC MOHITHS KOPBIHBIH

pacmpenienieHHbIX 0a3 JaHHBIX, APXHTEKTYPhl paclpeIesieHHbIX 0a3 Kyhenepi

JIAHHBIX, aPXUTEKTYPHl KJIMEHT/CEPBEP apXUTEKTYphl M Mporpammuoi | (Jlepextep KOpbIH

CpeJibl, DIIEMEHTOB pPa3pa0OTKH XpaHWJIHMIN JaHHBIX. Mojenu naHHbIX. | sxoOanay)/Uudop

PensiumonHass Monmenb naHHBIX. [IpoeKTHpOBaHWE pEISAIMOHHBIX 0a3 MAIFOHHEIC

JMaHHBIX. OJtambl npoektupoBanus bJl. IlpoekTmpoBaHHE HAaHHBIX C OCHOBBI

MMOMOIIBI0 MOJENH "CYIIHOCTH-CBs3p". MaHUNYIAIMOHHAS YacTh | KuOepOe30macHoC

permsinmonHOW Mojenu naHHBIX.  OcHOBBI si3pika SQL. OcHOBHBIE ™

omeparopel 006paboTku maHHbIXx B s3bike SQL./Basic concepts of | (Mudopmannonn

distributed databases, architecture of distributed databases, architecture BI€ OCHOBBI

the client/server architecture and environments of the elements in the 3aIUTHl 1

development of data warehouses. Data model. The relational data model. 0€301acHOCTH

Designing relational databases. The stages of database designing. Design | unbopMarmu),

data model "entity-relationship”. The manipulative part of the relational Cucremsl 6a3

data model. The basics of the SQL language. The main operators of data JIAHHBIX

processing in the SQL language. (IIpoekTrpoBaHue




6a3

mtanseix)/Inform
ation foundations
of cybersecurity

(Information
framework for the

protection and

security of

information),
database Systems
(database Design)
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Jlepextep KOpBIH KOpray/
3amura 0a3 gauHeix/ Databases
Protection

Hepextep Kopbl y¥bIMbl. JlepekTep KOpbBIH KOJJaHy XKoHE KOJIJaHy
cajnanapsel. /lepexktep KOpbIH KOpFay TEXHOJIOTHsIaphl. JlepekTep KOpbhIH
KeIICH I KOpFaymsl xkobamay. JlepekTep KOpBIH Kobamay omicTeMeci.
Jlepektep KOpBIH KoOanayJblH Ke3eHIEepi MEH Heri3ri MpHHIMITEPI.
AKMapatTeIK OKyHenepai »koOamayIplH acHanTtelK Kypaimapbl. SQL
TUTIHAE JAepekTepai eHaey omeparopnapsl./[loHsTrne 0a3bl JTaHHBIX.
[Mpumeps! wucnosp3oBaHMs W cdepbl TNpPUMEHEHHs 0a3  JIaHHBIX.
Texnomorun 3alllUThI 0a3 JaHHBIX. HpOCKTHpOBaHI/IC KOMILJIEKCHOI
3allIUThI 0a3 JaHHBbIX. MCTOI[OJ'IOF 1 TIPOCKTUPOBAHUA 0a3 JaHHBIX.
9T3.1'[BI U OCHOBHBIC TIPUHOMIIBI ITPOCKTUPOBAHUA 633 JTAHHBIX.
WHCTpyMeHTaNbHBIE CpEACTBA MPOEKTHPOBAHUS HH(OPMAIIOHHBIX
cuctem. Omneparopsl 06paboTku maHubx B s3bike SQL./ The concept of
the database. Examples of the use and application of databases.
Protection technology databases. The design of integrated protection of
databases. Methodology of database design. Stages and the basic
principles of database design. Design tools of information systems.
Operators process the data in the SQL language.

Kubepkayincizmik
TiH aKIapaTThIK
Heri3aepi
(Axmapartsl
KOpFay ®oHe
Kayinci3miKTiH
aKmapaTThiK
Herizzaepi),
Hepexrep
KOPBIHBIH
Kyitenepi
(depexTep KOpbIH
xobanay)
WNudopmannoHHb
€ OCHOBEI
KnOepOe30macHoC
™
(UudopmarmoHH
bIE OCHOBEI
3AIUTEI U
0e30macHOCTH
uH(bOpMAIIH),
Cucremsl 0a3
JTAHHBIX
(TIpoexTupoBanme
6a3
Jutanseix)/Inform
ation foundations

JUITIIOMIBIK
JKYMBIC
[munomHas
pabora/
graduate work

AKOK
CUB
1SS




of cybersecurity
(Information
framework for the
protection and
security of
information),
database Systems
(database Design)
AD Jomennik xyienepi 5 7 AKIapaTThIK AKX
S Oackapy/AIMUHUCTPUPOBAHHE Kayilnci3miKTiH CUb
430 | MOMCHHBIX cuc.TeM/Administration ToyeKeNAepiH ISS
domain systems Oaranay >KoHE
4 Kyienep
ayIuTi
(AKnapatThIK
Hdomen xyienepiH YHBIMIACTHIPY JKOHE KYPY TEXHOIOTHSIIAPHL, Kayilnci3miKTiH
OTICPALMSNIBIK  JKYHENepIiH Heri3sri KOMIIOHCHTTepi KoHe o3apa | Omnepanusibik KeIIeH 1
OpeKeTTecy Tocuimepi KOMIIOHEHT, IHTEepHET jKeliciHe KOJDKeTIMAUTIKTI | KyHenepaiy KyHenepin
YHBIMIACTBIPY JKOHE OJICTEepi, OIEpalMsUIBIK OKyHenepai Kopray | Kayimcizairi (OXK- | skobamay),
KOMIIOHCHTTEpiH Oackapy JkoHe Taljay, Oackapy NpHHIHMNTEpi, | Jepai  Oackapy), | AKIapaTThIK
OTIEePALMSUIBIK JKYHeOe Kayilci3 KYMBICTBI YHBIMAACTBHIPYIBIH HETI3Ti | ANTOPHUTMACY Kayinci3 ik
TOCIIAepi, aKmapaTThl OPTYPII KYpPBUIFBUIAPFA KAYIICI3 SHII3y-IIBIFapy | JKOHE TpeHaTepi
NPUHITUITEP] KOHE JIEpEeKTep aFbIHAAPHI MEH apHaJlapbIH YHBIMIACTHIPY, | Oarmapiamanay (Kubepxayinci
JBBX kopray koHe Kayirci3airi./TeXHOMOTHH OpraHuM3aldd | | Herizaepi 3IIKTIH
HOCTPOEHHUS JOMEHHBIX CHCTEM, OCHOBHBIE KOMIIOHEHTHI ONepalnoHHbIX | /be3onacHocTb apHaiibI
CUCTEM M CIOCOOBI  B3aUMOJIEHCTBUSI KOMIIOHEHT, METOJbl U | ONEPallMOHHBIX cypakrapsi)/O
OpraHu3alus JOCTyIa B ceThb Wnrepner, NPUHLHUIBL | CUCTEM LIEHKa PHUCKOB
aJIMUHUCTPUPOBAHUS, aHAIN3a W YIPaBJICHHUS KOMIIOHEHTAMH 3aluThl | (AIMHUHHCTPUPOB | U ayauT
OTIEPAIIMOHHBIX CHCTEM, OCHOBHBIC CIOCOOBI OpraHM3anuy 0e30macHOi | aHue OC), | cucrem
paboTel B OmNEpanuoHHON cucTeMe, NPUHLUIBI Oe3omacHOro BBoaa- | OCHOBBI nHdopmanoH
BbIBOJIa MH(OpManMM Ha pas3JIMuHble YCTPOHCTBA W OPTaHM3aIMIO | AITOPUTMHU3ALMM | HOH
NOTOKOB M  KaHAJOB  JIaHHBIX, 3amuTa M O€30MacHOCTh | U Oe3omnacHoCcTH
CYB/./Technology organization and build domain systems, the main | mporpammupoBan | (ITpoexTupoBa
components of operating systems and how the interaction component, the | us/Safety HHE
methods and organization of access to the Internet, principles of | operating systems | komrIeKCHBIX
administration, analysis and management components protection | (OS CHCTEM
operating systems, the basic ways of organization of safe work in | Administration), nH(OpMaHOH
operating system, the principles of the safe input and output information | Basics of | noit
to various devices and the organization of streams and channels of data | algorithmization Oe3omnacHoCcTH
protection and security of the DBMS. and programming | ), Tpenast




nHdopmanmoH
HOU
06e30MacHOCTH
(CnermastbHBI
e BOIIPOCHI
KkubepOe3omac
HoctH)/Risk
assessment
and audit of
information
security
systems
(Design of
integrated
systems of
information
security),
Trends in
information
security
(Special issues
of
cybersecurity)

ASS YHBIMHBIH aKNapaTThIK XYHECIH eIk 6ackapy - Kesilik Topantapisl, | Onepanusibik AKIapaTThIK AKX
430 XKEJIITIK XaTTaMajiap/ibl, Katajiorrap Kpiamerrepit, JKemimik Kel3MeTTepai | xkyienepuiy Kayilci3MiKTiH CUb
4 Oackapy, KyheHiH GailifblKk pecypcTapbiH 0ackapy, pecypcrapra koa | Kayircizairi (OX- | toyekenmepin ISS
JKETKi3y KYKBIKTapbl, Oacma KYpbUIFbLIAPBI, aKHmapaTThl pe3epBTIK | Jepai  Oackapy), | Oaramay oHe
KeIIipy JKOHE KAJIbIHA KEeJNTIpy JKyHesepi, JKeNiJTiK KYpPBUIFbUIAp MEH | AJTopuUTMaey KyHenep
KbI3METTEp/iH MOHHTOPHMHTIH >Yy3ere acelpy. /M3ydeHue TeopuH W | XKoHE ayauTi
MOJyYeHHE TNPAKTUYECKUX HABBIKOB CETEBOTO aJIMWHHMCTPUPOBaHMS | Oarnapramarnay (AkmaparThIK
MHQOPMAMOHHON CHCTEMBI OpraHU3allMd - YIIPaBJIEHHS CETEBBIMH | Heri3aepi KayiICi3MiKTiH
y3llaMH, CETE€BBIMH MPOTOKOJIAaMH, CIyx0amMu Kartayioros, cereBbIMH | /bezomacHocTs KeIIeH Ti
ciry)x6amu, yrpaBieHHs (alIoOBBIMH pecypcaMH CHUCTEMBI, IIPAaBaMH | OTEPAMOHHBIX KyHenepin
JIOCTyIa K pecypcaMm, yCTPOWCTBaMH IeyaTH, CUCTEMaMHU PE3epPBHOIO | CHCTEM xobanay),
KONMPOBAHMS W BOCCTAHOBIICHHS HMH(QOPMAIUH, OCyIIecTBICHUS | (AIMUHHCTPHPOB | AKIapaTThIK
MOHHUTOPHHIA CETEBBIX YCTPOUCTB M ciryxk0./the study of the theory and | anue 00), | xayincizaix
Cepsepitik xyienepi practice of network administration information system of the | OcHoBs TpeHaTepi
6ackapy/AJIMHHUCTPUPOBAHHE organization - manage network nodes, network protocols, directory | amropurmusanuun | (Kubepkayirci
cepBepHbIX cucteM/Administration services, network services, manage file system resources, access rightsto | u 3IIKTiH
of server systems resources, devices, printing, system backup and recovery, monitoring | nporpaMMupoBaH | apHaibl




network devices and services.

us/Safety

operating systems

(0S
Administration),
Basics
algorithmization
and programmin

of

g

cypakrapsi)/O
IICHKa PHUCKOB
u ayIuT
cucTeM
HHPOPMALNOH
HOM
0e30MacHOCTH
(ITpoektupona
HHE
KOMIIJICKCHBIX
cUCTEM
nHdopmanmoH
HOU
0e30MMacHOCTH
), Tpennast
WHPOPMALINOH
HOH
0e30MacHOCTH
(CnenuatbHBI
e BOTPOCHI
kubepbe3omnac
HocTH)/Risk
assessment
and audit of
information
security
systems
(Design of
integrated
systems of
information
security),
Trends in
information
security
(Special issues
of
cybersecurity)

BAS

Kytienep MeH xemisiep Kayinciziri
*)oHe O0ackapy/besonacHocTh U

Bupryanasl apHanap MeH OJIapJblH FHUIBIMU HETI37epiHiH TYHHEJIEPiH
KYPYMEH Ka3ipri 3aMaHFbl JKEJIUTIK TEXHOJOTUSUIAP/IBIH KAYINCI3Hiri MeH

Maremaruka 1
AKnapaTThIK-

AKIaparTsl
KOpFayAbIH
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AJIMUHUCTPUPOBAHUE CUCTEM U
cereii/Security and administration
of systems and networks

TallayblH KamMTaMachl3 €Ty NPHHIUNTEpi MeH oficrepi. JKemiapalbik
9KpaHIapbl NaiaanaHa OTBIPBIN, Kayilci3 jkeninepal KypyablH Kasipri
3aMaHfbl  TEXHOJOTHSIAphl, mudprayabl maiijanaHa  OTHIPHII,
JepeKTepai MHTEpPHET apKbpUIBI Oepy, allblKk apHa apKbUIBl OepijeTiH
JCPEKTEP/iH KYMUSITBUIBIFBIH KaMTaMachi3 eTy./[I[pHHIUIBI U METO/bI
obecriedeHnsi 0€30MAaCHOCTH W aHAJIHM3a COBPEMEHHBIX CETEBBIX
TEXHOJIOTHI C TIOCTPOCHHWEM BHPTYalIbHBIX KaHAJIOB W TYHHENCH HX
Hay4HBIX OCHOB. COBPEMEHHBIE TEXHOJOTMH MOCTPOCHHS OE30MacHBIX
ceTeil C HCIOJIb30BAHMEM MEXKCETEBBIX JKPAHOB, Mepefadya JaHHBIX
4yepe3 MHTEPHET C WCIOJb30BaHWEM INU(POBaHUs, oOecredeHue
KOH(bI/I]IeHHI/IaHI)HOCTI/I nepeaaBacMbIX JaHHbIX qgepes OTKpLITLIﬁ
kanai./Principles and methods of ensuring security and analysis of
modern network technologies with the construction of virtual channels
and tunnels of their scientific foundations. Modern technologies for
building secure networks using firewalls, data transmission over the
Internet using encryption, ensuring the confidentiality of data transmitted
through an open channel.

KOMMYHUKAIHSLIT
BIK
TexHonorusuiap/
Maremarmka 1,
WudopmannonHO
KOMMYHUKAI[MOHH
BlE
texnonoruu/Math
ematics 1,
Information and
Communications
Technology

TEXHUKAIIBIK
KYpajgapsl
(AxmapatTsl
(U3UKAIBIK
KOpFayIbIH
KyHenepin
*xobanay),
JloMeH ik
KyHenepi
backapy
(Cepaepuik
Kyienepni
Gackapy)
/Texuuueckue
cpencraa
3aIIUTHI
HHPOPMALIUH
(ITpoextuposa
HHE  CHCTEM
¢dusngeckoit
3alUThI
uH(bOpMAIIHH),
AIMUHUCTPHUP
OBaHHe
JOMCECHHBIX
cucTeM
(AamunHHCTpHU
poBaHue
CEepPBEPHBIX
cuctem)/Tech
nical means of
information
security
(Design of
physical
information
security
systems),
Administratio
n of domain




systems
(Administratio
n of server

systems)
0z Kopranrans ecenrey xemninepin Matematnka 1, | AKmapaTTbl AKX
S yitermaacTeipy/ Opranu3aims AKIaparTThIK- KOpFayabIH CUb
330 3aIMIIEHHBIX BBIYUCIUTEIBHBIX KOMMYHUKAIWST | TEXHUKAJIBIK ISS
ceteii/Organization of secure BIK Kypajnapsl
5 computing networks texHonorusuiap/ | (AKmaparTsl
Maremaruka 1, (U3UKAIBIK
WudopmannoHHo | KOprayIblH
- Kyienepin
KOMMYHHUKAIMOHH | 00anay),
bIe Jomenmix
texHonorun/Math | xyitenepui
ematics 1, Oackapy
Information and | (Cepsepuix
Communications | xyitenepmi
Technology Oackapy)
[TaOysrmmap sl AHBIKTAY amicrepi, JKeIiapabIK JKpaHJay /TexHU4ecKue
TEXHOJIOTHSUIApBl,  BUPTYaJAbl  JKEKe  OKeJIepai  YHbIMIAcThIpY, cpezacTBa
aKmapaTThl ~ KOpFajfaH ©HACY TEXHOJOTHSIAPH, KOMIIBIOTEPIIK 3aIUTHI
JKENIepAeri  aKkmaparThlK — Kayinci3mik — ayawri, OarmapiamaiibiK HHpOPMALIUU
KaMTaMachl3 eTyJl Koca ajfaHja, ecenrey >KyHelepiHiH Kayinci3airia (ITpoextupona
yibIMIacThIpy, OaraapiaManblK KaMTamMachl3 €Tyl KOpray Kypaiaaphl, HHE  CHCTEM
COHJIali-aK KoJIaHOanbl MakeTTepre apHalFaH KOCHIMIIANap/bl 33ipiiey ¢busnyeckoii
OoiiplHIIA KaxXeTTi OuTiM MeH JaFapuiapabl  MeHrepy. /Mertojsl 3aIUTHI
OOHapy)XeHHs aTaKk, TEXHOJOIMH MEXCETEeBOI0 JKpaHWPOBAHUS, nadopmannm),
OpraHM3aIys BUPTYaAJbHBIX YacTHBIX CETEH, TEXHOJOTHH 3aIIWIICHHON AIMUHHUCTPUD
o0pabotkn wmHpOpMaLUH, ayAUT HH(POPMALMOHHOW OE30macHOCTH B OBaHUe
KOMITBIOTEPHBIX CETSIX, OPTaHM3alMH 0E301aCHOCTH BBIYMCIUTEIBHBIX JIOMEHHBIX
CHCTEM, BKJIIOYas IPOrpaMMHOE OOecHeUYeHne, CpeJCTBa 3allUThl cucTeM
MIPOTpaMMHOTO OOeCTedYeHnsl, a TaKKe OBIAJCHHE HEO0OXOAUMBIMU (AnmuHHCTPH
3HAHUSIMH U HABBIKAMHU I10 pa3pa60TKe l'lpI/IJ'lO)KCHI/H\/'I JJIA IPUKJIIaTHBIX poOBaHUE
makeToB./Attack detection methods, firewall technologies, organization CepBEPHBIX
of virtual private networks, secure information processing technologies, cucrem)/Tech
audit of information security in computer networks, organization of nical means of
security of computer systems, including software, software protection information
tools, as well as mastering the necessary knowledge and skills in security
developing applications for application packages. (Design of




physical
information
security
systems),
Administratio
n of domain
systems
(Administratio
n of server
systems)

152
hi
430

AKMapaTThl KOpFayIblH
TEXHHUKAJIBIK Kypangapbl/
TexHHUYeCKHE CPEACTBA 3aIIUTHI
nndopmannu/Technical means of
data protection

AKKT Herisri yFeIMAapbl; aklapaTThlH TapaJIblll KETYiHIH TEXHUKAIBIK
apramapsl; AKKT i3mey xoHe Taly; akmapaTTBIH Tapaibll KeTYiHiH
apHajapbl; akKlaparrbl KOpPFaylIblH TEXHUKAIBIK  KYpaJlJdapbIHbIH
xiktenmyi. /OcuHoBHble moHATHA TC3U; TexHHMUECKHe KaHAIBl YTEUKH
nHpopmanuy; mouck wu oOHapyxenume TKYU; kanamel yTeukn
nHpopManuy;  KIacCU(UKAMs  TEXHUYECKHMX  CPEICTB  3aIlUTHI
nHpopmanuu. /basic concepts TMDP; technical channels of information
leakage; search and detection TMDP; channels of information leakage;
classification of technical means of information protection.

AKnapaTThIK-
KOMMYHUKAIUSII
BIK
TEXHOJIOTHUsLIap,
Kommnbrotepitik
Kyhenep
apXUTEKTypackl
(Hepexrepmi
TachbIMalIaybIH
KOMIBIOTEPITIK
KYHenepi xKoHe
xKemiepi).
/MHdpopMannoHHO
KOMMYHUKAIMOHH
b€ TEXHOJIOTUH,
ApXuTeKTypa
KOMITBIOTEPHBIX
CUCTEM U ceTei
(KommbroTepHsie
CHCTEMBI U CETH
nepeadn
nmaHHbIX )/ Informat
ion and
communication
technologies,
Architecture of
computer systems
and networks
(Computer

JUITIIOMIOBIK
JKYMBIC
/ IUTIIOMHAS
pabota/gradua
te work

AKX
CUb
ISS




systems and data

network)
PSF | AxnapaTTsl (pU3HKAIBIK KOPFayabIH AKnapaTThIK- JTUTLIOMIBIK, AKX
Zl Kykenepin KOMMYHUKaLUII JKYMBIC CUb
430 )obanay/[IpoekTHpoBaHUE CHCTEM BIK /mATIIoMHast ISS
(usnyecKoii 3amuTH TexHoorusap, | pabora/gradua
6 nndopmanun/Designing of systems Komrmbrorepaix te work
of physical data protection Kytienep
ApXUTEKTypachl
(Hepexrepmi
TackIMaJaay IbIH
KOMIIBIOTEPITIK
KyHenepi xoHe
JKeniepi).
/MHdopMannoHHO
KOMMYHUKAIMOHH
KOpFay OOBEKTIJICpIHIH CHIIATTAMAChl, KY3€T-6pT CHTHAJIH3AIMACHIH | bIC TEXHOJOTHH,
JKOHE OpT COHAIPY XKyiierepiH yHbIMIacTeIpy TOCUIAEpl MEH Kypaiapsbl; ApxXuTeKTypa
00BEeKTI/Ieri MEPUMETPIIIK CUTHAI Oepy; 00beKTire Kipy/i OaKpliay )KoHE | KOMIIBIOTEPHBIX
Oackapy kylenepi; oOBEKTUICPi KOPFAyIblH (H3UKAIBIK KYPaTJAaphlH | CHCTEM U CeTeH
HHTerpanusiay IbH anmnaparThIK-0aFaapiIaMabiK kypainapsl; | (KomnbroTepHbie
oOBekTiepai (QU3WKANBIK KOpFay JKyHenepiH kobamay Heri3fepi. | CHUCTEMBI U CETH
/XapaKkTepuCcTHKA OOBEKTOB 3aIUTHI; CIIOCOOBI M CPENICTBA OPraHU3AIUH nepeaayn
OXPaHHO-TIOXKApHBIX ~ CHTHAIM3AaMHA W  CHCTEM MOXapoTylueHwus; | maHHbIX)/Informat
NEepUMETPOBasl ~ CUTHAJIM3ALUS Ha OOBEKTe; CHCTEMbl KOHTPOJIS U ion and
yIpaBJIeHUs] JOCTYIIOM Ha OOBEKT; ammapaTHO-IIPOrpaMMHBIC CPEICTBA communication
UHTETpAalUd  (U3HYECKUX CPEACTB  3aIlUTBl  OOBEKTOB; OCHOBBI technologies,
MPOEKTUPOBAHUS CHCTEM (pr3nUecKoii 3ammThl 00bekToB./Characteristics | Architecture of
of objects of protection; ways and means of implementing of fire alarm | computer systems
and fire fighting systems; perimeter alarm system at the facility; control and networks
systems and access control to the object; hardware and software (Computer
integration of physical protection of objects; principles of design of | systemsand data
systems of physical protection of objects. network)
OR AKITapatTThIK Kayilci3IiKTiH AK Ttoyekenuepin Oaramay skoHe Tammay, AK skylenepiHe aymIuTOPIBIK AKnapaTThIK- AKnapaTThIK AKX
ASI ToyeKeNAepiH Oaranay skoHe TEKCepy OKYPri3y[iH oJicTepi MeH TeXHOJIOTHAiapsl; yibiMaa AK | KOMMyHHKausu Kayinci3mik CUb
B Kyitenep ayauri/OneHKa pucKOB U KylenepiH yHBIMIAcTBIpY >KoHE Oackapy NPHHLUITEPIH, 3epTTey BIK TpeHarepi ISS
430 | 2ymarcucrem qH(l)opMauHOHHon ONICTEpiH KOJIIAaHy JaFAbUIapblH z[aMLITy./OueHKVa n aHanu3 puckos Ub, TeXHOJIOrusIap, (Kn6ep1<e}y1nc1
6e3onmacHoctr/Risk assessment and METOJIBI M TEXHOJIOTHH MTPOBEACHUS ayquTOpcKoi nmposepku cucteM Ub; | Kubepkayincizaik 3MIKTIH
7 audit of information security pa3BHTHE HABBIKOB MCIIOJIb30BAHMS METOIOB MCCIIEIOBAHUS, IPHHIMIIOB | TiH aKMapaTThIK apHaiibI




systems

opraHuzanuy u ynpasienus cucreM Ub B opranmzanmn./Assessment and
risk analysis of information security, methods and technologies of audit
it security systems; development of skills in using research methods,
principles of organization and management systems of information
security in the organization.

Heri3nepi
(AxmapatTsl
KOpFay ’KoHe

Kayimnci3miKTiH
aKMapaTThIK

HeTi31epi)
’Korapel oKy

OPHBIHBIH

KOMITOHEHT
moyi JKBIT
(KyKBIK >xoHE

AQHTUKOPPYIIIHSIT
BIK MOJICHUCTTIH
Herizzaepi)
/MHpOpMaTHOHHO
KOMMYHHUKAI[HOHH
bI€ TEXHOJIOTUH,
HupopmanmoHHEI
€ OCHOBBI
knbepbe3onacHoc
TH
(Mudpopmarmonn
bI€ OCHOBBI

3alIUTHI U

6e3omacHoOCTH
nHpOopManun)Mo
JIyJTb By30BCKOTO
KOMITOHEHTA
OO/ (ITpaBo u
OCHOBBI
AHTUKOPPYIIIHOH
HOM
KynbTypsl)/Infor
mation and
communication
technologies,

Information
foundations of
cybersecurity

CYpakTaphl),
JTUTIOMJIBIK
KYMBIC
/Tpennst
WHPOPMALINOH
HOH
0e30MaCHOBTH
(CnermatbHBI
€ BOMPOCHI
kubepoOe3omnac
HOCTH),
JUITITIOMHAaA
pabota/Trends
in information
security
(Special issues
of cyber
security),
graduate work




(Information
framework for the
protection and
security of
information)Mod
ule component of
the University

GED (law and
principles of anti-
corruption
culture)
BI-T MHTepHeT-TeXHOIOTUsIIaPbIHbBIH AKnapaTThIK- AKnapaTThIK AKX
430 Kayincizairi/ bezonacHocth KOMMYHUKAIIUSII Kayinci3uik CUb
8 WnrepHet-Texnonoruit/Security of BIK TpeHAaTepi ISS
Internet technologies texuonorusinap, | (Kubepkayimci
Kubepxkayimcizmik 3IIKTIH
TiH aKIapaTThIK apHaibI
HeTi3aepi CYpaKTapsi),
(AxmapaTTsl JMTUTOMJIBIK
KOpFay JKoHe HKYMBIC
Kayinci3miKTiH /Tpenbt
aKIMapaTThIK nHdopmanuoH
Heriznepi) HOM
JKorapsr oKy 0e30MmacHOBTH
WHTepHeTKe eHy YIIiH Madybulaayiibl NaiaJaHaThlH Ka3ipri 3aMaHFbl OPHBIHBIH (CrienmaspHbI
onmictep, VIHTEpHET-TEeXHOJNOTHSIAPABl PYKCATChI3 KOJI  KETKIi3yJlleH KOMITOHEHT € BOIIPOCHI
KOpFayZblH KEUIeHAl KypalJapblHbIH OPEKeT €Ty MPHHLUNTEPI MeH moxyni JKBIT kubepbesomnac
MyMKiHgikTepi. KommanOambl jkoHe CEaHCTHIK [IEHreiine axmapaTThl (KyKpIK xaHE HOCTH),
KOpFayIsl KaMTamachl3 ery omictepi MeH Kypamaapel, WEB- | aHTHKOppYNIUsT JHUIUIOMHAs
KOCBIMIIIaTapAbl Kopray Tocinnepi./CoBpeMeHHbIE METOABL, | BIK MOJACHHETTIH | pabota/Trends
UCTIONIb3yEMble HalaJalolMMK Ui TPOHUKHOBEHHS B HMHTEPHET, Heriznepi) in information
NPUHIUIBL ASHCTBHSA U BO3MOXKHOCTH KOMIUICKCHBIX —cpecTB 3amuThl | /MHbopMannoHHO security
HHTEPHET-TEXHOJIOIHH OT HECAHKIIMOHUPOBAHHOTO JIOCTyIa. MeToasl U - (Special issues
cpencTBa obecrieueHHs 3amUThl MHOOPMALUMM HA TMPHUKIAJHOM U | KOMMYHHKAIMOHH of cyber
CeaHcOBOM ypoBHe, moaxomasl k 3ammrte WEB-npunoxenunit./Modern | sie TexHOMOTHH, security),
methods used by attackers to penetrate the Internet, the principles of | Uudopmaumonnsr | graduate work
operation and possibilities for comprehensive protection of Internet € OCHOBBI
technologies from unauthorized access. Methods and means of ensuring | kubep6e3omacHoc
information security at the application and session level approaches to TH
WEB app security. (UudopmarmoHH




bI€ OCHOBbI
3alUThI U
0e30MacHOCTH
uapopManumn)Mo
ZyJIb BY30BCKOT'O
KOMIIOHEHTAa
O0[ (TTpago u
OCHOBBI
AHTUKOPPYIILIUOH
HOU
KyabTypsr)/ Infor
mation and
communication
technologies,
Information
foundations of
cybersecurity
(Information
framework for the
protection and
security of
information)Mod
ule component of
the University

GED (law and
principles of anti-
corruption
culture)
BBS CBIMCEI3 JKeIiJiep Kayirci3/airi Kazipri 3amaHFBI CBHIMCHI3 JKENUIEpPAlI YHBIMAACTBIPY MEH IKYMBIC AKIapaTThIK- AKIapaTThIK AKX
430 /Be3omnacHOCTh OeCTIpOBOJHEIX icTeyiHIH >KaJlnbl HPUHLUINTEPI, aKNapaTThK Malybuiiapsl aHbIKTAy | KOMMYHHMKAIHSIT Kayinci3mik CUb
9 cereit/Wireless network security MEH TalfaylblH 3aMaHayd KypajJapbl J>OHE CBIMCBI3 Keliiepie BIK TpeHAaTepi ISS
akmaparthl Kopray omicrepi.  CoHBIMEH KaTap, CBIMCHI3 >kemiepaid | TexHomoruwsmap, | (Kubepkayimci
KayilCi3MiriH ~ KamMTamachl3 €Ty VIIiH KOJJAHbUIATBIH  Heridri | Kubepkayincizmik 3MTIKTIH
TEXHOJOTHUIAp KapacThlpbutanel./ OOIIMe MPUHIMIBI OPTaHM3AIMM W | TiH aKMapaTThIK apHaibl
(YHKIMOHUPOBAHUS COBPEMEHHBIX OECIPOBOAHBIX CETEeH, COBPEMEHHBIX HeTi31epi CYpaKTapsi),
Cpe/CTB aHayiu3a U OOHApYKeHHs WHPOPMAIMOHHBIX aTaK U METOJOB (AxmaparTs JUMTIIOM/TBIK
3am|Tel  MHQOpManuud B OECHPOBOTHBIX  CETHX. A Takxke KOpFay JKoHe JKYMBIC
paccMaTpUBAIOTCd  OCHOBHBIE  TEXHOJOTMM, IPUMEHSAEMBIX UL Kayinci3iKTiH [Tpennnt
obecrieuenusi Ge3omacHOCTH OecrpoBoHbIX cereit./General principles aKnaparThIK nHpopManuoH
of organization and operation of contemporary wireless networks, Heriznepi) HOH




modern means of analysis and detection of information attacks and
information protection methods in wireless networks. And also examines
the main technologies used for security of wireless networks.

Korapsr oKy
OPHBIHBIH
KOMITOHEHT
mozymi JKBIT
(KyKBIK oHe
AQHTHKOPP YN
BIK MOICHUETTIH
Herizmepi)
/NudopmannoHHO
KOMMYHUKAIIMOHH
bIC TEXHOJIOTHUH,
WudopmanmoHHbI
€ OCHOBBI
KknOepOe30macHoC
TH
(Madopmanmonu
BIC OCHOBBI
3aIIUTHl U
0e30macHOCTH
urpopmannmn)Mo
JIyJ1b By30BCKOTO
KOMITOHEHTa
OO/1 (Ipago u
OCHOBBI
AHTUKOPPYIIHOH
HOM
kynsTypsi)/Infor
mation and
communication
technologies,
Information
foundations of
cybersecurity
(Information
framework for the
protection and
security of
information)Mod
ule component of

0e30MacHOBTH
(CrenanbHb
€ BOIIPOCEHI
knbepOe3ormac
HOCTH),
JUIIIIOMHaA
pabota/Trends
in information
security
(Special issues
of cyber
security),
graduate work
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GED (law and
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culture)

TP
431

Enyre recriney/
TectupoBanue Ha
MIPOHUKHOBEHUE /
Penetration Testing

KomMmneioTep Kayirnci3airii KaMTaMachl3 eTyre
KyHeni ke3Kapac. AKIapaT >KMHay TeXHOJOTHUSIChI
MeH oictemeci. KoMmbroTepiik kyieneperi
TUNTIK ocaabIKTap. OCalIBIKThI TAIIAy.
KommbroTepiik sxylienep MeH >Kemiaep/IiH
KaylICi3/irH KYIIEUTY JKOHIHJIEr1 ic-1mapanap./
CucTeMHBIHI I10axX04 K 00ecIIeuUeHHIO
KOMHBIOTGpHOfI Oe3omacHOCTH. TeXHOJIOTNH U
MeToos0rust coopa nHbopmaruu. TUUYHBIE
YA3BUMOCTH KOMIIBIOTCPHBIX CHUCTEM. Anamms
yA3BUMOCTEM. J{eHCTBUSA MO YKPENJICHUIO
3alIUIICHHOCTH KOMIIBIOTCPHBIX CUCTEM U ceTen./
A systematic approach to ensuring computer
security. Technologies and methodology for
collecting information. Typical vulnerabilities in
computer systems. Vulnerability analysis. Actions
to strengthen the security of computer systems and
networks.

PKS
1B
430

AKMapaTThIK KayilCi3MiKTiH
KeIIeH 1 KyHenepin
xobanay/IIpoekTupoBanwe
KOMITIEKCHBIX CHCTEM
nHpopManmoHHO# 6e3omacHoCTH/
Design of integrated information
security systems

KyYKBIKTBIK HETI3IiITiH, SKIMIITiK-0acKapyIbUIBIK JKOHE TEXHHUKAIBIK,
ICKE acChIPBUIYBl MEH OpPBIHABUIBIFBIH ecKepe OThIpbil, AK-HBI
KaMTaMachl3 eTYAiH KelleHi KyhenepiH >kobanay; ammapaTThIK >KOHE
OarmapiIaMallbIK Kypajaapipl, aknaparThl KENIiK KOpFay KypajlaapbiH
WHTETpalUsUIay KOHE  (PU3MKAIBIK KON  KETKi3y  KayilCi3IiriH
KaMTaMachl3 €Ty JKOJBIMEH, COH/Ial-aK KYKBIKTHIK HOpMAalapIbsl ecKepe
OTBIPBIN, AKNAPATTHIK KAayINCI3MIKTIH KeIeHIl jKyHenepiH xobanay.

AKMnapaTThIK-
KOMMYHHKAIHSLI
BIK
TEXHOJIOTHSIIAP,
Kubepkayirnciz ik
TiH aKIapaTThIK
Heri3nepi

AKnapaTThIK
Kayinci3mik
TpeHaTepi
(Kubepkayinci
3IIKTIH
apHaiibl
CYpakTaphl),

AKK
CUB
ISS




/HpoeKTI/IpOBaHI/Ie KOMIUIEKCHBIX cHucTeM oOecrieuenns UMb ¢ yueToOM
HpaBOBOﬁ 060CHOB3HHOCTI/I, a,ZlMI/IHI/ICTpaTI/IBHO-praBJ‘IeH‘IeCKOﬁ u
TEXHUUYECKOI peaIn3yeMOCTuU U uenecoo6pa3Hocm; MMPOCKTUPOBAHUC
KOMIUIEKCHBIX ~ CHCTeM HH()OPMAIMOHHONH  Oe30IacHOCTH  IIyTeM
HWHTErpaluy annapaTHblX U IOPOrPaMMHBIX CPEICTB, CPEACTB CETEBOU
3amuTel WHpOpMAMKA W o0ecriedeHneM Oe30IMacHOCTH (PH3MYECKOrO
JOCTyTIa, a TaKXkKe ¢ ydeToM mpaBoBbiX HOopM. /The design of integrated
systems of security subject to the legal sufficiency, administrative and
technical feasibility and appropriateness; the design of integrated systems
by integrating hardware and software, network information security and
security of physical access, and subject to legal norms.

(AxmapatTsl
KOpFay ’KoHe
Kayimci3MiKTiH
aKMapaTThIK
HeTi31epi)
’Korapel oKy
OPHBIHBIH
KOMITOHEHT
moymi JKBIT
(KyKBIK >xoHE
AQHTUKOPPYIIIHSIT
BIK MOJICHUCTTIH
Herizzaepi)
/MHdpopMannoHHO
KOMMYHHKAIIHOHH
b€ TEXHOJIOTUH,
HudpopmanmoHHEI
€ OCHOBBI
KnOepOe30macHoC
TH
(Mudpopmarmonn
bI€ OCHOBBI
3alIUTHI U
6e3omacHoCTH
nHpopmannn)Mo
JIyJTb By30BCKOTO
KOMITOHEHTA
00/[ (ITpaso u
OCHOBBI
AHTHKOPPYIIIHOH
HOM
KynbTypsl)/Infor
mation and
communication
technologies,
Information
foundations of
cybersecurity
(Information

JIATITIOM/TBIK
KYMBIC
/TpeHast
WHPOPMALINOH
HOH
0e30MaCHOBTH
(CnenmatbHBI
€ BOMPOCHI
KkubepOe3omac
HOCTH),
JUITITIOMHAaA
pabota/Trends
in information
security
(Special issues
of cyber
security),
graduate work




framework for the
protection and
security of
information)Mod
ule component of
the University

GED (law and
principles of anti-
corruption
culture)
BI- MuTtepHeT-KochIMIIanapbIHbIH AKnapaTThIK- AKnapaTThIK AKX
P Kayincizairi/besonacHocTs KOMMYHUKAIUSII Kayinci3uik CUb
430 I/IHTepHeT-annonce}.IHI?I_/Security of BIK TpeHAaTepi ISS
Internet applications texHonorusiap, | (KubGepkayimnci
8 Kubepkayincizmik 3IIKTIH
TiH aKIapaTThIK apHalbI
HeTi3aepi CYpaKTapsi),
(AxmapaTTsl JUTITIOMTBIK
KOpFay XKoHe HKYMBIC
Kayinci3miKTiH /Tpenb
aKMapaTThIK nHpopmanoH
Heriznepi) HOM
JKorapsr oKy 0e30MmacHOBTH
OPHBIHBIH (CrienmaspHbI
KOMITOHEHT € BOIIPOCHI
moxyni JKBIT kubepbe3omnac
(KyKpIK *xoHE HOCTH),
AQHTUKOPPYIIIHSIT JIUTIIOMHAS
BIK MOJICHHETTIH | pabota/Trends
Heriznepi) in information
[NHbOopMaHOHHO security
Kowmnbrorepae kayincis xyMmbic ictey >koHe MHTepHeTTEe *kKyMbIC icTey - (Special issues
Ke3iHJIe »JKeKe aKmapaTrTel Kopray Mocenenepi. Herisri wHTepHET- | KOMMYHUKAI[HOHH of cyber
KayinTep, oJapAaH KOpFaHy Tociiaepi, Kayilci3 >KYMBIC epexenepi./ | ble TeXHOJOTHH, security),
Bompocsr Ge3omacHoil paboThl Ha KOMIbIOTepe U 3ammTe jwaHoi | Mubopmannonns | graduate work
nHpopManuu npu padore B mHTepHeTe. OCHOBHBIE MHTEPHET-YTPO3EI, € OCHOBBI
CrocoObl 3alMTHl OT HHX, MpaBuia Oe3zomacHoW paboTel. /The safe | xkubepOe3zomacHOC
computer and protect your personal information while browsing the TH
Internet. The main Internet threats, ways of protection from them, rules | (Mudopmarmonn

for safe operation.

bIC OCHOBBI




3alUThI U
0e30MacHOCTH
urpopmannmn)Mo
ZyJIb BY30BCKOT'O
KOMIIOHCHTAa
OO0J (Tlpago u
OCHOBBI
AHTUKOPPYIILIUOH
HOHU
KyabTypsr)/ Infor
mation and
communication
technologies,
Information
foundations of
cybersecurity
(Information
framework for the
protection and
security of
information)Mod
ule component of
the University

GED (law and
principles of anti-
corruption
culture)
TZI CBIMCBI3 JKeliiepe aKnapaTThl AKNapaTThIK- AKnapaTThIK AKX
BS KOpFay TeXHOJIOTHsIIapbl/ KOMMYHUKAIHSLIT Kayincizmik CUb
430 Texnonoruu 31 B 6ecr[p0}30)1HL_Ix BIK TpeHAaTepi ISS
cersix/Data protection technologies texHonorusap, | (Kubepkayimnci
3 in wireless networks ChIMcBI3 Kemiepai YHBIMIACTBIPY. ChIMCBI3 xeninepain | Kubepxayincizaix 3IIKTIH
TexHoJormsuapel. CBIMCHI3 XKeNIep/ie aKmapaTThl KOpFay dicTepi MEH | TiH aKIapaTTHIK apHaiibl
aKIaparThIK mraOybuTIap s AHBIKTAY KOHE Tanuay HeTi31epi CYpaKTapsi),
Kypasgapbl./Opranu3anus OecrpOBOTHBIX ceTeid. TexHomoruu (Axmapartsl JMTUIOMIBIK
OecipoBomHBIX  ceredl.  CpencrBa aHamm3a W OOHApyKEHUS KOpFay JKoHe JKYMBIC
WHOOPMAMOHHBIX aTaK M METOAOB 3allUThl HHQOpPMAaIuH B Kayinci3iKTiH [Tpennnt
6ecripoBomubix cetsix. / The organization of wireless networks. Wireless aKmaparThIK nHdopmannox
networking technologies. Analysis and detection of information attacks Heriznepi) HOH
and information protection methods in wireless networks. JKoraps! oKy 0€301acHOBTH




OPHBIHBIH
KOMIIOHECHT
moyii JKBIT
(KyKBIK oHe
AHTUKOPPYILHIT
BIK MOICHUETTIH
Herizmepi)
/NHbopMannoHHo
KOMMYHUKAIIMOHH
bIC TEXHOJIOTHUH,
WudopmanmoHHbI
€ OCHOBBI
knbepbe3onacHoc
TH
(Madopmanmonu
bIC OCHOBBI
3alIUThI U
0e30MacHOCTH
nrdopmanun)Mo
JIYJTb BY30BCKOTO
KOMIIOHCHTA
OO/1 (Ipago u
OCHOBBI
AHTUKOPPYIIHOH
HOM
kynsTypsi)/Infor
mation and
communication
technologies,
Information
foundations of
cybersecurity
(Information
framework for the
protection and
security of
information)Mod
ule component of
the University

(CrenanbHbl
€ BOIIPOCEHI
kubepoOe3omnac
HOCTH),
JUIIIIOMHaA
pabota/Trends
in information
security
(Special issues
of cyber
security),
graduate work




GED (law and
principles of anti-
corruption
culture)
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DNEeKTPOHIBIK TOIEMICPAL KOpFay
/3amuTa 3IIeKTPOHHBIX TUIATEeXEH
/Protection of electronic payments

AXnaparThlK TEXHOJIOTHSIAP JKOHE OJIAPIBIH JJICKTPOHABIK OW3HECTI
KaJIBINTaCTBIPYIaFbl  POJi. DJIEKTPOHIBIK OW3HEC JKOHE 3JIEKTPOHJIBIK
kommMepiust. K Monenbaepi. DIEKTPOHIBIK ACPEKTEp aIMacy Kyhemrepi.
DONEeKTPOHIBIK TUIATeTXKAJNApABIH ~ KAYINCI3MITiH  KaMTaMmachl3 €Ty
onicrepi./MHGOpMAIMOHHBIE TEXHOJOTHH W WX POJb B CTAaHOBJICHUHU
JJIEKTPOHHOTO  OW3Heca. ONEKTPOHHBIA OW3HEC U DIIEKTPOHHAS
xommepist. Mogenmn OK. CHCTeMBI 3J€KTpOHHOTO OOMEHa JTaHHBIMH.
Metonst obecriedeHns 6e3omacHOCTH 3IEKTPOHHBIX
mwrarerxei./Information technologies and their role in the development
of e-business. E-business and e-Commerce. The EC model. System of
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