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Hndopmannonso-
KOMMYHHKAIIHOHHbBIE
Texnonorun (CHEB)
Information and
communication
technologies (SIB)

TYPFBIChIHAH 3aMAHAYH AKMAPATTHIK TCXHONOTMIAP/bI KOJNJAHYFa MYMKIHAIK Oepei../
B pesynbrate usyuenns mucummmmnel UKT cTyaeHTHI OBIAA€ROT HHOOPMAIHOHHBIMH
H KOMMYHHUK2UHOHHBIMH KOMIIETEHLMSIMH, KOTOPBIE OAAyT Oa30BbIE OCHOBHI JINIf
M3YYCHHA MOCACAYIOIINX AHCLUIUIMH CIICUMANBHOCTH, BO3MOKHOCTH IOJb30BATLCS
COBPEMEHHBIMH MH(OPMAIHOHHBIMH TEXHOJOTHAMH C TOYKH 3pEHHA OE30MacHOCTH
nnadopmarin./

As a result of studying the discipline of ICT, students will master information and
communication competencies, which will provide the basic foundations for studying
subsequent disciplines of the specialty, the opportunity to use modern information
technologies from the point of view of information security.
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ICT 11072 AKIapaTThbIK - 5 1 "AKNapaTThIK-KOMMYHHKALMSILIK, ~— TEXHONOTHAMAp”  IOHIH  OKY  HATIDKEciHe Kubep
KOMMYHHKAIUSIIBIK CTYZIGHTTEP aKNapaTTBIK KIHE KOMMYHHKALMAIBIK KY3BIPETTINIKTEpAl Mrepeni, onap HH3KCH
TexHonorusap (AKK MaMaHIBIKTIH KEJIeCl NOHAePiH OKYIBIH HEri3ri Heri3fepiH, akmapaTThlH Kayincismiri epus




WDD Aunnomasix 12 Kbickama MasmyHsl  kacinopsin npouecTepid 0ackapy KypbUIBIMBIH, KOpFayiibl
HKYMBICTBI, JHITOMBIK, YHBIMIACTBIPY MOCENeNCPiH 3epTTey; TaKbIPBIIKA Caiikec AKNAPATTBIK KayilNCI3MIKTIH
HKOOAHEI XKa3y KaHe KeLeH1 Kyienepid, akmapaTThl IKemimix KOpray KypallapblH #OHE KYKBIKTBIK
KOpFay Hemece HOpMANApIEl €CKEPE OTBIPLIT KAYINCI3AIKTI KaMTaMackl3 eTyai wobanay, 3epTTeYyNIep
KCIIEHI]1 CMTHXaHIbl MCH 3KCNIEPUMEHTTEP XKYPrisy, TUILIOMAIBIK KOOAHBI #a3y.
HaiblHAAY JKoHe /
Tanceipy/ Kpatkoe conepikanme: msyueHue cTpyKTypsl ynpasieHus [POLECCaMH MPEAIPHATHS,
Hanmcanue u samura BOTPOCEL  OPraHM3alMM  3alUMTHI;  IIPOCKTHPOBAHME  KOMILUICKCHBIX  CHCTEM
IUIIOMHOIT paboTsl, MH(OPMALMOHHOH Ge30NaCHOCTH COOTBETCTBEHHO TeMe, CPEICTB CETeBOH 3aLIUTHI
QHIUIOMHOTO [IPOEKTa uH(opMaLin 1 obecrieuenreM Ge30MaCHOCTH ¢ yueToM [IP2BOBBIX HOPM, IPOBEIEHHS
WM IOATOTOBKA M HCCIICAOBAHNHA H IKCIEPHMEHTOB, HAMHCAHHE IHIVIOMHOTO MPOCKTA.
Cl1auya KOMIUICKCHOIO /
aK3aMeHa/ Purpose: study of the structure of enterprise process management, issues of
Writing and defending organization of protection; design of integrated information security systems,
a thesis, graduation according to the topic, means of network protection of information and security, taking
project, or preparing into account legal norms, conducting research and experiments, writing a thesis
and passing a project.
comprehensive exam
HUM 21142 XKBII KOO 5 OpTYpiIi  CHOATTAFbl  TOTCHIUE KarJainapaplH  QakTopiapsii,  enmemziepis, SIK 1101, JHILIOMIBIK K
KOMITOHEHTIHIH MOyl NapaMeTpaepi MEH CHNATTAMANAPBIH, OHIpicTIK NpolecTepain  TexHorexmix | MSPZ 1109, JKYMBIC MKK
(O1HKa koHe chibaiinac KayiNTislirii, nepconasra aHTPONOTEHIIK KoHe a0HOTHKANBIK (axropnapapiy acepin, mumiomuas | EEKK/
JKEMKOPJBIKKA KapChl ToyeKelli Oaranay koHe onapisl Gackapy daicTepiH, TeXHOTOrHAIBIK KabIBIKTapIbIH, pabora Ch
MOJICHHET, 3KOJIOrHs Kayilci3airin KaMTamachl3 eTyiH Herisri OarbITTaphlH, TEXHOTEHAIK aBApHATAPIBIH graduate MIIN
#KIHE OMip canmapelH Garanayael sepaency . TeopHAIBIK-dAiCHAMATBIK Herizaepi. CeiGaiinac work UOBT/
Kayincizmiri, HKEMKOPJIBIK MiHE3-KYJIbIK TAOHFaTBIHBIH IICHXO0MOMHAIbIK epexmenikrepi. Cribaiinac SD
IKOHOMHKA, JKEMKOPJIBIK OPEKeTTepl YIIH KYKBIKTBIK Jkayankepuiimik.  Backapy omicrepin MEE
KaCINKepliK, HKETULLIPY, IKOHOMHKAIIBIK PECYPCTAPABL] nHaiifanany Macenenepi, enaipic nex exGexri EELS

KOIIOACLIBIIBIK 3KoHE
HHHOBaIHs Herizzepi)
Monyns By30BCKOro
komnoHenta OQ]]
(OcHoBBI 3THKH H
AHTHKOPPYILHOHHO it
KYJbTYPBI, 9KOJIOTHA H
0e301acHOCTh
KHU3HEICATEILHOCTH,
3KOHOMHMKA,
NpennpHHUMATENLCTBO
, THAEPCTBO M
HHHOBALIHH)

Module of the
University component
of a GED

YHBIMIACTBIPY S1iCTEPi MEH HBICAHAAPHI, KbI3METTIH Kap3KbUIbIK, HATHHKEIIEPIH TauIay,
FBITBIMH-TEXHUKAJIBIK IPOTPECTI AaMBITY Macenenepi xoHe OHbIH, THIMALTIriH Daranay.
/Te0peTHKO-METOA0I0rHYECKHE OCHOBBL IICHXOTOrHuecKie 0COOCHHOCTH IIPHPO/IBI
KOPpYNUHOHHOrO moBelcHMA. [IpaBoBas OTBETCTBEHHOCTH 32 KOPPYIIHOHHEIE
ACAHMA.  IOHATHA «KOppyniuu». Usyuenne (akTopos, KpuTepHes, MapaMeTpoB M
XAPAKTCPHCTHK 4PE3BBIYAHHBIX CHTYAaUMii DA3IMYHOrO XapakTepa, TEXHOICHHBIX
ONAacHOCTeH  NPOM3BOJACTBEHHBIX  MPONECCOB,  BIHAHHS AHTPOIMOTEHHBIX U
abnoTHuecknx (HakTopoB Ha TIEPCOHAN, METOLOB OIGHKH PHCKA M YOPaBICHUS HM,
obecncuenus

OCHOBHBIX  HampasicHHii 0e30MacHOCTH  TEXHOJIOrHYECKOTO
00OpyIOBaHHA,  OLEHOK  MOCHCACTBHII  TEXHOTEHHbBIX asapuii.  Bompocer
COBCPLIICHCTEORAHHA ~ METOJOB  YNPARJIEHHS, HCMOJB3OBAHHA  IKOHOMHYECKHX

PCCYPCOB, METOABI M (OPMBI OPraHM3ALMH NPOM3BOACTBA M TPYHa, AHATH3
(PHHAHCOBBIX PE3yNIBTATOR NESTENHHOCTH, BOMPOCH! PAa3BHTHA HAYYHO-TEXHHYECKOTO
fperpecca  u - oucHka ero addexrusHocTH /Theoretical and methodological
foundations. Psychological features of the nature of corrupt behavior. Legal
responsibility for corruption. the concept of "corruption”. The study of factors, criteria,




(Fundamentals of
ethics and anti-
corruption culture,
ecology and life safety,
economics,
entrepreneurship,
leadership and
innovation)

parameters and characteristics of emergency situations of various nature, technological
hazards of production processes, the impact of anthropogenic and abiotic factors on
personnel, risk assessment and management methods, the main directions of ensuring
the safety of technological equipment, assessments of the consequences of
technological accidents. Issues of improving management methods, the use of
economic resources, methods and forms of organization of production and labor,
analysis of financial results, development of scientific and technological progress and
cvaluation of its effectiveness.

basanbik monaep (BI1 Yausepenter komnonenti)/ Basosbie ancnuminns (B By3oBekuii komnouenT)/ Basic disciplines (DB University component)

MAT 12032 ChI3bIKTHI @lireOpa KypcThiH MaKCaThl - CBI3BIKTBI aNreGpaHbIH HETi3r TAKBIPBLITAPB! TYPAbl KApanaibiv Mat 1202 MMY
JInneiinas anrcbpa Oinim Gepy: ChI3BIKTHIK TEHZEYJIep KyfHenepiHii MaTpHIABIK ecenteinyi, BEKTOPIILIK MMM
Linear Algebra KEHICTIKTEP MEH ChI3BIKTHIK CAIBICTHIPYJIAp, ©3 MIH/EP] MeH BEKTOPIAphl KaIHE T.0. MMM
Lens kypca naTh 3MeMEHTapHOE BeCHME B OCHOBHBIC TeMbl JMHEIHOH anreGphr:
MaTpPHYHOE HCYHCIEHHE CHCTEM NHHEHHBIX YPaBHEHMH, BEKTOPHBIEC MPOCTPAHCTBA M
nMHeiHble 0To0paxenns, COGCTBCHHbIC 3HAYCHUA W BEKTOpa H T.J.
The goal of the course is to give the elementary introduction to the topics of linear
algebra such as: matrix calculus, system of linear equations, vector spaces and linear
mappings, eigenvalues and eigenvectors, etc
Mat 1201 JnddepeHunanipix, Kypc nnmutrep men y3aikcis OyHKumsIapMeH >KyYMBIC icTey YIIH OiniM MeH MMY
JKOHE HHTErPaIbIK AarbUIap/ibl - KAMTamachls — eTedi; cTydeHrri Gip  ayeicnanbl  (yHKIMSHBIH Mat(IT)1202, | MMM
ecentey I/ anddepenunanapl koHe HHTErpanibl ecerTenyide, (yHKUMATAPABIH KacHETTEpiH MATH MMM
Jnbdepenumnansuoe u 3CPTTCYIC apHAJFaH TYBIHIAbL KypaldapblH Kalai KOJJIAHY KEpeKTiriH, COHmaii-ak, 1204,
HHTErpajibHOe TYBIHIBl 3KOHE HMHTCIPANBl NPAKTHKAJIBIK MaceleNepii Iuemy yiuiH KOJOaHybl TVEMS
ucuncieHue 1/ KapacThIpassl.. / 2212,
Calculus I Kype naer snanus u Hasbiku paGOThl C NIpeieiaMu M HENPEPHIBHBIMM (DYHKIIHAMHK, ba3oBbie
BBOJMT CTYIEHTA B Au(QepeHIHAIbHOC M MHTCIPATLHOE HCYMCICHHE (YHKIML JIMCIMILTHH
OJHOH TNEPEMEHHOH, KaK MCMONB30BATh ANNApPAT NMPOMIBOAHBIX IS HCCIEIOBAHMA Bl
CBOHCTB (YHKUMI, 2 TakKe NPHMEHEHMIl NPOM3BOIHON M HHTErpaia [UIA PEUICHHSA
NpaKTHYECKHUX 3a7ay.. /
The course provides knowledge and skills to work with limits and continuous
functions; introduces the student to the differential and integral calculus of functions of
one variable, how to use the apparatus of derivatives to study the properties of
functions, as well as the applications of the derivative and integral to solve practical
problems.
Mat 1202 HMuddepeHumanapik Kypc kenteren aiiHpIManbutapibl cepHsnapeld skoHe auddepenumanmsr xome | Mat (I)1201 | MATH 1204 | MMY
JKOHE HHTCTPalbIK HHTCTPAJIBIK eCenTeynep Herisfepid xonnany GoiipiHma ObriM MeH narasuiapasi | Mat (1)1201 TVEMS MMM
ecentey II/ KAMTaMachl3 eTyTe apHaJIFaH. Mat (I)1201 2212 MMM
Juddepenipansroe 1 / Bazosbie
HHTCrpanibHOe Kypc npenocrapiser 3HaHUs W HABBIKM MCMONB30BAHUA OCHOB IOCIIEI0BATEILHOCTEH JMCIUILTHH
ucuncnenue 11/ 1 panos;andppepeHIHanbHOro i HHTCIPAILHOTO HCYHCIEHHA MHOIHX NEPEMEHHBIX H bl




Calculus 11

HX Eﬁsgn:mmxm B 3a1a4ax ONTHMH3ALMHA H €CTECCTBEHHbBIX HayKax.

/ The course is intended to provide the knowledge and skills to use the basics of
sequences and  series; differential and integral calculus of many variables and their
applications to optimization problem and natural science.

SMMOIB MatemaTukansiy AKnapar JKoHe KOATay TeOpHAchl. AreGpanbIk KoaTay TEOPHACBIHA Kipicme: TZKI3219 77
2214 apHajiibl Tapaynapsl KaTenepai Taby KOATapsl OHE KATelepii TyleTy Koarapbl. Konzan6aiel caHzaap
(AKnaparTsix TEOPHUACH KPHITOIPADHANBIK AJTOPHTMAECD TEOPHACHIHBIH MATEMATHKAIBIK HErisi KMSZI
KaylncisaikTiyg perinze. Kpunrtorpadusnbii MaTeMaTHKAIBIK  Herisgepi. KubiHgap TeopusACkL 3217
MaTEeMaTHKAJIBIK, I'padrrap Teopusicer. Kopranran sxyitenepai Kypyabid Herisri NPHHLMNTEP]
HEri3zuepi) A
Creurnagsl Teopus wmudopmauun u xommposanus. Bsemenue B TEOpHIO anrebpanyeckoro
MAaTEMAaTHKH KOAWPOBAHMA: KOJBl HAXOKACHHSA OIWMOOK H KOAbl WCHpaBNeHHMA OmMHMGOK.
(Martemarnyeckue llpuknansas  Teopus umcen xak — MareMaTHueckmii  dyHIAMEHT TEOPHH
OCHOBBI KpunTorpaduyecKnx aIropHTMOB. MaTeMaTHYCCKHE OCHOBBI kpunTorpaduu. Teopus
uHbOPMAIMOHHOH MHOkecTB. Teopus rpado. OCHOBHBIE MPHHIMIEI NOCTPOCHHS 3AIHILEHHBIX CHCTEM.
Oe3onacHoCTH) /
Special Chapters of Theory of information and coding. Introduction to the theory of algebraic coding: error
Mathematics detection codes and error correction codes. Applied number theory as a mathematical
(Mathematical foundation of the theory of cryptographic algorithms. Mathematical foundations of
Foundations of cryptography. Set theory. Graph theory. Basic principles of building secure systems.
Information Security)
MATH 1204 JIMcKpeTTi MaTeMaTHKa «baFnapnamanaynarel JMCKPETTi MATEMATHKA» KYPCHIH OKY HOTHKECIHZE crygentrep | MAT 1203, basosele MMY
I KHBIHTBIKTAD TCOPHsACHl MEH MATEMATHKANLIK JOTHKA TYCiHikTepiH wmrepeni, | MAT 12022 aucuumine | MMM
JuckperHas KoIIaHbanbl ecenTepyi menry yuliH KIacCHKambIK dicTepai KONIaHYMEH 3aMaHayu BI, MMM
MareMaTHka / KOMIBIOTEpPILiK GaraapraManapiel KOJIZAaHYIbIH HMKeMIEpiH YiipeHy, ToKipubemiK KMSZI
Discrete Mathematics €CeNTi Lewyai THimMai oaiciH Taby, COHBIMEH KaTap KaciOH Kbl3MeTTe CYpaKTapbiH 3217
LeLIiMin Taby YIIiH ANCKPETT MaTeMaTHKa d/1icTepiH KOLJaHy bl 6iny./
B pesynsrate msywenns xypca «JlMCKpeTHas MaTeMaTHKa B NpPOTPAMMHPOBAHHH»
CTYNCHTHI OBJAJCIOT MOHSTHAMH TEOPMH MHOMKECTB M MATeMaTHYecKOll JIOrHkH,
NONYYaT HABBIKM TNPUMEHCHHA COBPEMEHHBIX KOMIIBIOTEPHBIX [POrpamMM ¢
HCIIONIb30BAHMEM  KJIACCHYCCKHX METOJOB UL PEIICHHS INpPMKIAJHBIX 3aiad,
HAXOKACHHS ONTHMATIBEHBIX METO/0B PEIeHHA NPAKTHYECKHX 3714, 4 TAKKE YMEHMHs
HCMONMB30BATh ~ METOABl  JMCKPETHOH  MATeMaTHKH B PELICHHH  BONPOCOB
Npo(eCCHOHANLHOMN AeATeNIbHOCTH./
As a result of studying the course “Discrete Mathematics in Programming”, students
will master the concepts of set theory and mathematical logic, acquire skills in
applying modern computer programs using classical methods for solving applied
problems, finding optimal methods for solving practical problems, and also using
methods of discrete mathematics in solving professional issues.
MAT 2207 bIkTrManabik xone KypCTbiH MakcaThl CTyaeHTTepre CTATMCTHKATLIK OicTepai yiipery koHe Typmi | MAT 1203, KMSZI MMY
CTaTHCTHKaA/ CHIHAKTApABl KOJNAAHY apKelibl yarimepai kypy: T ceisarsl, F ceimakrape, S | MAT 12022 3215 MMM
BeposaTHocTs H KonraxOanape! oHe T.6.  BIKTMManablKTap TeopHsiChIHbIH Herisri YFBIMIAPbI KOHE DiM 2209 KMIB 3215 | MMM




CTaTHCTHKA /

COFaH COHKEC epesxesiep MbICaIapMeH eHri3iin, Tycingipineni.. / OSBD 3304
Probability and Kypc npennassauen st oOydemMS CTYICHTOB CTATHCTHUECKHM METOZAM M
statistics NOCTPOCHHIO MOJIENEH € NPHMCHCHMEM pPa3IM4YHBIX TecToB: T-Tect, F-Tecrtsl, S-
MOANMCh W T. A. OCHOBHBIC NOHATHA TEOPHH BEPOATHOCTEl M COOTBETCTBYIOLIHE
NPaBHIIA TAKKE BBOAATCS H IOACHAKTCS HA PUMeEpax../
The course is intended to teach students statistical methods and constructing models
with application of different tests: T test, F Tests, S signed and etc.
The basic concepts of probability theory and the corresponding rules are also
introduced and explained by examples.
7 | PASD 1209 Anropurmuep MeH Kypc Gnok-cxemanap mMen anropurMaepai kypy canachlima Kaxerti Gizim any, Visual IKT 1107, TMP 2212 | Kubep
MAIIIMETTED KYPLUILIMBIH Studio opracemma c++ Tininae Garmapramanay HerisnepiH yilpeHy, ChI3BIKTHIK koHe | MAT 1203, PP 2272 HHKeH
Garnapnamanay/ CBI3BIKTBIK €MEC KYPBUIBIMBL Oap anroputMaepin GarmapiaManbik KOAbH icke ackipy | MAT 1202 KMSZI epus
[IporpammupoBanue AAFABLIAPBIH ady ywin d3ipnenai.Kypce askranransad keifin cryaest anroputMaep 3217
ANrOPHTMOB M CTPYKTYP MeH Oarnapiamanapiel d3ipaeydiH 3aMaHayW TeXHOIOTHACHIH, C Oarpapnamanay P-ASIB
JIAHHBIX/ TULH, KY#iiH KeNTipy KoHe ecenTepi wenry TeXHONOrHAChIH MCHIepeTiH 6071abL./ 3302
Programming algorithms Kype Ob1n paspaboran, ana nomyuenns HeoOXOAUMBIX 3HAHUI B OGNACTH MOCTPOCHHS
and data structures O/IOK-CXeM H QIropMTMOB, HM3Y4YCHHHA OCHOB MNpPOrpaMMHpPOBaHHs Ha s3pike C++ B
cpese Visual Studio, nna mosiyueHMs HaBBIKOB pealM3aly MPOrpaMMHOIO Koza
alIrOPUTMOB C JIMHEHHOI M HesuHeiiHoH cTpykTypoii.llo oxonyanuio Kypca cTyaeHT
OyneT BrajeTh COBPEMEHHOH TEXHOJOTMell paspabOTKH AIrOPHTMOB M IIPOIPanMM,
A3BIKOM NpOrpaMMupoBanus C, TEXHONOTHEH OTIAAKH H PELICHUS 3a1a4./
The course was designed to gain the necessary knowledge in the field of building
flowcharts and algorithms, to study the basics of programming in C++ in Visual
Studio, to gain skills in implementing the program code of algorithms with linear and
nonlinear structure.At the end of the course, the student will possess modern
technology for developing algorithms and programs, the C programming language,
debugging technology and problem solving.
8 | PP2222 Python Python :xorapel nenreiini crenapuii Garnapnamanay TiniH, CTaHZAPTTHI Mogayabaep ICT 1107 OSP 3216, | Kubep
Garnapnamanay / KITAIXAHACKIH JK9HE Oarjapnamanslk KyHenepai AambITy NpHHUMITEpiH yiipeny. | PASD 1209 PP 3219 MHIKEH
IIporpammuposanue na AKNapaTThIK Kayinci3aik TexHOI0ruanapsl MeH KypanjapelH 93ipiey xoHe maiijanany EH 3219 epHs
Python/ YUIH aKNapaTThIK Kayincisaik canacklniarsl GaraapiaMaiblK KOITHIH Kayinci3airia P-ASIB
Python Programming KamTamachrs ety [lepextep Kayincisairi GoiiblHina NpakTHUKAALIK MiHACTTEp/ memy 3302
YLUIH CKPHIT TiNACpiH NMaiiaananyia npakTHKaIbIK JaFabUIapas any.. / OSBD 3304
VI3yyenne BBICOKKOYPOBHErO CKPHITOBOrO f3blKa NPOrpaMMHPOBAHMSA Python, TMP 2210

OHONHOTEKH CTaHAAPTHRIX MOJyJICH 1 NPHHIMIOB Pa3paGOTKH NPOrPAMMHBIX CHCTEM.
OGecneuerne GesomacHocTH mprpamMmHOro koaa B obnactu MB mis paspaGorkn u
OKCIUTyaTalMH  TeXHOJOTH M  cpencTs samurel  uapopmarmn.  Ilonyuenne
NPAKTHYCCKMX HABBIKOB B HCNONL3OBAHHMH CKPUIITOBBIX S3BIKOB JUIA  pEmICHMHs
NPAKTHYECKHX 3a/1a4 MO 0e3011aCHOCTH JaHHBIX. /

The study of the high-level Python scripting programming language, the library of
standard modules and the principles of software system development. Ensuring the
security of the program code in the field of information security for the development
and operation of information security technologies and tools.




9 TMP 2212 barnapnamanayasig Ockl  kypc 1weuGepinge Garnapramanbix  eHimai #obanay  TeXHOJIOrusIaphl IKT 1107 KMSZI
TEeXHOJOIHANAPEI KIHE 3CPACICHEl; MACCHBTEP/i ©HJCY, CHIHBUITAP/ILI Nanjanany, naiaamaHybUIbIK, OAP1204 3215 Knbep
aaictepi (Java)/ uatepdeiictepai  o3ipney xaHe Oarjapnamanapabl  o3ipiey, rpadHKamblK KOHE PnP 2223 SYa 2223 HHKCH
Texnonoruu u metonsr BH3YaJlibl HMHTEpQEHCTI Kypy, Keiige xymwic icrey, o0beKTinep, Myparepiik, P-ASIB epHs
[IPOrpaMMHpPOBAHHA monuMopdusm. Java Garjapnamanay TiniHe HerisaenreH OarnapiamManapiel kasy 3302
(Java) / Kesinje Garnapiamanay aficTepi jKoHe BIKTHMA OCAIIBIKTap /bl AHBIKTAY./ OSBD 3304
Technology and B pamkax maHHOro Kypca M3ywaroTCs TeXHOMOTHMH HPOCKTHPOBAHUA NPOrpPaMMHOIO
programming npoaykTa;  00paGOTKa — MACCHBOB,  MCNONB30BAHME  KJIACCOB, pazpaboTka
techniques (Java) MOIE30BATENLCKUX HHTEP(ECHCOB H paspaboTka nporpaMm, co3nanue rpapuyeckoro u
BH3yalLHOTO uHTepdeiica, pabota B ceTn, 00BEKTH, HACICIOBAHHE, NOTUMOP(H3M.
Meroasl mporpamMMupoBanns u  oGHApYKeHHE BOIMOYKHBIX YA3BUMOCTEH Ipu
HANHCAHMH NPOrpaMM Ha 0ase A3bIKa NPOrpaMMHpoBaHns Java./
Within the framework of this course, software product design technologies are studied;
array processing, use of classes, development of user interfaces and program
development, creation of graphical and visual interfaces, networking, objects,
inheritance, polymorphism. Programming methods and detection of possible
vulnerabilities when writing programs based on the Java programming language.

10 | PHY 1208 Duszuxa / Mexannka.Kunematika. MaTepHaiiblk HYKTeHiH KoHe KATThl JCHEHIH AMHAMHKAchL, | MAT 1203, TsS 2210 TO
Duszpka / Cakrany  3amiapeLApHaiibl  CAIBICTBIPMATBLIBIK TEOPHACHIHBIH,  3IE€MEHTTEpi. MAT 1202 TSZhI 4309 TO
Physics Tepbenicrep men TonkeiAap. Monekymansik thusuka sxoHe TepMOaMHAMUKA, DEKT. ICT 1107 TF

OnexTpocraruka. Marsetusm. Maraur opici. /

Mexanuka. Kunematuka. Junamika MaTepPHAIbHOH TOYKHM H TBEPIOTO Tesia. 3aKOHHI
COXPaHEHH:. NEMEHTBI CHELHATBHONH TEOPHH OTHOCHTEALHOCTH. KONne6anms: 1 BO/HbL.
Monekynapuas ¢usuka u TepmommHaMuka. DNIEKTPUYECTBO.  DJIEKTPOCTATHKA.
Maruetnsm. MarautHoe noe. /

Mechanics. Kinematics. Dynamics of a material point and a solid. Conservation laws.
Elements of the special theory of relativity. Oscillations and waves. Molecular physics
and thermodynamics. Electricity. Electrostatics. Magnetism. A magnetic field.

11 TsS 2210 Hudpisix Kype noruxansik aneMeHTTEpAiH CaHBIK HHTCrPaLIb] cxeMmanapreiH, KoMOuHaumanslk | MAT 1203, TSZhI 4309 | Kubep

cxemoTexHHKa (AJKK)/ KOHE  CepHAUIBIK  THNTCPAIH  QYHKUMOHANABI  Tyiiinaepimin  cxemamapsin, | MAT 1202, | PASIB 3221 | mmken
Hudgposas CTATHCTHKAIBIK ~ XOHE  [IMHAMHUKANBIK THOTerl >xapThlail  eTKi3rim caKray dusnka OHnaipicTik epus
cxemotexuuka (CHUB)/ KYPBUIFBUIAPBINBIH - KYPBUILIMBIH JKOHE JKYMBIC iCTey Tocinmepid, Mackanapipl, npaKkTHka /
Digital Circuitry (SIB) OarjapnamanasaTeiH koHE OarIapiaMaNaHATHIH TYPaKThl CaKTady KYpbIIFbUIAPKIH, [Mpouseoact
AHANOTTBI-CAHIBIK KOHE CAHIBIK-AHATIOITHIK TYPJACHAIPrimITepi KYpy KoHE KYMbIC BEHHAs
iCTeY MPHHLMNTEDIH KAPACTHIPAJIEL npakTuka/Pr
/ oduction
Kype paccmatpuBaer cnocoGel  moctpoenus u NPHHIHIBEL  paboThl HOPOBLIX practice

MHTCTPAIBHLIX  CXEM  JIOTHYECKHX 3JIEMEHTOB, CXeM (YHKLHMOHANBHBIX Y3JI0B
KOMOMHALMOHHOTO M NOCHEN0BATENBLHOTO  THIIOB, CTPYKTYPBI M CHOCOOOB
OpraHu3aliHi ¥ GYHKIHOHHPOBAHHMA MOJIYIPOBOAHHKOBBIX 3ANOMHHARIINX YCTPOHCTB
CTATHCTHYECKOr0 M IMHAMHYCCKOTO THIOB, MACOYHBIX, NPOTPAMMHPYEMBIX M
PETIPOTPAMMMPYCMBIX  MOCTOAHHBIX — 3AMOMHMHAIONIMX  YCTPONCTB,  NPHHIMIIOB
NOCTPOCHHUA H PabOThl aHANOTO-UUPPOBBIX H UHDPO-AHATOTOBBIX npeobpazoeareneii.




/

The course examines the methods of construction and principles of operation of digital
integrated circuits of logic elements, circuits of functional units of combinational and
sequential types, the structure and methods of organization and functioning of
semiconductor storage devices of statistical and dynamic types, mask, programmable
and reprogrammable permanent storage devices, principles of construction and
operation of analog-to-digital and digital-to-analog converters.

2 AKS 2215 Komnbiotepnik Komnbiorepnik  xeninepain APXHTEKTYPAaChlH  KYPYABIH HErisri MpHHUMNTEpi, ICT 1107 ADS 4312 | KuGep
xyHenep KOMIBIOTEPIIK KYHENep/iH ilKi KyphUIbIMEL KOMNBIOTEPNIK  apXHTEKTYPAHBIH TZKI3219 | umxen
APXMTEKTYpackl/ Oapiblk neHreitnepinze AKIIApaTThl  OHACY MNpOLECTepi, ecemtey Kyieaepi MeH PP 3223 epus
ApXHTeKTYypa KENUICPiHiH  THmTEpi, OJapIblH epeKmeikTepi, Oa3ambiK KOMIIOHEHTTEPI MeH
KOMIBLITCPHBIX (yHKUMANAPBL;  eHri3y-mbirapy MOZYTbAEP], JKYHENK MarucTpaibiap, omapublH
cucTem/ ynxumsnaper; imki sxone CBIPTKEI JKalblHbIH KypbUIbiMbL, TCP/IP xaTTamanapbisbin
Arhitect of computer creri skane OS] Mozeni nenreiinepinin byuxuusnapr:./
systems OcHoBHbIE NPUHLHMIBL TOCTpOCHHS APXMTEKTYP KOMIIBIOTEDPHBIX CHCTEM H CETei,
BHYTPCHHEE YCTPOHCTBO KOMIIBIOTEPHBIX CHCTEM, NPOLECCH 00paboTku uHbopmarmu
Ha BCCX YPOBHAX KOMIIBIOTEPHBIX aDXHTEKTYD, THIbI BBIYMCIHTEIBHBIX CHCTEM M
CeTei, HX 0COOEHHOCTH, Ga30Bble KOMIOHEHTH! M (yYHKIMH; MOAYIH BBOJAA-BBIBOAA,
CHCTCMHBIC MaruCTpanM, HX (YHKUMH; CTPYKTypa BHYTpeHHel M BHemeii MAMSATH,
cTek npotokonoB TCP/IP u dyukuun yposueii mogenu OSL./
The main principles of architectures of computer systems and networks, the internal
structure of computer systems, information processing at all levels of computer
architecture types of computer systems and networks, their characteristics, basic
components and features; modules 1 / o, system trunk, of their functions; structure of
internal and external memory, the stack TCP/IP protocols and function layers of the
OSI model.

13 OSL 2213 Onepanusibix Linux onepanmsmisix JKY#HeciHiH Herizri TYCIHIKTEp] JKoHE OH/IAFbI MAHBI3IBI Narapuiap ICT 1107 TZKI 3219 Kubep
Kykenep. Linux/ Oepinren. IlpesenTanmasa kemrere NPAKTHKANBIK MBICANIAD KenTipiired. Byn BOS 2211 HHIKEH
Onepanuonnsre KYPCTHl MH(QOPMATHKA CalachIHIAFbI MaMaH/ABIKTap OOlbIHINA OKy/bl GACTAFaH kKoHe ASS 4308 epus
cuctemMsbl. Linux/ Linux OX-meH ani TaHbIc emec CTYICHTTEPre apHATFaH OKYJIBIK PETiHe KapacThIpyFa ADS 4308

Operating systems. Gomae./
Linux Harores ocHOBHBIE MOHATHSA ONCPALHOHHON CHCTeMBI LinuX M BaykHeMIUMe HABBIKH
PaGoTh B Heii. M3n0KeHHe CONPOBOKIACTC GONBIINM KOMHYECTROM NPaKTHYECKHX
NpUMEpPOB. JIaHHBIA KyPC MOXKET paccMaTpHBATBCA Kak y4eOHHMK [ CTYIEHTOB,
HaYMHAOWKX 00y4eHHE MO CHeUHAILHOCTAM B 06IacTH nidopMatnkn H emé ne
3HakoMpIX ¢ OC Linux.
4
The basic concepts of the Linux operating system and the most important skills of
working in it are given. The presentation is accompanied by a large number of practical
examples. This course can be considered as a textbook for students who are starting
training in computer science and are not yet familiar with the OS Linux.
14 AOSW 2214 Windows amanbix Windows 10 Gackapy Kypainapel skoHe ockl OXK-me skymbic icTeyniH MaHbI3abI ICT 1107 TZKI3219 | Kubep
JKyhecid Gackapy AAFABIAPBI KAPACTbIpbITaNLl. TipKey pefiakTOPbI, KbI3METTEp, KeprinikTi Kayincizmix BOS 2211 MHIKEH




AIMHHUCTPHPOBAHHE cafgcathl, TONThIK cascar. JKyiie kondurypaumsicel, backapy TakTtachl, kyife ASS 4308 epus
OInepalHoHHOM MOHHTOPBL, 4, KOMIBIOTEpAl Dackapy. ADS 4308
cucremel Windows Pacemarpusatores cpencrea aavunuctpuposanus Windows 10 i Baskueiime HapbIKH
Administration of the paborer B jpammoii OC. Penaktop peectpa, ciyxObl, JOKAIBHBIE TIONHTHKH
Windows operating OesomacHocTH, rpynNoBkie nOAMTHKH. KoH(Urypalms cHCTeMbl, NaHens yIpaBieHus,
system CHCTCMHBII MOHUTOP, NAMATB, YIPABICHHE KOMIBIOTEPOM.

The administration tools of Windows 10 and the most important skills of working in
this OS are considered. Registry Editor, services, local sccurity policies, group policies.
System configuration, control panel, system monitor, memory, computer management.

15 TZKI 3219 Komnerotepaix Komnsrorepnix xyitenep MeH kenizepae KoMmbIOTepIik aKNapaTTbl  KOPFrayilbl IKT 1107 KMSZI Knbep
4KnapaTThl Kopray YHBIMIACTBIDY JKOHE KAMTAMAChI3 €TY TEXHOJNOTHANAPEL, aKNapaTThl KOPFaybIH OIB 2208 3215 HHKCH
TEXHONOTUAIAPLY/ HOpPMATHBTIK Gasackl; GarJapiaMalbIK kKoHE annaparThik berbenrinepre kapcel Typy OSL 2213 epus

TeXHONOrny 3aIHTEI TEXHOJIOTHANAPLI, NEKTPOMATHUTTIK CayJeNeHy eceOiHeH aKIapaTThl yCTan Kamyaa AOSW 2214
KOMIBEOTEPHOH KOpray. AYTEHTH(MKAIMA TEXHOJIOIMANAPBI, KayilCi3fiK cascaThl; KOMIBIOTEPIIIK OHAipicTIK
nagopmarn/ BHPYCTap X9HC BMPYCKAa Kapchl KOpray Macelesepi; aKmaparTbl PYKCATCHI3 KOJ npakTukal /
Technologies of HKETKI3yJIeH Kopray aaicTepi. / I[Ipousponct

protection of computer Texuonornn opranmsaums u oGecrneyeHHH 32UMTHI KOMIBIOTEPHOIE uHbOpMaLuH B BEHHas
information KOMIIBIOTEPHBIX CHCTEMAX H CeTAX, HOpMaTHBHas 0asa 3amuMTel MHOPMALUH, npakTikal/
TEXHONIOTHH IPOTHBOJACHCTBHA NPOrPAMMHBIM M aNmapaTHBIM 3aKIajKaM, 3alliTa OT Production
nepexsata MHQOPMAUMH 33 CYCT JNEKTPOMATHHTHOTO M3IY4eHHA. TeXHOMOrMH practice 1
AYTCHTH(HKALNHK;, MOTHTHKH OE30NaCHOCTH; KOMIbIOTEPHBIE BHPYCBl H TIPOOIEMBbI
AHTUBUPYCHOM 3AIIMTLI; METOMBI 3aIHTH MH(OPMALMH OT HECAHKIHOHHPOBAHHOIO
mocryna. /
Technologies for organizing and ensuring the protection of computer information in
computer systems and networks, the regulatory framework for information protection;
technologies for countering software and hardware bookmarks, protection against
information interception due to electromagnetic radiation. Authentication technologies;
security policies; computer viruses and anti-virus protection problems; methods of
protecting information from unauthorized access.

16 KMSZI 32172 | AknaparThl KOprayisig IloH Kasipri 3aMaHFsl KPUNTOrPaQHAILIK J1iCTep MEeH Kopray KYPanaapblH 3epaeneyi SMMOIB PASIB 3221 | Kubep

KPHITOTpadHANbIK [lon Kasipri 3amanrsl KpUNTOrpaQHsILIK JiCTep MEH Kopray KYPanJapbIH 3epaeneyi 2214 DBD 3218 | uHxeH

amicTepi MeH AoHC onapmbl Jepextepai  Oepy kesinge npakTHkaza Kemenmi konmamyasi | MATH 1204 | TZBD 4311 epus
Kypanaapsy/ KApacThIpajbl: KPUNTONOTHAHBIH HETI3TI YFBIMAAphl MEH MiHAETTepi; KpunTorpadus U ap. cnew.
Kpunrorpaduueckue MCH KPHNTOXYieNepliH Herisri MarepuaibiH 0ackapy aicTepi; aKmaparThl MpPEIMETHI

METOJIBl H CPEICTBA
3aIHTEl HHGOpMAITH/
Criptographical
methods and means of
protection information

KPUNTOTPAQUANBIK KOPFAY KYPalIapbIHbIH CTAHAAPTTAPE MEH CEpPTHOMKALMACHL
NpaKTHKAJA NaiianaHbUIATIH KPUNTOXKYHEACPAIN Herisri Typrepi yumin kayincizmix
napameTpuepi./

JHMCIHIIIHEA PACCMATPHBACT H3YYEHHE COBPEMEHHBIX KPHITOrPAQHUCCKHX METOM0B K
CPCACTE 3AIMTLI U HX KOMIUICKCHOE NPUMEHEHUE HA NPAKTHKE [IPH Nepeaade JaHHBIX:
OCHOBHBIC TNOHATHS M 33/1a4H KPUNTONOTHM; METOABI YNPaBACHHS KIIFOYEBBIM
MATCPHAIOM KPHITOrpaduu ¥ KPHUITOCHCTEM; CTAHAAPTHL U CePTHQHKALMKM CPEACTB
KpHITOrpapuyeckoil 3aimThl HHGOPMALIMHK; NapaMeTphl Ge30MaCHOCTH UT OCHOBHBIX
MCMIOJIB3YEMbIX HA NPAKTHKE THIIOB KPUIITOCHCTEM./




The discipline considers the study of modern cryptographic methods and means of
protection and their complex application in practice in data transmission: basic
concepts and tasks of cryptology; methods of managing the key material of
cryptography and cryptosystems; standards and certifications of cryptographic
information protection; security parameters for the main types of cryptosystems used in
practice.

17 DBD 3218 Hepexrep Kopbin Ab xkene JIKBX wHerisinie xaTkaH ipreni yreIMaap MeH MAaTeMaTHKAJIbIK TMP 2212 TZBD 4311. | Kubep
xobanay momensaepai,  JIBBXK  xobanay  npuHumntepin,  comaii-ak PeNSLIHSIIBIK PP 2222 BSYBD HHXKEH
[IpoexkTupoBaunue 6a3 ACPCKKOPJIap/blH, TEOPHABIK X9HE (DH3MKaIBIK acrextinepin Oinmiperin b sxone 4311, epus
JaHHBIX JAKBX kypy npuuumnrepi; Oprypni xypaeninikreri SQL cueHapuiinepin oKy skoHe ATl
Database Design Kazy; MonmiMeTTep 0Ga3achiHbli OOBEKTIIEPIH Kypy KOHE ©3repTy; TamchpManapisl
opeiaay ymin SQL ¢yHkumsnapein naiinanany.
Hpuuuune: noctpoenns BJ1 1 CYBJl, npeacrasnsionyx $yHIaMEHTAIbHbIC TOHATHS
H MaTeMaTH4ecKHe Moaend, Jjekamue B ocHope BJl u CYBJ, npuHumne
npoekTupoBanns bJl, a Takke TeopeTHueckue M QU3HUECKHE ACHEKTHI PEISUMOHHBIX
0a3 JaHHBIX; YMTaTe M NHUCaTh cueHapud SQL pa3nuyHON CAOKHOCTH; CO3AaBaTh M
M3MCHATE O0BEKTbl 0a3bl NAHHBIX; HCHONBL30BaTh GyHkuuu SQL /Ui BbINONHEHHS
3a/1a4.
The principles of database and DBMS construction, representing the fundamental
concepts and mathematical models underlying the database and DBMS, the principles
of database design, as well as the theoretical and physical aspects of relational
databases; read and write SQL scripts of varying complexity; create and modify
database objects; use SQL functions to perform tasks.
18 OPOIB 3302 ¥ HEIMaACTRIPY YoHE Kypc cTynenTrepae axmapaTThik  KayincisnikTi  KyKBIKTBIK —KAMTamachkl3 eTy ICT 1107 SSIB 3221 Kubep
aKIapaTThIK KYKBIKTHIK KYPBLABIMBIMEH GaiiIaHbICTBI Kocion JaFABIIapAb KaJbINTaCcThIPAALL, 0OZhDC HHKCH
Kayincisaikri OPBIHIAYINBLIAP/IBIH [IAFbIH YXKBIMAAPBIHBIH JKYMbBICIHAA AKNAPATTRIK Kayincizaikti 4313 epua
KaMTaMachbl3 eTy/ KaMTaMachl3 eTY/IH YHBIMAACTHIPYUIBIIBIK KOHE KYKBIKTBIK 9/IICTEPiH KONJAHY KoHE ORASIB
Opranuzanuonsoe H AKMapaTThIK KAYIMCI3AIKTI KAMTaMachl3 €Ty JKYHeCiH KeTULAipy *OAaaphl Typaibl 4307
npaposoe odecneyeHHe TYCiHIK KaJBIITACTHIPaIbL/ BI-T 4308
HHOPMALIMOHHOH Kypc Qopmupyer y cTyaeHtoB npodeccHOHANbHBIE  HABBIKH,  CBS3aHHBIC CO CC 4222
OesonmacHocTH/ CTPYKTYPO# npasosoro obecnedeHus HHpOpManuoHHOH Oesonacuoctn Cosmaer
Organizational and NPEACTABNICHHA O NPHMEHEHWM  OPIaHM3AIMOHHBEIX M M[PaBOBBIX METOJOBR
legal information obecrieyerna  unpopmamMoHHOiT  GesonacHocTH B paGoTe  KOMIGKTHBOB
security HCIIONHHUTENCH H IyTSX COBEPLICHCTBOBAHHA CHCTEMBI  ODecredeH s
MHGOPMAHOHHO} Ge30macHOCTH./
The course forms professional skills for students, related to the structure of legal
security information security creates a presentation on the application of organizational
and legal methods of information security in the work of small staff of performers and
ways to improve the system of Information Security.
19 ONIAP 4224 Fruteimu 3eprrey The objectives of mastering the discipline are to familiarize students with the main | K(R)Yall05 | aumiomasix
Heri3aepi xoaHe features of the scientific style of speech, to study the most common genres of oral and | K(R)Yal106 HYMBIC




AKaJCMUATBIK Ka3y/

written academic discourse, both educational and scientific, to develop skills in

JHITOMHASs
OcHogb HayyHOTO creating written and oral educational academic texts based on the idea of their goals, pabota
MCCIIEIOBAHHS U structure, stylistic features, genre differences, as well as mastering the basic principles graduate
aKaZeMHYCCKOe of communication in the academic environment. The course is designed to help work
nUCHMO/ students critically analyze publications in the various humanities and present the results
Fundamentals of of their own research in accordance with accepted standards./
scientific research and LenamMn OCBOCHUS IHCLMIUIMHEI SBIAIOTCS O3HAaKOMJICHHE CTYIECHTOB C OCHOBHBIMH
academic writing 0COOEHHOCTSIMH HAYYHOIO CTHIIA pedH, u3yyeHHe Hanbonee pacnpocTpaHeHHBIX
KaHPOB YCTHOIO H NHCHMEHHOrO aKAIEMHYECKOrO IMCKYPCA, KAK yYeGHBIX, Tak H
COOCTBEHHO HAYYHBIX, (OPMHPOBAHHE HABBIKOB CO3AAHMS MHCbMEHHBIX H YCTHBIX
y4eOHBIX aKaJeMHYECKHX TEKCTOB Ha OCHOBE NPEACTaBICHHA 00 UX UEIAX, CTPYKTYpe,
CTHIMCTHYECKHX OCOOCHHOCTSAX, KAHPOBbIX OTIMUHAX, 2 TAKKE OBJAICHHE Ga30BLIMH
NMPHHLMIAMH  KOMMYHUKAUMH B akajemuueckodl cpeme. Kype NpH3BaH [OMOYb
CTYACHTaM KPHTHYCCKH aHANM3HPOBATH NYONMKAIMH B  061acTH Pa3MTHYHEIX
TYMAaHHTAPHBIX HAyK M M31araTh pe3ylbTaThl COGCTBEHHBIX MCCICIOBAHMIL B
COOTBETCTBHH C IIPHHATHIMH HOPMaMH./
[lonni Mmexrepyniy MIHJIETTEPi CTYNEHTTEPIi FbUIBIMH Ceiney CTHIIHIH Herisri
EPEKUICTIKTEPIMEH  TAHBICTHIPY, OKY KOHE FhLIBIM ayei3mia KoHe kasOaia
AKAACMHAIBIK JMCKYPCTBIH KEH TapairaH JKaHPNAPBIH 3€pTTey, %a30ama sKoHe
aybi3lla OKYy MATIHAEPIH Kypy JaFbLiapbid AampiTy Gosbin TaGbUIanbl. OapbH
MAKCaTTapbl, KYPbUIBIMBI, CTHIBAIK €PEKIIENIKTEpi, XKaHpPIbIK afBIPMAaLIbLIBIKTAPb
TYPAlbl HACAFa HEII3/IENTeH, COHBIMEH KATAp AKAAEMHANBIK OpTajarbl KaphIM-
KaTBIHACTBIH  HEri3ri NPHHUMNTEPIH MeHrepeni. Kype crynenttepre oprypni
TYMaHUTAP/IBIK FHUIBIMAAD OOHBIHIIA KAPHSIAHBIMAAP/B! CHIHH TYPFBIIAH Tanmayra
KIHE KalblLIaHFaH CTaHAapTTapra caiikec o3 3EPTICYNEPIHIH HOTHKENCPIH YChIHYFa
KOMEKTECYTe apHaIFaH.

20 EOPLI 42162 Ouepkocin 3aMaHayH 3KOHOMHMKAaHEIH TYKbIpbIMAaManapbid, KP 9KOHOMHKACLIHBIN  JaMymbIH HITTOMAJLIIBI
IKOHOMUKACEI, TyOereiini xaHa TpaekropusichiHA KOIIYyiH 3epTTey. Bocekere xabruieTri ewnim IIPaKTHKA/
KOCINKepJIiK, WBIFAPBIT,  OTKI3Yy YIIIH  KACimKepmiK Kel3MerTi yiHbIMaacTeIpy. Backapyiusuibik [Mpeanumo

KO110aCIIBLIBIK JKHE MIHZETTepAl Iuemy yurH Herisri BIHTAJIAHIBIPY,  KOcOacWbUIBIK TeopHsAnaphbiH MHas
HHHOBaIusAnap/ seprrey.  Ilepconanasr  Gackapynbi 3aMaHAYH  TEXHOJOIMANAPBIH  MEHTepy. npaKTHKa/
JKOHOMHKA OTpaci, MHHOBamMANBIK  maMyaBlH  Herisri MOJIEJbACPIH, icke acelpy  omicTepin, Undergradua
NpeINpHHUMATEILCTBO KOCIOPBIHAAP/BIH, HHHOBALHANBIK GelICeHIr MeH Gocekere KablneTTinirinin esapa te practice
, IMAEPCTBO U DaiinanbICEH 3epTTeEy.
HMHHOBALMH/ /
Industry Economics, OcBoeHHEe KOHLENIMH COBPEMEHHOH KOHOMUKH, nepexona sxoHoMukn Kaszaxcrana
Entrepreneurship, Ha [PHHIHIHANILHO HOBYEO TPAEKTOPHIO Pa3BUTHAL Oprannzauns
Leadership and NpEANPHHUMATEILCKOH e TeNbHOCTH N0 MNPOM3BOJACTBY M pealH3aLuu
Innovation

BOCTPEDOBAHHOH KOHKYPEHTOCOCOGHO npoaykuu. M3ydenne ocHOBHBIX Teopuii
MOTHBAUMH, JNHACPCTBA [ PEINCHHA  YIPABNCHYECKHX 3ajzay.  Bnageue
COBPCMCHHBIMH  TEXHOJIOTHAMH YNPABNCHMS [epcoHanoM. M3yueHHe OCHOBHBIX
MOJENCH MHHOBALMOHHOTO  DA3BUTHA, METOJOB peanH3aluM  HHHOBALMI;
B32HMOCBA3CH MHHOBAUMOHHON AKTUBHOCTH M KOHKYPEHTOCNOCOOHOIO  pasBUTHA

10




NpeNpPUATHI.

/

Mastering the concept of the modern economy, the transition of the economy of
Kazakhstan to a new development path.

Organization of entrepreneurial activity in the production, sale of competitive products.
Studying the main theories of motivation, leadership solving managerial problems.
Studying the basic models of innovative development, methods for implementing
innovations; interconnections of innovative activity and competitive development of
enterprises.

21 PP 3206 OHuIpiCTIK ic- "AKnaparThlK  Kayinci3mix Kyiecl"  OarblTBIH  IaMBITY/bIH Kasipri skarmaiiel, | KMSZI 3215, | Jlunaomana Kubep
TaxKipubeci 2/ npobeManapsl MeH MepCreKTHBANApPhl TYpPaIsl OLTIMI Oap Oinikti mamammapaeiy | TZKI3301, | wimpakruka/ | mmwen
[IpousBoacTeeHHas NPAKTHKAIBIK NaFAbIIAPBIH KETUIAIPY, AKNApaTThl KOPFAYMEH JepeKTepi Gepynin | OPOIB 3217 | Tpeamumio epus
npaxTHKa 2/ HAKTbl OKyHenepin xobanay, Kypy, naiijanany wxoHe 3eprrey, Kyienepni, PP3219, MHas
Field experience TEXHOJOTHANBIK MPOLECTEP MeH KaOmBIKTapbl OHTailnauappy, xommeroTepaik | P-ASIB 3302, rpaKTika/
practice 2 MOZenbACY I naiijanany, KHI3METTIH Op Typai GarsITTapbina MaMaHJaHABIPBUIFAH B Undergradua
KoHe ombeban Oarnapnamanapaml nmaiinamany, conpaii — ax KBI3METKEpIepaiH te practice
YKBIMAAPBIH 04CKapy CaaChIHAAFbI Ka3ipri 3aManFs! Oinimi Oap GinikTi MaMaHgapALIK
NPaKTHKANBIK AAFBLIAPEIH KeTinaipy./
CosepieHcTBOBaHHE TPAKTHYECKHX HABBIKOB KBATHQHIMPOBAHHBIX CIICIUATHCTOB,
001a72I0NIMX 3HAHHAMH O COBPEMEHHOM COCTOSHMH, npobiemMax M IEpCHeKTHBax
PA3BUTHA  HanpapleHHda —  «Cucrembl  MHQOPMAUMOHHONH  GE30mACHOCTHY,
COBPCMCHHBIMH 3H2HMAMH B 00JACTH NPOEKTHPOBAHHSA, CO3AAHMA, IKCILIyaTALMH H
MCCICAOBAHNA KOHKPETHBIX CHCTEM MEPeladun JAHHBIX C 3aluMToll MHbOpMai,
ONTUMHU3AUMH  CHCTEM,  TEXHOJIOTHYECKMX  NpOLECCOB M 00OpyIoBaHms,
HCIONL30BAHHH  KOMIBIOTCPHOTO  MO/EJMPOBAHHA,  CHELMATH3HPOBAHHBIX M
YHHMBEPCAJLHBIX [IPOrPaMM B PasHBIX HANPABICHHAX MNEATENHHOCTH, 4 TaKAKe
YIPaBISHHH KOJUICKTHBAMH COTPY/THUKOB./
Improving the skills of qualified professionals with knowledge of the current state,
problems and prospects of development of the direction "information security
Systems", advanced knowledge in designing, building, operating and study specific
data transmission systems data security, optimization of systems, processes and
equipment, using computer simulations, specialized and universal programs in
different areas of activity, as well as managing teams of employees.
22 | PP 3223 [TpaxTHKasIK Kypc xammel kon keTkisy skeninepines pyKcaTchis Kipy/eH TO3IMAUTIKKE aKNapaTThIK AKS 2211 CC 4222 Kubep
NEHTECTHHT / KyileHl Tanjay omicTepin 3epmeneynai, Kayincisaix KYHECIHIH  OCan/IbIKTapbld PnP 2223 OB 4313 HHIKEH
[TpakTHyecknit AHBIKTAY/Ibl XKIHE KeLICH]II KOpPFay/Ibl KETULTIPY MaKCATBIHAA MPaKTHKAIA KONAaHYy bl OPSI 2213 JUIUTOMBIK, epust
MEHTECTHHT KapacThIpaisl./ KYMEIC /
/ Kype paccmatpupaer msyuenme Meronos aHanmza mH(OPMALMOHHOMN CHCTeMbI HA JHIUIOMHAS
Practical pentesting CTOMKOCTh OT HECAHKLMOHMPOBAHHOIO JOCTYNa M3 ceTeil oGmiero JIOCTYIIa, pabora/
OOHapysKeHHe YA3BUMOCTEl CHCTEMBI GE30MacHOCTH H NPUMEHCHHE HA NpaKTHKE, B graduate
LE/IAX YCOBEPUICHCTBOBAHHA KOMILUICKCHOMH 3aLI[HTEL/ work

The course examines the study of methods of analyzing an information system for
resistance against unauthorized access from public access networks, detection of
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security vulnerabilities and application in practice, in order to improve comprehensive
protection.

Basaneik nonaep (BIT tamaay Goiibinma KOMITOHEHT)

/ bazosbie nucunninub (BJ1 kKoMmonenT mo BLIOOpY)/ Basic disciplines (DB optional component)

PASIB 32212 AKnaparTeIx & 6 Ilonne cTynentrepai aknapatTsik KayincismikTin Herisr barpapnamaneik-annapatteik | KMSZI 3217 | TSZhI4309 Kubep
KayincisaikTiyg KYPaINapbIMCH,  OJAp/IblH  ChIHBINTAPBIMEH, HErisri ynxunanapeiven  xome | TZKI 3219 UK 43122 HHIKE
MPOrPaMMAJIbIK, MYMKIHIIKTEpiMEH TaHBICTBIPY; nepeKTepai Oepy kesinze KayincismikTi Kamramaces BOS 3301 HEpHs

HKaOJBIKTBIK CTYJIH HEri3ri TeXHOJIOTHANApH! MeH GarmapiaManapel, pyKcaTchi3 Kol KETKIZYIeH BI-T 4309
Kypanaapbl/ KOpFray YIIiH MOHHMTOPHHI 3JHE AKIapaTThl KOpFay YIIiH OJapabl KONJaHYIBIH ps——
[porpammuo- acTanKel AArbLIAPLIH KATBINTACTBIPY KapacThIPEUIa bl \ KYMBIC
anmnapaTHbIe CPEACTBa B mcuunnmme  paccmarpuBaercs  o3makomieHue CTYAEHTOB C OCHOBHBIMH -
HH)OPMAaLHOHHOI TpOTPAMMHO-AMNAPATHIMU  CPEACTBAMM  MHQOPMALMOHHOH  Ge30NaCHOCTH,  HX paGora/grad
OesomacuocTH/ KJIACCAMH, OCHOBHBIMH (YHKIHAMH H BO3MOXHOCTAMH, OCHOBHBIC TEXHOJOIMH M il
Software and hardware nporpaMmel ofecrieyenns Ge30NacHOCTH NMPU nepefade AAHHBIX, MOHHTOPHHIa, A7
means of information SAIUHTEL OT HEC2ZHKIHOHHPOBAHHOTO J0CTYNA H (OPMHPOBAHHE MEPBHYHBIX HABBIKOB
security HX NIPHMEHEHHU 17151 3aIIMTBI HHdopMarym.\
Classes of software and hardware for information security, their capabilities and
functional applicability; basic security technologies in information systems, as well as
in the process of transmitting information; monitoring procedures in the areas of
security and information protection; primary skills of working with the main means of
ensuring information security.
PASIB 32212 | Axnmapatre! Koprayzsin Crynentrepae merisri DarzapraManbIK-annapaTTelK  Kypanjap koHe aknapattel | KMSZI 3217 | TSZhI4309 | Kubep
OarzapnamMablk- KOpray TCXHOJIOTHsNAphI Typansl; Kasipri 3amanrsl BK (Packet Tracer, MAAK, Ideco, TZKI 3219 UK 43122 HHKE
annapaTrTblK Secret Net, App Cheker) maiizanana OTBIPBIN, AKIAPATTBl KOPFrayAbl KaMTamachl3 BOS 3301 Hepus
Kypanaapel ETYAIH eH KaKkchl Tacln men KypanabH Taniaay GoifblHimia, nepexrepai Gepy kesinze BL-T 4309
[Nporpammuo- AKNApaTThl YCTAl KAly/aH, PYKCATCHI3 KOJI JKEeTKIi3yACH KOPFay/bl KAMTAMACKI3 eTyre premm—
annapaTHeIe CPeacTRA ApHAIFAH Kypaniap/ibl KONaHy Typaisl OiiM MeH Jarapiiapsl KIBINTACTHIPY JKOHE KYMBIC
3AIIHTEI MHGOpMaLuH ). e
Software and hardware DOPMHPOBAHHME 3HAHMIT H HABBIKOB Y CTYHCHTOB 00 OCHOBHBIX [POIPAMMHO- paBora/grad
data protection AMMapaTHLIX CPEACTBAX M TEXHOIOTHSAX 3AUIMTEI HH(OPMALIMH; O MPHMEHEHHH CpPeIcTB i

Ul 0DECIEYCHHA 3aIHTEI OT HCCaHKLHOHHPOBAHHOIO [OCTYIa, OT MepexBara
MHOOPMAIMHK NIPH Nepenayn JAHHEIX, MO BBIOOPY Jyuinero crnocoda M cpeicTsa
obecreyeHus 3aMTB MHOOPMALMH C npuMeHeHHem cospemerHoro 1O (Packet
Tracer, MAAK, Ideco, Secret Net, App Cheker u ap.).

Formation of knowledge and skills of students on the basic hardware and software and
information security technologies; on the use of means to ensure protection against
unauthorized access, from the interception of information in the transmission of data,
the choice of the best way and means to provide information protection using modern
software (Packet Tracer, MAAK, Ideco, Secret Net, App Cheker, etc.)
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HNTT 2211

Huawei xeninik

Xarramanap serizinae xeninepai Gipixripy npusinrepi. Xeminepai xikrey. Kemni AKS 2215 PR 3223 IT-
TEXHONOTHATAPHIH tononoruackl. 1P xeminepinge anpectrey. I[P xarramacel. [P keninepinmeri ICT 1107 WEB 4311
3epTTey. MapIIpyTTay XaTramanapbl. KommbioTepaix sxemimepain kixrenyl. OSI kenimik KSPD 3304
M3yyeHune ceTeBbIX Moaens aereiinepi xone TCP/IP newreiinepi. AKNapaTTBIK KOHE HHTEPAKTHBTI BASS 3306
TexHonorui Huawei HuTepHer-pecyperap./
Huawei Network [Mpunupmner o6veniHeHns ceTell HAa OCHOBE NPOTOKONOB. Knaccudukaums cereii.
Technology Training Tononorus cetn. Anpecanus B [Pcersix. [Ipotoxon IP. Ilpotokons MapmpyTH3animm B
IP-cersax. Kmaccuduxamus kommsioTepusix ceteil. Yposun ceresoit mogenn OSI u
ypoeuu TCP/IP. Undopmanmonnsie u nHTepakTHBHbIe MHTEpHET-peCypehl./
Principles of networking based on protocols. Classification of networks. Network
topology. Addressing in IP networks. IP protocol. Routing protocols in IP networks.
Classification of computer networks. OSI network model layers and TCP/IP layers.
Informational and interactive Internet resources..
CCNAIN CCNAV7: XKenire KomnsroTepiik xemninepi KypyasH Heri3ri MpHHIMITEP], KOMIBIOTEPIIK *Kyilenepaiy AKS 2215 PP:3223 Kubep
2211 Kipicre/ IIKI  KYpBUIBIMBI, KOMIBIOTEPJIK ApXMTEKTYPaHBH Oapiblk AeHreinepinjeri ICT 1107 WEB 4311 HHKe
CCNAvVT: Beeaenue B aKnapaTThl eHZey IIpoLecTepi, ecentey »Kyienepi MeH JKeminepiHiH TypJjepi; imiki KSPD 3304 | nepus
cetn/ #OHE CBIPTKBI JKaaThlH KypeulbiMEL, OTK/IP xarramanapsinbiy creri xone OSI monesni BASS 33006
CCNAVT: Introduction neHreiinepinin QyHxuMsnapsel; Kapanaiieiv Keprinixti xeninepai xypy, IP-aapectey
to Networks CXeMaJIapel; MAapIIpyTH3aTOpJap MeH KOMMYTATOPIApIbIH Heri3ri napaMeTpiepi
KoH(HTypanusanay seprreneii./
H3yuarorcs OCHOBHBIEC NPHHLMNEL [OCTPOCHMS KOMIIBIOTEDHBIX CeTel, BHYTpeHHee
YCTPOMCTBO KOMIBIOTEPHBIX CHCTEM, Hpouecchl 00padoTku HHOOpMALMH HAa BCeX
YPOBHAX KOMINBIOTEPHBIX APXHTEKTYP, THIbI BBIMHCIHTEIBHBIX CHCTEM M ceTeil;
CTPYKTYpa BHYTpPEHHEH M BHellHedl namstu, crek nporokonos TCP/IP u dyskumun
yposHe# Mozenu OSI; co3naHue npocteix NOKanbHBIX ceTe, cxembl IP-agpecaium;
HACTPOHKAa OCHOBHbIX MaPAMETPOB MapIIPYTH3aTOPOB U KOMMYTAaToOpOB./
The basic principles of building computer networks, the internal structure of computer
systems, information processing processes at all levels of computer architectures, types
of computing systems and networks, the structure of internal and external memory,
TCP/IP protocol stack and functions of the OSI model levels, creation of simple local
area networks, IP addressing schemes, configuration of basic parameters of routers and
switches are studied.
Beiiinnik monaep (BII Yuusepcurer komnonenti)/ Ipoduasueie qucuummnsl (1] By3osekuii komnonenr)/ Profile disciplines (PD University component)
BOS 3301 OnepauMoHABIK Kypc kecibu cananarbl 3amanayn OX-niH Kayincizgirid KaMTaMace3 eTy Jarblnapsl ICT 1107 PASIB 3221 | Kubep
Kyitenepain TypaJbl Heri3ri Tycinik Gepeai: onepansibIK Kyienepaid opTypai pecyperapbina kon | OSL 2213 ADS 4308 | nmxe
Kayincisuiri/ KETKi3y KYKBbIKTADBIHBIH CeHiMAl JkyMmbiC icTeyin, Oeninyin xamTamacwis ery; | AOSW 2214 | ASS 4308 | uepus
bezonacuocTs onepanManbK  KyieHi  Oanray;  kyHere — naiijanaHymisuiapasl  KOCY/ORO,
OMEPALHOHHBIX napaMmeTpiepal  TaHjlay, JKeIUK [apaMeTpiacp KOH(HIypaunuscel, Opanamaysp CC 3305
cucrem/ napameTpiepi./

Security of operational

Kypc maer Gasosoe mpescTarnedHe o HapblkaxX  obecrevenns 0e30macHOCTH
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systems

coppemennrix OC B chepe npodeccnonansnoii obmacTi: ofecneseHHN HAACKHOTO
DYHKUHOHHDOBAHMS, pPA3CPAHHYCHMH NPAB JOCTYNA K PasTHYHBIM pecypcam
ONEPALHOHHBIX CHCTEM; HACTPOIKH ONEPAlHOHHON CHCTEMBI; 100aBACHUN/ YIaJICHHH
nob30BaTenell B CHCTEMY, BbIOOpA HACTPOEK, KOH(UIYDAIMH CETEBBIX HACTPOEK,
HacTpoiiku Opanamayapa./

The course provides a basic understanding of the security skills of modemn operating
systems in the professional field: ensuring reliable operation, differentiation of access
rights to various operating system resources; operating system settings; adding
/removing users to the system, selecting settings, configuring network settings, firewall
settings.

SSSIB 33042 AKnapaTThIK Crynentrepne Mema GarbiTrap  GoffblHIIA  OixiM KaJlbINTacTeipy: akmapartslk | OPOIB 3217 SSIB 3304 | KuGep
Kayincizaik Kayincismik — Kypanaapel MeH OarJapiaMaiblk  KaMTAMachl3 CTYZIH CalachiH OIB 2208 ACD 4222 | umxe
KypanaapblH Oaranaynarsl Herisri GarbITTap; aKnapaTThIK KAyincisaik KYpanjapeln cepTuduKaTray ORASIB Hepust

CTaHIApTTay XKIHE KOHE CTAHIAPTTAy NMPOUECIHAErT HOPMATUBTIK KYKATTAPIBIH TEOPHSAIBIK HEri3iepi; 4307
ceptuduKarray / AKNapatTblK Kayinci3alik Kypaijapeli CTaHIapTTay JKaHe JHIEH3HANAY CANachlHAAFEI ASS 4308
Crangapruzanus u Herisri G6arbiTTap/ CC 4222
CepTH(HKALUS CPECTB DQopmupoBaHHe y CTYIEHTOB 3HAHHII MO HarpapJICHUAM: OCHOBHBbIE HAIIPaBICHUA B OZhDC
HHGOPMALUOHHOM OLCHKE KayecTBa CPEACTB HMH(POPMAUMOHHOH OE30MACHOCTH M NPOrPAMMHOIO 4313
OesonacHocTH / ODCCMeYeHHs; TCOPETHYECKHE OCHOBEI HOPMATHBHBIX OOKYMEHTOB NPH Ipopecce UK 4312
Standartization and CCPTHOMKALMH M  CTAHIAPTH3ALMH CPCACTE  MH(OPMALMOHHON GE30NaCHOCTH; Il
certificate means of OCHOBHBIC HANPABACHHA B OONACTH CTAHAAPTH3ALMH H JIMLEH3HPOBAHHH CpPEJICTB
informational safety HH(OPMALMOHHOH He30MacHOCTH
/
Formation of students' knowledge in the following areas: the main directions in
assessing the quality of information security tools and software; theoretical foundations
of regulatory documents in the process of certification and standardization of
information security tools; the main directions in the field of standardization and
licensing of information security tools
KVR 33052 Kommelorepaix 3uAHabl  Garmapinamanapiel  Typrnepi.  "Bupyc  Topisai” Garmapnamamapaely | TZKI 3219 WEB 4311 | KnGep
BUPYCTAp HoHe CHIIATTAMACEL.  Bupyc  Kypacteipymsinap.  AHTHBHPYCTHIK Oargapnamanapaeiy | KMSZI 3217 CC 4222 HHXKe
PYTKHTTEp / epexwenikrepi. IlonumopdTsl renepatopnap. AHBIKTay KoHe 3QJIAJICHI3IAHABIPY ACD 4222 | uepus
KomnsiorepHsie apicrepi./ Al
BHUPYChI H PYTKHTEI / Tunbr BpenoHocHbIX mporpamm. XapakTepHCTHKA «BHDPYCOIOA00HBIX» MIPOrpamm.
Computer viruses and Konctpyktoper  BupycoB.  OcoGenmocts  paGoTsl AHTHBHPYCHBIX  TIPOIPAMM.
rootkits Hommopdusie reseparops. Crioco6sr 0GHapykerns 1 00e3BpeKHBAHHUA./
Types of malware. Characteristics of "virus-like" programs. Virus constructors,
Features of antivirus programs. Polymorphic generators. Methods of detection and
neutralization.
PDP 43012 Junnomaniel JMIUIOM  anfblHAarkl  [PAKTHKAZAH OTy  GaphICHIHAA CTYACHTTCP  KOCIOPBIH Bapaeix Junnom Kubep
Taxipubeci/ yaepictepin  Gackapy — KypbUIBIMBIH, — KOpPFay/bl YHBIMIACTBIDY — Maceselnepis, 3epTTenreq HHKE
INpennnnomuas aKMAapaTTblK - KAayiNCI3AIKTIH KeWIeHAl >Kyiienepid, aKmaparThl Keniix Kopray | MoimeTTep/ HepHS
NpakTHKa/ KYpaJIlapblH #OHE KYKBIKTBIK HOPMaJapael ecKepe OTHIPhIN Kayinci31ikTi KaMTaMacss Bee
Predegree practice eTyni  3epreneiisi, mepbec HMHKEHEPNK  KYMBICTBI AKYPri3y, 3epTTeyiep MeH H3Y4YEHHbIE

14




OKCNEPHMEHTTEp KYPIi3y AarAbUIaphIH JAMBITA/bL, JAHILIOMIBIK KOOAHB! a3y yIIiH

JIOCLMTIIHHEL

KAMKCTTI MaTepHAIbl TAHAAIIb1. All studied
B npouecce npoxoxaerHus npeMIOMHOIl NPAKTHKH CTYACHTH H3YHAI0T CTPYKTYPY dossiplines
YUPEBJICHHS  MPOLCCCAMM  NPEINPHATHA,  BONPOCHI  OPraHM3alMM  3alIMTHI,
IIPOCKTHPOBAHHE KOMIUICKCHBIX CHCTeM HH(OPMALHOHHONH Ge30MaCHOCTH, CpPeacTB

CeTeBOi 3aluTbl MH(OpMANHK 1 obecrieucHneM GE30MaCHOCTH ¢ YYETOM TPABOBBIX

HOPM, pa3sBUBAIOT HABBIKH BEJEHHA CAMOCTOATENLHON HHXCHEPHOH paboThl,

TNPOBE/ICHHS UCCNIC/IOBAHNI M 3KCNEPUMEHTOB, NOIOHPAKOT HEOOXOAMMBIH MaTepHan

JUISl HATIHCAHHUSA JIMTIOMHOTO IIPOEKTA.

In the process of passing the pre-graduate internship, students study the structure of the

enterprise's process management, issues of protection organization, design of complex

information security systems, information network protection and security, taking into

account legal norms, develop skills of independent engineering work, research and

experiments, select the necessary material for writing a thesis project.

ORASIB 4307 AKNaparTeIK 5 7 AK Toyekennepin Garanay some Ttannay, AK xylienepine ayamropmsik Tekcepy | TZKI 3219 aunnomaelk | Kubep
Kayinci3aik skyHeciHin KYPrisydis omicTepi MeH TexHonorusnapsl; yiibivaa AK skyitenepin yitbimaacTeipy | OPOIB 3302 KYMBIC / HHKE
ayIUT] KOHE TOYEKEIIiH KoHe Gackapy NPHHIMIITEDIH, 3ePTTey JAICTEPiH KOMIAHY NAFIbLIAPbIH AAMBITY./ SSSIB 3304 IMIUIOMHAs | Hepus

Oaramay/ Ouenka u ananus puckor Wb, MeToAbl M TEXHOMOrMHM MpoOBeAeHHS ayIHTOPCKOH pabora/
OueHka pHCKOB H npoeepku cuctem MB; pasBuTHE HABHIKOB HMCNONB30BAHHA METOAOB HCCIIEIOBAHMA, graduate
ayIaMT CHCTEM NPHHIHIOB OPranu3aluu 1 ynpasienns cucteM Ub B opranmsanym./ work
nHbOPMALMOHHO Assessment and risk analysis of information security, methods and technologies of
tezomacHocTH/ audit it security systems; development of skills in using research methods, principles of
Risk assessment and organization and management systems of information security in the organization.
audit of information
security systems
Beiiinaix monaep (BII tanaay Goiibinma komnonent) / TIpoduiibHble IHCHHILIAHBI (ILI-KB)/ Profile disciplines (PD optional component)
KSPD 3304 HepexTepai bepyniy 5 5 Ocbl KYPCTBI OKy HOTIKECIHJE CTYACHTTCP KOPNOPATHBTIK KEMLIIK apXHTEKTypaHbI ICT 1107 ADS 4308 | Kubep
KOMIIBIOTEPJIIK KYpy; OKeNiHi oKIMIINeHTipy, MOHHTOPHMHIiEy JKoHE Kayincismiri, emimik AKS 2215 BI-T 4309 | unsxen
xeninepi/ KaOJBIKIEH JKYMBIC iCTey; CTaTHKAaubIK, AMHAMHKanbIK IP ajpecteyai Ganray; CCNAIN OB 4313 epus
KoMnerorepusie cetn CTAaTHKAJIBIK 3XOHE JAMHaMHKalelK [P anpecteyni mapupyrrayael TaraiibiHzay; 2211 piIn
nepesayun JaHHbIX/ kommytatopaa  VLAN  TexmomormsacelH — Konjgamy,  okeninik  aapectepmi | HUM 2112

Computer network and
data transfer

TPaHCIAUMANIAY Bl JKYPIi3y NarabllapblH MeHrepeai. Axnapattsl Gepy OpTachlHia
AepexTepai Oepy MPUHUMITEPI, KOMMYTALMs NPHHUMITEP] 3epTTeneni. MapmpyTray
erKel-TerKeiini 3epTTeneni: CTaTHKANBIK KOHE THHAMHKAJIBIK,

B pesymbTaTe M3yueHMA MAHHOrO Kypca CTYJEHTBI OCBOAT HABBIKH CO3JaHMA
KOPNOPAaTHBHOH CETEBOH APXUTEKTYPB;  AAMHHHCTPHPOBAHMS, MOHMTOPHHTA W
OesonacHocTu ceTH, paboTel ¢ ceTeBBIM 00OPYI0BAHHEM; HACTPOIMKHM CTATHYECKOIl,
Annamuyeckoi I[P anpecannm; HasHauenus MaplIpyTH3alMM — CTATHYECKOH M
AuHamuyeckoit 1P anpecaumy; npumenenna rtexsonorun VLAN B kommyTtatope;
NPOBC/ICHNS TPAHCIIALNK CETEBbIX a1pecoB. M3yyaloTes NPpUHIMIE Mepeayy JaHHbIX
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B Cpene mepenaud MHQGOPMALMH, NPHHLMILL KOMMYTALMH. JleTaubHO H3ydaercs
MapUIPYTH3aIMa: CTATHYCCKAS H JMHAMHYECKAs.

As a result of studying this course, students will master the skills of creating a
corporate network architecture; network administration, monitoring and security,
working with network equipment; configuring static, dynamic IP addressing; assigning
static and dynamic IP addressing routing; using VLAN technology in a switch;
broadcasting network addresses. The principles of data transmission in the medium of
information transmission, the principles of switching are studied. Routing is being
studied in detail: static and dynamic.

BASS 3306

Kyiienepnin skone
JKeninepain
Kayinci3airi ;koHe
SKIMIIIIiKTEH
OackapbLtybl/
besomacuocts u

aJIMMHHCTPHPOBAHHE

CHCTEM H ceTeil/
Security and
administration of

systems and networks

Bupryanner apranap men onapabin reLisivu HETI3IEPIHIH TYHHEIAepiH KypyMeH
Kasipri 3aMaHrbl KeNLIiK TeXHONOrHANTAPABIH KayiNci3airi MeH Tangaybli KaMTaMachl3
€Ty mNpHHLMNTEPI MeH odmicrepi. JKeniapamsik SKpaHJApAbl NaljanaHa OTHIPHII,
Kayineis sxeminepai  KypymbiH Ka3ipri 3aMaHfbl TEXHOJOIHsIaphl, MU paayas!
naifianana  OTHIpBIN, JepexTepi HHTCPHET apKpUibl Oepy, aublK apHa apKbLIb]
Oepinerin fepeKTepain KyIMHANBLIBIFBIH KAMTAMACH3 ery./

[IpuHumns: u Metoas! obecrnieueHns Ge30nacHOCTH U anatHsa COBPEMEHHBIX CETEBBIX
TEXHONOIHH C MOCTPOEHHEM BHPTYalbHBIX KAHAIOB M TYHHENEH MX Hay4HBIX OCHOB.
CoBpeMeHHBIE TEXHOJNOTHHM IOCTPOCHMA GE30MACHBIX ceTeii ¢ HCIIONIB30BAHHEM
MEKCCTCBBIX  SKPAHOB, IMEPeAaya JaHHBIX Yepe3 MHTEPHET C HCIOJNBb30BAHHEM
wHppoBanus, ofecneyerne KoHpHICHINATLHOCTH NEPEeaBaeMbIX JaHHBIX uepes
OTKPBITBLH KaHaL./

Principles and methods of ensuring security and analysis of modern network
technologies with the construction of virtual channels and tunnels of their scientific
foundations. Modern technologies for building secure networks using firewalls, data
transmission over the Internet using encryption, ensuring the confidentiality of data
transmitted through an open channel.

ICT 1107
KSPD 3304

ADS 4308
BI-T 4309
OB 4313
byl

Kubep
HHIKEH
epus

TZBD 4311

Hepekkopasl Kopray

TEXHOJIOTHANApbL/

TeXHOJIOrHH 3aIHUThI

0a3 naHHpI/

Database protection

technologies

Crynentrepne TapaThuiFan akmapaTTIK KyHenepin  Kayincisairi, okimMminenaipy
KQHE CepBEpIK Kougay GeiriHae, connaii-ax MICeNeNepai Ulenly JaFAbLIAPhIH Hrepy,
AepexTep 0asachlHaFbl aKNapaTThIH Kayincisairii  KaMTamachls eTy, KeifiHHeH
TMPaKTHKAIBIK nNalifanany YmIiH JepeKTepai cakray xoHe i3geyni YHBIMIACTBIPY
KaruaTTapel GoHplHINA aepektep 6azackl KYHENepiHin  aKnapaTTelK Kayincismix
Herisaepi TycinikTepin KanemracTeipy. Monimerrep Oa3achli KelleHai Koprayibl
xobamay. AKmapaTThIK Kyienepal xo0anayaplH acnamnThik Kypangapel. PL[/SQL
TiniHAE JepexTepai eHaey onepaTopnapsl./

DopMHpPOBaHHKE Y CTYIEHTOB NOHATHII OCHOB HH(OPMAIMOHHO# 6e30MACHOCTH CHCTEM
0a3 JMaHHBIX KaK B 4acTH Ge30mACHOCTH, aIMMHHCTPHPOBAHHA M  CEPBEPHOI
TMOLEPIKKH paclpeieIeHHbIX HHDOPMALMOHHAIX CHCTEM, TaK M /Ui NPHOGPeTeHus
HaBBIKOB PCIIEHHA BOIPOCOB, obecneucHHA Be30MacHOCTH undopmanin B Gazax
AQHHBIX, NPUHIKIOB OPTAHU3ALMH XPAHEHHA H MOMCKA JAHHBIX, JUIS TOCIICAYIOLIEro
TIPAKTHYECKOT0 HCNONMB30BaHMA. [TPOSKTHPOBAHHE KOMIIEKCHOM 3aLIUTEl 633 JAHHEIX.
MHCTpyMeHTanbHBIE  CPEJCTBA  MPOSKTHPOBAHHS MHQOPMALUMOHHBIX  CHCTEM.
Onepatopsl 06padoTKH JaHHBIX B A3bIKe PL)/SQL. /

Formation of students ' concepts of the basics of information security of database

ICT 1107
DBD 3218

JHTLTOM/IE]
K AYMBIC
/nnmnoMHa
1 pabora/
graduate
work

Kubep
HHKEH
epus
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systems both in terms of security, administration and server support of distributed
information systems, and for the acquisition of skills in solving problems, ensuring the
security of information in databases, the principles of organizing data storage and
retrieval, for subsequent practical use. Designing comprehensive database protection.
Information system design tools. Data processing operators in PL|/SQL.

BSYBD 4311 Jepexkopaer Sackapy Jlepexrep 6a3achIHBIH AKNAPATTHIK KAYINCI3AIriHIL Heri3/Iepi; TApaThUIFAH aKIapaTThIK ICT 1107 [pennumn | Kubep
Kylenepinin KyiHenepai Gackapy skoHe ceppepiik Konjay; naepekrep 0asachlHa aKMIAPATThIK DBD 3218 OMHas HHIKEH
Kayincizairi/ Kayincisaik Macenenepin wenry ARFIILIIAPbIH, KEHIHIT NPAKTHKANBIK NaiIanady yiiH MPaKTHKA epus
BesonacHocts cuctem JIepeKTEep I cakTay MeH i3zeyni YHBIMIACTRIPY KAFuAapbIH MEHTEpy./ JHIUTOMIBI
ypaBneHus 0azamu OcHoBbl nudopMannonnoil GesonacHocTH cHeTeM 6a3 NIAHHBIX; aIMHHHCTPHPOBAaHHE K JKYMBIC
JAHHBIX/ 11 CCPBCPHAA TIOMNCPIKKA PACTIPENICIICHHBIX HHPOPMAIMOHHBIX CHCTEM; MPHOGPETEHHE /munuoMHa
Security of database HABBIKOB PEIICHMA BONPOCOB oObccneyeHus GesonacHOCTH uHopMamuu B Gasax s pabora/
management systems AAHHBIX, NPUHIATNIOB OPraHU3ALMH XPAHEHHS M IOMCKA JAHHBIX, I NOCIELYIOLEro graduate
IPAKTHYECKOI0 HCIIOIb30BaHMS./ work
Fundamentals of information security of database systems; administration and server
support of distributed information systems; the acquisition of skills to address issues of
information security in databases, the principles of organizing the storage and retrieval
of data for subsequent practical use.
BI-T 4309 Hureprer- Hurepretke eny ymin waGysumaymsl naiigananatern Kasipri 3aMaHFel djicTep, OSL 1210 mamiomaer | Kubep
SIT 4309 TEXHOJIOI HATAPBIHBIH HHTepreT-TeXHONOrHANAP ALl  PYKCATCBI3 KO METKIZYEH KODFayfblH KeIIeH] OSU 1210 K KYMbIC / | HHIKeH
Kayincizairi/ KYPIIAPBIHBIH OPEKET €Ty NpPHHUMNTEPI MEH Mymkiumikrepi. KonmanGaner skome EH 3219 JHUILIOMHA epust
BesonacHocTh CCAHCTBIK JIEHICH/Ie aKIaPaTThl KOPFay/hl KAMTAMAChI3 eTy anictepi MeH Kypanaapsl, | OPOIB 3208 A pabora/
Hurepuer- WEB-kochMIanapas1 Kopray Tacinuepi./ SSIB 3221 graduate
TEXHOJIOTH/ CoBpemeHHbIE METOABI, HCHONB3yeMble HAMAaJAOUMMH  [UI1 TPOHHKHOBEHHA B OPSI 2213 work
Security of Internet HHTCPHCT, NPHHLMOLI ASHCTBUS M BO3MOMKHOCTH KOMILIEKCHBIX cpencTB 3amutel | BASS 3220
technologies HHTCPHET-TEXHONOTHHA OT HECAHKUWMOHHPOBAHHOTO JOCTyma. MeToabl M cpeacTsa
ofecneuenns 3amHThl HHGOPMALHH HA IPHKIATHOM H CEAHCOBOM YPOBHE, TIOAXOBI K
samure WEB-npunoxenuii./
Modern methods used by attackers to penetrate the Internet, the principles of operation
and possibilities for comprehensive protection of Internet technologies from
unauthorized access. Methods and means of ensuring information security at the
application and session level approaches to WEB app security.
ADS 4308 Homen xylienepiuin HoMennix xyHenepai yilbiMaacteipy sxoHe KYPY TEXHOJOTMSNAphl, CepBepaik OSL 1210 [Mpepnunn | Kubep
oKiMIIiIEHY1/ ONEPALAIBIK KYHEIePAiH HErisri KOMIOHEHTTepi KoHe KYpam/IaybluTapIblH, e3apa BOS 2211 OMHas HHXKEH
AIMHHHCTPHPOBaHHE IC-KMMBIT  Tacinzepi, Mureprer  xemicine kom  erxisy omicrepi  wmen | KSPD 3218 HpaKTHKa epus
JOMEHHBIX CHCTEM/ YHBIMIACTBIPLULYBI,  ONCPALMIBIK  Kylenepai KOpFay  KypamJIayblITapbIH JIMIUIOMIIBI
Administration of akiMuminenaipy, Tannay sxone Gackapy KaruJaTTaphl, ONEpaluanbK KyHene Kayincis K ¥KYMBIC
domain systems KYMBICTBI YHBIMAACTBIPYBIH Herisri Tocinuepi, OPTYPJI KYPBUIFbIIADFA AKNAPATTHI /munmoMHa
Kayinci3 eHrisy-uIbFapy KarMIaTIapbl KoHe AEPeKTEp arbIHAAphl MEH ApHanapbIH s pabota/
yHbIMAacTrIpy, Active Directory kopray kome Kayinciairi./ graduate
TeXHOIOrnN OPranM3aliy 1 NOCTPOCHNS IOMEHHBIX CHCTEM, OCHOBHBIC KOMIOHCHTEL work

CEPBEPHBIX ONEPALIHOHHBIX CHCTEM M CIMOCOOLI B3aMMOCHCTBHA KOMIIOHCHT, METOAbI
H OpraHHu3anns JOCTVYIId B CeTh H\Hzﬂnﬁ!nﬁ IIPHHITHITB] AAMHUHUCTPHPOBAHMSA, aHAIIM3A U
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YUPABJCHI KOMIOHEHTAMM 3allMThl ONEPAIMOHHBIX CHCTEM, OCHOBHBIC CIOCOGL!
OPraHH3aUiN Oe30NacHOM PabOTH! B ONCPALHOHHO CHCTEME, NPUHIMIE GE30MACHOI0
BBO/Ia-BBIBO/IA MH(OPMAIUM HA PA3THYHBIC YCTPOHCTBA M OPrAHM3ALMIO NIOTOKOB K
KaHA10B NaHHBIX, 3aIIMTA U GesomacHocTs Active Directory.
/Technologies of organization and construction of domain systems, the main
components of server operating systems and ways of interaction of components,
methods and organization of access to the Internet, principles of administration,
analysis and management of components of protection of operating systems, the main
ways of organization of safe work in the operating system, principles of safe input and
output of information to various devices and organization of data flows and channels,
protection and security of Active Directory.
ASS 4308 Cepeepuix xyiienepui Bakanaspnapast  Windows  Server OmepauMAIbIK Kykhecin Oackapy wHeriziHme OSL 1210 lpepnumn | Kubep
Oackapy/ KOPIOPATHBTIK  JKeNiHi mpakTukanblk KoGanay KaruIaTTapbIMEH  TaHBICTBIPY, BOS 2211 OMHas HHIKEeH
AIMHHMCTPHpOBaHHE YHEIMHBIH aKnapaTTblK KyieciH skeminik OKIMILINEHMIPY/TiH Teopuschin 3epueney | KSPD 3218 NpaKTHKA epus
CEPBEPHBIX CHCTEM/ KIHC NPAKTHKANBIK JAFABIIAPIH any, coHaaii-ak Windows Server, kaTanor keizsmeri JTMIIOM 1B
Administration of (Active Directory), sxeninix HHpakypsUbIM Kpi3meTi (DNS, DHCP, WINS) nerizinne K XYMBIC
server systems KENLIIK CepBepIiK ONEePalMAIbIK >KyiieHi acKapyablH NPAKTHKAIBIK AAFIBUIAPBIH /nuruoMHa
amy./ a1 pabora/
Osnakomnenne GakanaBpoB c NMPHHIMOAMHA  IIPAKTHYECKOr0 MPOEKTHPOBAHUA graduate
KOPNOPATHBHOH CeTH HAa OCHOBE YNpPAaBICHHS onepauuMoHHOi cucremoii Windows work
Server, HlyueHHEe TECOPMH M  mOTyYeHMe NPAKTHYECKMX  HABBIKOB CETEBOIO JI1
4AMHHHMCTPHPOBAHHA HHPOPMALMOHHOI CHCTEMBI OPTaHH3ALIMH, @ TAKKE MOJTY49CHHIO
TNIPAKTHYECKHX HABBIKOB YNPABJICHHs CETEBOH CepBepHOIl ONepalHOHHOI CHCTeMOl Ha
6asze Windows Server, cnyx6oii kartanoros (Active Directory), ciyx6oii cereBoii
HHpacTpykTypsi (DNS, DHCP, WINS)./
Familiarization of bachelors with the principles of practical design of a corporate
network based on the management of the Windows Server operating system, studying
the theory and obtaining practical skills in network administration of the organization's
information system, as well as obtaining practical skills in managing a network server
operating system based on Windows Server, directory service (Active Directory),
network infrastructure service (DNS, DHCP, WINS).
WEB 43112 WEB sxone Mobumnsaik Be6-kochiMmanapra kayin Tenaiperin BekTop; OWASP moneni Goiibinwa xayincizaix | TZKI 3219 Hpenaumn | Kubep
KOChIMILIANIapaa ayauti; OWASP 2010/2013 / 2017RC2 merisri Tanantapel; Web-nnardopmanap | KMSZI 3217 OMHas HH3KEH
Kayincisaik maceneci KYMBIC ICTEHTIH OCANABIKTAP/BI AYAHT KoHe KOI0; ysuibl mnaThopmanapass, Android PP 3223 NpaKkTHKA epus
bezonacrocts WEB oHe I0S KOCBIMLIAJIapBIHBIH, KAYinTi Mojeni JHUITIOMIBL
MOOHIIBHBIX Bektop yrpos  web-npunoxenuii; ayaut GesonacHocTH mo mozenn OWASP; K KYMBIC
[IPUI0KEHH A OcHoBHele  TpeGoBanms OWASP 2010/2013/2017RC2; aymur u YCTpaHeHHe /MUIUIOMHa
Security issue in WEB YABUMOCTEH  QyHkumonupyomux Web-nmathopm; mozens YIPO3  MOOHIBEHBIX A pabora/
and Mobile naarhopm, Android u 10S npunosxenmuii graduate
Applications Web application threat vector; security audit by OWASP model; The main work
requirements of the OWASP 2010/2013 / 2017RC2; auditing and eliminating AIl
vulnerabilities of functioning Web platforms; threat model of mobile platforms,
Android and I0S applications.
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9 | CC 42222 Komnsrotepnix OObekTinepain aKnapaTThlk Kayincisairize Teserin Kayir-Katepiepli aHbIKTayablH SP 3201 munnomasl | Kubep
aHaIuTHKa/ HKanIbl NPUHIMITEP], Kayincisfaikke TOHETIH Kayill-KaTepiepre Kapchl 1C-KMMBLI OSP 3201 KKYMBIC / | HMHXCH
Komnrrorepnas anicTepi d3ipney. OpblHAAYIIBLIAP YHKBIMBIHBIK HYMBICBIH YiibimaacTeipy, [Tikipaep OSL 1210 JIHIIOMHA epus
aHaynuTHKa/ CNEKTPI KarJalblHAa Oackapy weiimin Kadbuiaay, *yYMBICTAPAbl OpPbIHAAY TOPTiBiH BOS 2211 A pabora/
Computer analystics aHeIKTaY. / KMSZI 3217 graduate
OOwwe NPUHLKIBL BBIABICHUA YIPo3 uHpopManHoHHOi Ge3onacHocTH OGBEKTOB, work
pa3paboTKa METO/IOB IPOTHBOAEHCTBUS yrpo3aM 6e30nacHOCTH. Opranmsamus paGor AIl
KOJUIEKTHBA HCHONHHTENCH, NPHEM YNPABIEHYCCKOrO PENICHHA B YCIOBMAX CHEKTpa
MHCHHIT, ONPC/Ie/IeHHE OPSAKA BbLIOAHEHMA PaboT. /
General principles for the identification of threats to information security of objects,
development of methods to counter security threats. Organization of work of collective
of executors, acceptance of managerial decisions in terms of the spectrum of opinions,
determining the order of execution.
10 | ACD 42222 Hndposik monenmepai KomneroTepaik aknaparka GaitnaHbicTl KBIIMBICTap/b! anty. CanablK Qonengemenepi OSL 1210 numiomasr | Kubep
Tangay / seprrey. Jlanenaemenepai isgey, any xoue cakray saictepi. CanIbIK KYpBUIFBLIAPAAH BOS 2211 K KYMBIC / | HMHKEH
Ananms nudposbIx TaObUIFaH Ma3MYHJIbI KAJNBIHA KETIPY KaHe Tanzgay./ OPOIB 3302 | aunnomza epHs
JI0Ka3aTensCTe/ PackpeiTHe  npecTymnenmii,  CBS3aHHBIX ¢ KOMIbIOTEPHOH — MHbOpMauunei. 1 pabora/
Digital Evidence Hccnenosanne mudpossix  moxasatenscts.  Mertomsl MIOMCKA, TOIYYEHHS H graduate
Analysis 3AKpEIUICHHsA I0Ka3aTeNbCTB. BOCCTAHOBICHHE M aHANH3 CONEPAUMOr0, HAIECHHOrO work
Ha 1MPpPOBLIX yCTpoiicTBax./ A1
Disclosure of crimes related to computer information. The study of digital evidence.
Methods of searching, obtaining and securing evidence. Recover and analyze content
found on digital devices.
11 | UK 43122 Kubepxesnicrikri AKIApaTThIK Kayincisgik Kei3merTepin YHBIMIACTBIpY x0He Oackapy, Aknapattelk | KMSZI 3217 ATl Kubep
dackapy: KayINCI3/lKTiH KyKBIKTBIK acrexTinepi; AKNapaTTelK KayincismikTiy iwki sxome | BASS 3306 HHIKEH
Kacinopsiunsix, XaNBIKAPATIBIK  CTaHAApTTaphl; Kayincisaik cascatel MeH pacimmepin  osipiey; epusi
YATTBIK KOHE kuGepkayinTepai seprrey; AX ayauti; AXK TayeKenaepin dackapy;/
XanbIKapaiblK JAeHrei Opranusaums u  ynpaenenme cayxGoi  3amHThbl UB; TlpaeoBbie acnexTsl
Ynpaenenue HHGOpMaLMOHHON GesonacHocTH; OTedecTBEHHBIE W MEK/YHAPOIHbIE CTAHAAPTHI
kubepbe3onacHocTo: HHOpMaIHOHHOI GesonackocT; PaspaboTka mOMMTHK npoueayp Oe30nacHOCTH;
YPOBEHb IIPEANPHATHI paccienoBanue knbepyrpos; ayaut Mb; Y npasnenue puckamu UB;/
H CTpaH Organization and management of information security services; Legal aspects of
Cybersecurity information security; Domestic and international standards of information security;
management: Developing security policies and procedures: investigation of cyber threats;
Enterprise, National Information systems audit; IInformation systems risk management;
and international level
12 | PKSIB 43122 AKnaparTsIK KYKBIKTBIK  Herispiniriv, oxiMuwinik-Gackapymbuiblk  keHe TexHukanblk  icke | OEKSB 4307, A1 Kubep
KayincizaikTiyg ACBIPLLTYBI MCH OPBIHABLIBIFBIH €CKePe OTHIPHIN, AK-Hbl KaMTaMachl3 eTyaid kewenni | TSZhI 4300, HHIKEH
KeleHi xyiienepin KYHenepin xo0ajay; anmapaTThK KaHe Oarjapnamanslk Kypangapasl, aknaparre! | P-ASIB 3302, epus
xobasay/ KEIIK  KOPFay —Kypauiapbi MHTEIPALMATAY jKoHE (M3MKATBIK KON IKETKi3y ADS 4311
[poextuposanuc KayiNci3airin KaMTamMackl3 eTy KoJIbIMEH, COHali-aK KYKbIKTBIK HOPMAJIAPABI €CKepe
KOMIUIEKCHBIX CHCTEM OTBIPEIIL, AKNAPATTBIK KayiNCI3AIKTIH KenleHai xyilenepin xobanay. /
HHQOPMATIHOHHOI IlpoeKTHpOBaHHE KOMIUIEKCHBIX cucTeM obecneucuns WB ¢ YYETOM IIPABOBO
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besonacuocTh/
Design of integrated
information security
systems

ODOCHOBAHHOCTH, AIMHHHUCTPATHBHO-YIPABICHICCKOM 1 TEXHUUECKOIL PeaNT3yeMOCTH
W 1eNeco00pasHOCTH; NPOEKTHPOBAHHE KOMILICKCHBIX CHCTEM HHGMOPMALMOHHOI
0e30NacHOCTH MyTeM MHTCrPALMH ANNAPATHBIX H NPOTPaMMHBIX CPEJICTB, CPEACTB
CeTeBOH 3aunThl HEPOPMAH 1 obecrederneM GE30MACHOCTH (PHIMYECKOrO 10CTYII,
a TAKIKE C y4eTOM IPABOBBIX HOPM. /

The design of integrated systems of security subject to the legal sufficiency,
administrative and technical feasibility and appropriateness; the design of integrated
systems by integrating hardware and software, network information security and
security of physical access, and subject to legal norms.

13 | TSZhI 4309 AKNapaTThl KOpFayIbiH "AKNapaTTel  KOPray/IbiH TCXHMKANBIK KYPammapbl" KypChIH OKy HATHKECIHIC CS 2214 aumnomanl | Kubep
TEXHUKATBIK Kypa- CTYACHTTCp AKIAPATThl PYKCATCHI3 KOJI XKETKI3y/IeH JKOHE OFaH PYKCaTchls acep etynen | P-ASZI3302 | JKYMBIC | HHIKEH
HaOIpIKTaphl/ Koprayra, OFaH 3amibl KOJ KETKi3yai GyraTTayra, aKmapaTka esre Je 3aHCBI3 acep /AMIIoMHA | epus
Texunueckue cpencraa €Tyre, COHAaH-aK  OHBIH KOpfanyblH  OakplJayFa — apHamad  TeXHMKAJIBIK, |
3aIHTh! HHGopMarn/ Oarzapnamansix, Gar1apnaMabK-annapaTThK KyPasIapMeH TaHbICATbL. AKnaparTeiH paboTa/gra
Technical equipments Tapany apHanapbiH Taby skoHe Taby JaFAbLIaphiH MEHrepei./ duate work
of defence of B pesynerate wmsywemms kypca «TexHuueckme CPEICTBA 3allMThl HHGOpMALHNY
information CTyACHTBI ~ O3HAKOMATCA €  TEXHMYECKMMH, TPOIPAMMHBIMH,  MPOrPAMMHO-
ANnapaTHBIMH  CPEACTBAMM, NPEAHA3HAYCHHBIMH [UIA 3ammMThl MHQOPMALMH  OT
HECAHKI[HOHMPOBAHHOTO HOCTYNa M HECAHKLMOHHPOBAHHBIX BO3IEHCTBHH HA Hee,
0/I0KHPOBAHHS NPABOMEPHOrO JIOCTYNA K HEll, HHBIX HENPABOMCPHBIX BO3ACHCTEHIA Ha
MH(OPMALHMIO, a TAKKE [UIS KOHTPOJA ee 3aMIEHHOCTH. OCBOST HABBIKH [IOHCKA M
0OHApYIKEHHs KAHANIOB yTeYKH HHOPMALMH./
As a result of studying the course "Technical means of information protection",
students will get acquainted with technical, software, software and hardware designed
to protect information from unauthorized access and unauthorized influences on it,
blocking lawful access to it, other unlawful influences on information, as well as to
control its security. They will master the skills of searching and detecting information
leakage channels.
14 | OB 43132 Bynrrel kayincizaik Byntrer Kopraynsie 3amanayn Tetikrepi MeH Kypanaapsl; Oapnelk keninik | KMSZI3217 Il Kubep
Obnaunas HHGPAKYPEIIBIM HbICAH/IAPbINTA, OHNAlH Konanbanap men nnardopmanapna | BASS 3306 HIDKEH
GesonacHocts KYIHAIBUILIK NICH JCPEKTEPIi KOPFay ;COKECTeHAIpY *OHE KOM KEeTKi3yii Epia

Cloud Security

backapy (IAM); okimuiinik Gaxpinay (kayinTepIiH aniblH aly, aHBIKTAY KOHE
KO0 CasiCaTEl)

CoBpeMeHHbIEe MEXaHI3MbI M CPEJICTRA JUTS 3ALIATHI 00JIAKa; 3aIHTa
KOH()MACHIMANBHOCTH U AAHHBIX BO BCEX 00BEKTAX CETEROI
MH(PaCTPYKTYPbI, OHJIAHH-IPUITOKEHUSIX 1 mnatdopmax; Yopasnenue
nientadukameii 1 gocrynom (IAM); AJIMMHHUCTPATHBHBIH KOHTPOJIb
(nonmTHKa NPENOTBPANICHNS, 0OHAPYKECHUA H YCTPAHCHMS YIPo3)

Modern mechanisms and tools for cloud protection; privacy and data
protection in all network infrastructure objects, online applications and
platforms; Identity and Access Management (IAM); Administrative control
(policy of prevention, detection and elimination of threats)
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OZhDC 43132 | JlepekTep OpTanbFbiH 3
KOPFayzsl
YHBIMIIACTBIPY
Opraiu3aius 3auTe
Llentpa oOpaboTku
JAHHBIX
Data Center Protection
Organization

JlepeKTep OpTANBIFRIHBIH KyphUTbIMbL Kayin Ke3nepi. Bupryanmnp xoHe OUIMKANBIK
KOPFaHbIC JCHreiepi. PU3MKanblK Kayincisiik xoHe aepextep OpTaJbIFbIHA KIpyjii
Gakpnay. JIBO epr kayincizmiri. AKNapaTThlK KAyinci3AikTi KamTamacels ery.
3aHHaMasbIK TajganTap.

Crpykrypa Ientpa o06paboTki pamupix. McTounmku yrpo3. BupryaneHsli wu
usmnueckuit yposuu samuTel, Ousnyeckas 6e300aCHOCTD | KOHTPOJIb JIOCTYIA B JlaTa-
ueHtp. Ilokaphas  Gesomacnocts [JOJI.  O6ecreyenue HH(OPMALIMOHHOI
bezonacHocTH. 3aK0OHOIATENbHbIE TPeGOBAHMUS.

The structure of the Data Center. Sources of threats. Virtual and physical levels of
protection. Physical security and access control to the data center. Fire safety of the
data center. Ensuring information security. Legal requirements.

TSZh1 43093
KMSZI 3217
BASS 3306

Al

Kubep
HHKEH
epus
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