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KOO xomnonenti/ Byzosckuii komnonent/ High school component
IFN Tapux KOHE FBUIBIM 3 1 Kypc £puteiM (pumocousCHIHBIH JKaIbl MoceseIepin, FeuIbIMIb KeH | KasakcranuslH Kasipri | 3eprrey mpaktukacel | PAT
5201 | ¢umocodusicer /Hcropust un QICYMETTIK-MOIGHH JKaFr[aiinap MeH Tapuxu JaMyaAbl TyCiHyndi, | 3amanrbl  Tapuxel / | /MccnenoBatensckas | JIdB
¢unocopuss Haykw/ History FBUIBIMHBIH ~ Ka3ipri JamMy  Ke3eHiHIe TyblHZaiTeiH Herisri | CoBpeMeHHass uctopus | npaktuka/ Research | SPE
and philosophy of science MYHUETaHBIM MEH OJliCHAMalblK Moceienepai tanpaiiael. XKanmer | Kasaxcrana/The practice
aJIaM3aTThIK MOJIEHMETTIH Oeuiri peTiHae fFbulbiM (umocodusceia | modern  history  of
TepeH  TYCiHyre  Heri3JlelireH  MoHapajiblK, Kemmonmenuerti | Kazakhstan

JYHHETaHBIM JIaFIbuIaphl KasblnTacansl./B Kypce nzyuarorcest oomme
npobneMsl (uocopun HAayKW, MOCTIDKEHHE HAYKH B IITHPOKHX
COLMAJIbHO-KYJBTYPHBIX KOHTEKCTaX M HWCTOPHYECKOM pa3BUTHH,




aHaJIu3 OCHOBHBIX MHUPOBO33PCHYCCKUX U  METOHOJIOTMYCCKUX
np06neM, BO3HUKAIOIIUX Ha COBPECMCHHOM 3Tall€ pasBUTHUSA HAYKU.
(DOpMI/Ipy}OTCH HaBBIKM MECKIUCHUIITIMHAPDHOI'O, HNOJUKYJIbTYPHOTO
MHpPOBO33PCHHUS, OCHOBAaHHOTO Ha  TIYyOOKOM  OCMBICICHUA
¢dmnocopun HayKM KaK 4acTH OOIIeueoBedeckoil KynsTyphl./ The
course studies general problems of philosophy of science,
comprehension of science in broad socio-cultural contexts and
historical development, analysis of the main worldview and
methodological problems arising at the present stage of development
of science. The skills of an interdisciplinary, multicultural worldview,
based on a deep understanding of the philosophy of science as a part
of a common human culture, are being formed.

IYa( e Timi [Ton aybI3ina >koHE jka30alia ceiliey JaFibUIapblH JAaMmbITyFa, | Kocion xasak (opbic) | Maructpiik Tb
P) (xoci6wm)/HOCTpaHHBIIT A3BIK MaMaHJBIK  OOMBIHIIA  MOTIHAEPAI OKyFa JKOHE  ay;apyra, | Tini, Kocibu- | aucceprarus A3
5202 (mpodpeccHOHATBHENH)/ MOHOIIOTHSITHIK TY)KBIPBIMAP Kacayra 6aFI)ITTaJ'IFaH.. Hammecmge 6g§LITTanraH mieTen | /Marucrepckas LK
Foreign language oJap ce3xacaM MOJENbAEPI, KOIl MarblHAIBl CO3AEPAIH KOHTEKCTTIK | Timi / )mccepTaum{_/
. MaFrblHaJapbl, TEPMUHED, JEKCHKAIBIK KYpBUIBIMAAp, coHAah-ak | [IpodeccronanbHbIit master's thesis
(professional) TEXHUKAIBIK TUIOIH TpaMMaTHKachl MEH CHHTAKCHCI Typaibl | Ka3axXxCKuil  (pyCCKHiA)

OimiMaepiH KepceTe ajaipl; MIETEN TIMIHICTI FBUIBIMH-TEXHUKAJIBIK | S3BIK,

omebueTTepAeH  aKmaparTapiasl  i31ey, eHJey okoHe TaHmay | [IpodeccronanbHO-

JIaFAbIIaphl/JJUCIMIUINHA HalleleHa Ha pa3sBUTHE PEYEBBIX HABBIKOB | OPUEHTHUPOBAHHBIN

YCTHOTO M NMUCBMEHHOTO OOIIEHHMS, YTEHUS! M MEePeBOoJia TEKCTOB 10 | MHOCTPaHHBIN SI3BIK

CIEUAIBHOCTH, MPOAYIIUPOBAHUS MOHOJIOTHUECKHX BhicKaseiBanuii. | /Professional — Kazakh

B pe3yJbrare CMOTYT POJEMOHCTPUPOBATH suanue | (Russian) language,

CIIOBOOOpA30BaTENbHBIX ~ MOJENEH, KOHTEKCTyalnbHbIXx 3Hauenui | Professionally-oriented

MHOTO3HAYHBIX CJIOB, TEPMHMHOB, JIEKCHUECKMX KOHCTpyKiwmii, a | foreign language

TaKKe TIPaMMAaTHKM M CHHTAKCHCAa TEXHUYECKOTO $S3bIKa; HABBIKK

MoWcKa, 00paboTKK 1 0TOOpa MHPOPMAIIUN U3 WHOS3BIYHOW HAYIHO-

TexHu4eckoil yurepatypsl/The discipline is aimed at developing

speech skills of oral and written communication, reading and

translating texts in the specialty, producing monologic statements. As

a result, they will be able to demonstrate knowledge of word-

formation models, contextual meanings of polysemous words, terms,

lexical structures, as well as grammar and syntax of a technical

language; skills of search, processing and selection of information

from foreign language scientific and technical literature
PVS | Xoraps 6imim Gepy XKoraper kocinTik OimiM OepymiH Herisri Oarmapiamachl Heri3iHzme | OleyMeTTiK Maructpiik PAT
h nenarorukacel /I[legaroruka KOFapbl OKy OpHBbIHIA MEJaroruKaiblK KbI3METKE KELICHAl | WHKeHepus, JccepTanus DB
5204 | Beicureit  mxomer/  Higher TICHXOJIOTFSUTBIK-TIEJaTOTUKAJIBIK, QJICYMETTIK-9KOHOMHUKAIIBIK JKOHE | AKIApaTTHIK /Marucrepckas SPE




education pedagogy

AKIapaTThIK-TCXHOJIOTUAJIBIK [[aﬁLIHZLLIK. }Korapm MEKTCIL
MYFQIIMIHIH ~ KOCIOM-TIEMAarorUKaNblK — MOJICHHUETIHIH  HEri3JaepiH
MeHrepy, OoJialiak MyFamiMIep.i *Kallbl MOCEIEIEePIMEH, XKOFaphl
OimiM Oepy TeoarorMKachIHBIH ONiCHAMAJBIK JKOHE TEOPHSIIBIK
HeTi3[epiMeH, OKBITY MEH TOpOMeNneyai TajalayIblH, KOCIIapiayIbIH
JKOHE YUBIMIACTHIPY ABIH 3aMaHayu TEXHOJIOTUSIIAPBIMEH
TaHLICTpry./KOMHJICKCHaﬂ IICHUXOJIOro-rmeJarorudyeckasa, CouuajaibHO-
OKOHOMUYECCKaA U I/IHCI)OpMaI_[I/IOHHO-TGXHOJIOI‘I/I‘ICCKaH IIOArOTOBKA K
Hez[arornqecxofxi JACATCIIPHOCTH B BBICIIEM y‘le6HOM 3aBCACHHUHU Ha
OCHOBE OCHOBHOH IporpamMMmbl BbICIIETO HPO(HECCHOHAIBHOTO
00pa3oBaHUsL. OgBnaneHue OCHOBaMH npodeccroHanbHO-
NeAArornyeckod  KyJbTypbl IPENOJABaTENIl BBICIIEH  IIKOJBI,
O3HaKOMJICHHE OyAyIIUX MpernojaBarenieit ¢ obiei mpobieMaTukoi,
METOHOJIOTUYECKMUMHU U TCOPCTUUYCCKUMU OCHOBAMH M€Aaroruku
BBICIIICH HIKOJIBI, COBPCMCHHBIMU TCXHOJIOTIUAMUN aHaJIn3a,
IJIaHUPOBAHUA u OpraHusanuu 06y‘ICHI/I$[ u
Bocrmranus./Comprehensive  psychological-pedagogical,  socio-
economic and information-technological preparation for pedagogical
activity in a higher educational institution based on the main program
of higher professional education. Mastering the basics of the
professional and pedagogical culture of a higher school teacher,
familiarizing future teachers with general problems, methodological
and theoretical foundations of higher school pedagogy, modern
technologies of analysis, planning and organization of training and
education.

KayiIci3aikreri
QJIEYMETTIK MHKEHEPUSI
TEOPHSICHI KOHE
omicrepi/CornranpHas
nHxeHepus, Teopus u
METOIbl  COLHUAIbHOU
WHKEHEPUH B
HHPOPMATMOHHOM
Oe3omacHocTH /

Social engineering,
Theory and methods of
social engineering in
information security

JquccepTanusy/
master's thesis

PU
5203

MeHeJZ[)KMeHT TICUXOJIOTHUACHI
/Mcuxonorust  ynpasieHus/
Psychology of management

MarucTpantTap apacblHAa IICHXOJIOTHSl  HEri3liepiH  MeKTen
TYPFBICHIHAH KAJIBIITACTHIPY, MEAarOrHKaIbIK 1C-OPEKET CalachiHIa
MICUXOJIOTYSUTBIK,  OUTIMAI  KOJIAAHYy TYPFBICEIHAH OJIAPIBIH KociOn
MYMKIHIKTepiH KeHe#Ty. JKoFapbl OKY OpBIHIApPBIHAA OKBITYIBIH
3aMaHayH dJicTepi MEH TOCULAEPIH KOJIaHy; cabaKTapIbl JalbIHIAY
JKOHE OTKI3y YIIIH KaXKETTI ICHXOJOTHSIBIK KOHE OiCTEMEIliK
pecypcTapabl KOJJIaHy; CTYIEHTTIH JKOHE CTYACHTTIK TOINTHIH JKEKe
OacelH 3epTTey YyIIiH Oapabap MCHXOIUATHOCTHKANBIK oIicTepi
Koyigany./@OpMUPOBAHHE Yy MAruCTPAHTOB OCHOB IICHXOJIOTHH B
IUTAHE IIKOJIbI, PACIIUPEHHE MX MPO(PECCHOHAIBHBIX BO3MOXHOCTEH
B IUTAHE NPUMCHEHHUS IICHXOJOrMYECKMX 3HaHWA B  cdepe
MeIarorunIecKoi NesATebHOCTH. [IpUMEHSITh COBPEMEHHBIE METOIBI U
NpUEMBl  TPENOAAaBaHUSA B  BBICIICH  IIKOJE, HCIOJIb30BATh
HEOOXOJTUMBIE ICUXOJIOTO-METOIMYECKIE PECypChl Ui MOATOTOBKU

OJIeyMEeTTIK
HHXEHEpHs,
AKnaparThIK
Kayinci3mikreri
QIIEYMETTIK MHXKECHEPHUS
TEOPHUACHI JKOHE
omicrepi/CoranbHast
nHxeHepus, Teopus u
METOIBI  COIMATBLHOM
WHXCHEPUHU B
nHPOPMATMOHHON
6e3omacuocTH /

Social engineering,
Theory and methods of

AKIapaTThIK
Kayinci3mik — ayauri
AX (6uznec
OWBIH), AKMapaTTHIK
KayiInci3mik

OKUFaJIapblH OaKbLIay
JKOHE oOJlapFa JKayarl
Oepy omictepi MeH
Kypangapel /Ayadt
nH(OPMAITMOHHON
6eszomacaoctn  UC
(menmoBast

urpa), Mertoapl u
cpencTBa

PAT
JI®OB
SPE




u MMpOBEACHUA 3aHSITI/H71; MPUMCHATH AJICKBATHBIC
NMCUXOAUArHOCTUYCCKHUE METOABI UCCICAOBAHUA JIMYHOCTU CTYACHTA
U crymendeckoit rpynmer/Formation of the foundations of
psychology among undergraduates in terms of school, expanding
their professional capabilities in terms of applying psychological
knowledge in the field of pedagogical activity. Apply modern
teaching methods and techniques in higher education; use the
necessary psychological and methodological resources for the
preparation and conduct of classes; apply adequate psychodiagnostic
methods for studying the personality of a student and student group.

social engineering in
information security

MOHHUTOPHHIA u
pearupoBaHus Ha
WHIU/ICHTBI
HHPOPMAITMOHHOM

o6e3omacaoctn /1S
information security
audit (business

a game), Methods
and tools for
monitoring and
responding to
information  security
incidents

MT | JepexTep KOpBIH kaHE OUITIM MarucTpanTTap apachlHAa Kejeci TakbIppinTap OolbiHIIA OimiMal | [lepexrep KopbIH | 3eprrey mpakTtuxacel, | AXOxK
ZBD | KOpbIH KOpFayablH oicTepi KaJIBIITACTHIPY: MOJIIMETTEp 0a3achlH KOPFAyAbIH HET13Ti Kypangapbl. | KOpray Maructpiik NCK
BZ MEH TEXHOJIOTHsIaph Hepexrep Oa3zacelH KyHem Typae Tekcepy. Jlepekrep KOpbIH | TexHonorusuiapel([lepe | amccepramms ISC
6301 | Meromer  u  TexXHOIOrHH KOpFayIplH aBTOMAaTTaHIBIPBUIFAH >KyHenepi. MomimerTepaiH | KTep KOpBIH Kopray ), | /MccrmemoBaTtenbekas
3amMTel 0a3 MaHHBIX U 0a3 TYTaCTBIFBIH YHBIMIACTEIPY omicTepi. [epekrepre Ko keTiMaimkri | Jepexrep KOPBIH | MPaKTHKA,
3HAHUI/ Methods and Oackapy JkKoHE apTHIKIIBLIBIKTapAbI Oackapy Tocimaepi. Mamimertep | xobamay  (epekrep | marucrepckas
technologies for protecting OasachIHIAFBl  JEpPEKTepAl KOPFAayIbIH HETI3ri oficTepi MEH | KOPHIHBIH Kylenepi | muccepTranus /
databases and knowledge Kypajgapbl./POpMHpPOBaHWE Y  MarucrpaHTtoB  3HaHmii 1o | )/Texuomormu 3ammurthl | Research practice,
bases CIEAyIONIMM TeMaM: ba3oBele cpeicTBa 3amuThl 0a3 JaHHbIX. | 6a3  ganHbix(3amura | master's thesis
IrtarHenii ayaur 6a3 JMaHHBIX. ABTOMATH3MPOBaHHBIE CHCTEMBI | 0a3 JTaHHBIX ),
3amMThl 0a3 aHHBIX. METOJbl OpraHU3alliK LEJIOCTHOCTH JaHHbIX. | [IpoekTupoBanne 0a3
Criocobbl  KOHTpONIS JOCTynma K JaHHBIM W ympaBieHus | gaHHbeIX (Cuctemsl 6a3
npuBmierusiMu. OCHOBHBIE METOJBI M CPEJCTBa 3alllMThl JaHHBIX B | naHHbIX )/Technologies
Oaszax mamnbix./ Formation of knowledge among undergraduates on | of Protection databases
the following topics: Basic means of protecting databases. Regular | (Databases Protection),
audit of databases. Automated database protection systems. Methods | Database Design
for organizing data integrity. Ways to control access to data and | (Database systems)
manage privileges. Basic methods and means of data protection in
databases.
TOB | bankrix Kayincizmik MarucrpaHTTap apacblHga Keljieci TakblpbinTap OoibiHmma Oimimui | Jepextep KopbIH | 3eprTey mpakTtuxacel, | AMOxkK
BS TEXHOJIOTUsUIaphl KaJBINTACTRIPY: AKNApaTTHIK KayilCi3AiK >kKoHe OaHKTIK aKmaparThl | KOpFay Maructpiik NCK
6302 | (DLP)/Texnonoruu Kopray. BaHKTiK akmapaTTeIK Kayincizmaik skyieci. DLP xyiiecimen | texHonorusmapsi(llepe | muccepranms ISC
obecrieueHnss 0e30MaCHOCTH colikecTik. baHKTIK aKmapaTThIK Kayinci3mik aynnti./@opmupoBaHne | KTep KOpbIH Kopray ), | /McciemoBarenbckas
06aHKOBCKHX cucTeM Yy MarucTpaHTOB 3HaHUH Mo ciefyromum temam: Mudopmaionnas | Jepexrep KOpBIH | MPaKTHKa,
(DLP)/ Banking security 0e30macHOCTh 1 3amuTa uHpopMarmu Oanka. Cucrema obecriedeHus | xobamay  (Jlepekrep | marucrepckas
technologies (DLP) HH(OPMAMOHHON 0€301acHOCTH OaHKa. CoOTBETCTBHE | KOPBIHBIH  OKyHenepi | auccepranus /




HOpPMaTHBHBIM TpeOoBaHMsAM C momoulptlo DLP-cucremsl. Ayaut
uHbopMannoHHO! Oe3zonacHocTH Ganko./ Formation of knowledge
among undergraduates on the following topics: Information security
and protection of bank information. Bank information security
system. Compliance with DLP System. Bank information security
audit.

)/TexXHONOTHU 3aIUTHI
06a3  pmanHbIX(3ammTa
0a3 IaHHBIX ),
[IpoexTupoBanne 0a3
naHubeix (CucteMbl 0a3
nmanebix )/Technologies
of Protection databases
(Databases Protection),
Database Design
(Database systems)

Research

practice,

master's thesis

AIB | AxmaparTsik Kayincisuik AX kayinci3mik ayAuTiH ©TKi3y MPaKTHKACBIH 3epTTey; Kayilci3mik | AKIapaTThIK 3eptrey npaxTtuxacel, | AXGOxK
IS aynuti AX (6usnec ayJIUTIHIH TYKbIPBIMIaMaiaphl JKOHE OHBI JKYPTi3yImiH MaKCaThl; KayiHCBﬂiKTiH Marwucrpiik UCK
6303 | ofbiH)/ Ayt JYMBICTHL  OPBIHIAy Tocilziepi MeH KeseHiepi; aymuroprap | TOYCKENIEpiH Garanay | anccepraus ISC
nH(OpMaLMOHHOI o . . XKoHe xyitenep aynurti, | /MccnenoBaTenbekas
KOJIIaHATBIH KaFJaiaapael Tanjay jkoHe Oackapy oaicTepi KoHe

6e3onmacoctu UC (nenmoBas A . . | MeHemxMeHT MIPAaKTHKA,

urpa)) IS information omapael  kysere  acelpy  Kypanaapbl/Kayincismik  aymwrimin | oo MarmucrepcKas

security audit (business TYKBIPHIMIIaMATapblH  XKOHE  OHBIH  CHIIaTTaMallapblH  3€PTICY; | /Omenka pHCKOB U | JAHUCCEpPTAIMs /

a game) ayoMTOpPJIBIK Oaranay omicTepiHiH Herizmepi./M3ydeHHe HPakKTUKH | aymuT cucteM | Research practice,
npoeefeHus  ayaura  6esomacHoct  MC;  moHsATHE  ayaura | MHQOPMaLMOHHOM master's thesis
6E301IACHOCTH ¥ LM ero IPOBEICHHS; IPHMEHSEMBIX METOIOB 1 | 0C30MaCHOCTH,
9TallOB BBHINMOJHEHHS pabOT; METOIOB aHaINW3a M YIPaBICHUS Icrxonorns .

CUTyallMsIMH,  WCIIOJIb3yEeMBbIE  ayIUTOpaMHM, M  CpPEACTB  HX YHpaB/ICHIA /RISK

’ ’ assessment and audit of

peanuzaruu./V3ydeHre TOHATHI ayauTa O€30MacHOCTH U €ro information security

XapaKTEPHUCTUK; OCHOB METOAMUK OLCHKH IMPOBECACHUA ay/:u/ITa./ StUdy Systemsl Psycho|ogy of

of the practice of conducting an IS security audit; the concepts of | management

security audit and the purpose of its conduct; applied methods and

stages of work performance; methods of analysis and management of

situations used by auditors, and means of their implementation.

Studying the concepts of security audit and its characteristics;

fundamentals of audit assessment methods.
PZA | DHepretuka  caiachIHAAFHI AKmapaTThlH Kayilci3miriH KaMTaMachkl3 €Ty YIIIH HOPMAaTHBTI, | AKmapaTTel KOoprayablH | 3eprrey mpaktukachl, | AMOkK
SES | kayinci3 TEXHHUKAJIBIK KOHE 9J[ICTEMENIK Ky’KaTTaMaHbIH TaJaNTapblH €CKepe | TEXHUKAJIBIK MarwucTpiik UCK
6304 | aBTOMATTaHIBIPBLIFaH OTBIPBII, HEPreTHKA CAJACHIHJAFBl KAyillCi3 aBTOMATTAaHIBIPBUIFAH | Kypaiaapbl JccepTanus ISC

KyHenepai xKobanay xyienepai (AX) jxobanay »KoHEe TEXHUKAJBIK JUAarHOCTHKanay | (AKmaparTsl /MccnenoBaTenbekas

/TIpoekTupoBaHue GoitpiHIIa OlmiM MeH aarasutapasl ary, ADC a3ipsey omicrepi MeH | (pU3MKANIBIK KOpFay[IblH | NPAKTHKA,

3alUIIEHHBIX kypaigapbiH, ADC Kayinci3airiHe Herisri kayintep MeH oNapiblH | JKydelepiH jko0ajay), | Marucrepckas

ABTOMATH3HPOBAHHBIX aKnaparblH KOpFay TOCUIJEpiH KoHE COHbIMEH Karap atoM snektp | JlomeHmik kyitenepni | mucceprauust /

CUCTEM B OJHEPTreTHYCCKOM CTAaHIMSACHIHBIH KayillCi3iriH KaMTaMachl3 eTeTiH Oarmapiamainsik | 6ackapy  (Cepsepiik | Research practice,




cdepe/ Design

of secure

automated systems in the

KamTamacki3  ery./[IpmoOpereHne 3HaHMH ©W  HABBIKOB IO
MPOEKTUPOBAHUIO U TEXHUYECKON JAMArHOCTUKE 3alIUIIEHHBIX

xyienepai Gackapy) /
TeXHUYECKUE CPENCTBA

master's thesis

energy sector aBTOMaTH3MpOoBaHHEIX cucteM (AC) B sHepreTuyeckoil cdepe ¢ | 3ammThl
y4eToM TpeOOBHMM HOPMATHBHO-TEXHHYECKOH W METOAMYECKOW | MH(pOpMAINH
JOKYMEHTallMi 10 obecriedeHno Oe3omacHocTn  mHpOopManuH, | (ITpoekTHpoBaHue
W3yYeHHE METOMOB M cpencTB pa3paboTki AC, OCHOBHBIX Yyrpo3 | CHCTeM  (hH3WYECKOH
6esomacHoctd AC M coco0OB 3amUTHl MHPOPMAITMH HUX, & TAKXKE | 3alUThl HHPOPMAIIHH),
MPOTPaMMHO-aIIApaTHBIX CPEJICTB, 00ECIEUNBAIONINX O€30MacHOCTh | AJMUHHUCTPHUPOBAHHE
AC./ Acquisition of knowledge and skills in the design and technical | momensbIx CHCTEM
diagnostics of secure automated systems (AS) in the energy sector, | (AxMuHUCTpHUPOBaHHE
taking into account the requirements of normative, technical and | cepBepubix  cucrem)/
methodological documentation for ensuring the security of | Technical means of
information, studying the methods and tools for developing NPP, the | information  security
main threats to NPP safety and methods of protecting information, | (Design of physical
also software and hardware to ensure the safety of the nuclear power | information  security
plant. systems),
Administration of
domain systems
(Administration of
server systems)
MS AKIapaTThIK Kayinci3mix MaHgp13161 00BEKTLITEPTIH aKImapaTThIK Kayinci3girinig | Jomenmik kydenepni | 3eprrey mpaktukacel, | AJKxkK
MRI | okuramapelH Oakpuiay XKoHE MHIWICHTTEpiH Oakpuiay >KOHE oJlapra jkayam Oepy oamicrepi meH | Gackapy  (Cepsepiik | Maructpiik NCK
IB ojlapra xayarn Oepy osamictepi KypaJliapblH, )KHUBIHTBIKTAY, KaJbIIIKA KEJTIpy, KIKTey, Koppesuus | xyienepai  Oackapy), | auccepranus ISC
6307 | MEH Kypazapsl /Metonsl U KoHe BHM3yalbl OeliHesneyniH OIpTekTi emec KuOepKayinci3mik | AKIMaparThiK /MccnenoBaTesbekas
CpeICTBa MOHHUTOPUHTA W JIepeKTEpiH, COHBIMEH KaTap HaKThl YaKbIT pexuminne Data Mining | kayinci3aikTiH MIPAKTHKA,
pearupoBaHus Ha TEXHOJIOTHSUIApbIHA ~HETI3JIeJITeH KypJAeNni Kell caThulbl KuOep | ToyekenjepiH Oaraiay | Marucrepckas
VHITUACHTHI n1abybUIAAPAbl aHBIKTAY OMICTEepiH 3epTTey./M3yueHre METOZOB W | *KOHE Kylenep aymuTi / | muccepranus /
nH(popManMoHHOM CPEACTB  MOHMTOPMHTA W  pEarupoBaHWs HAa  WHOWACHTHI | AJMHUHHCTPHUPOBAHHE Research practice,
6e3omacuoctn/ Methods and WHPOPMAIMOHHONW O€30ITaCHOCTH  KPUTHYCCKH Ba)KHBIX OOBEKTOB, | JOMEHHBIX cucteMm | master's thesis
tools for monitoring and croco0oB cOopa, HOpMaIM3aIWH, KIacCU(PUKAIMH, KOppelsiuuu U | (AIMUHHCTPHPOBaHHUE
responding to information BU3yalIM3allMd  OOJNBIIMX  MAacCHBOB  TE€TEPOT€HHBIX  JIaHHBIX | CEPBEPHBIX  CHCTEM),
security incidents KnOepOe30nacHOCTH, a TaKkKe METOJ0B OOHapykeHHs B peansHoM | OIeHKa  PHCKOB U
BPEMECHHA CJIOXKHBIX MHOTOIIarOBbIX Kn6epaTaK Ha OCHOBE ayauT CUCTEM
texHosoruit Data Mining./Study of methods and tools for monitoring | nHbpOpMarOHHOI
and responding to information security incidents of critical objects, | 6e3omacHocTr /
methods for collecting, normalizing, classifying, correlating and | Administration of
visualizing large arrays of heterogeneous cybersecurity data, as well | domain systems
as methods for detecting in real time complex multistep cyber attacks | (Administration of

based on Data Mining technologies.

server systems), Risk




assessment and audit of

information  security
systems
Pl- AKnapaTThIK-aHATUTHKAJIBIK 5 3 AKnaparThIK-aHAIUTHKAJIBIK Kayilci3mik Kyienepin jxoOanayabiH, | AKNapaTThIK 3eptrey npaxTtuxacel, | AXGOxK
ASB | kxayincizmix KyHeciHn JKYMBICHIHBIH HET13Ti acCHeKTUIepiH 3epTTey; op TYpJli cajajapiarbl | KayilCi3miKTiH Marwuctpiik NCK
6306 | *obamay /IIpoekTnpoBanue aKMmapaTTHIK-TAJIaMANbIK Kayilci3mik >KyHenepiHiH apXWTeKTypachl | KEMIeHIl  JKyHeJepiH | muccepTranus ISC
nH(pOpManOHHO- MEH JaMy TeHACHIMSUIAPBIH 3epTTey./M3yueHne OCHOBHBIX aCIEKTOB | xobamay, Enyre | /MccnenoBatenbekas
AHATUTHYECKHX CHCTEM MPOEKTUPOBAHMS, SKCIUTyaTalluk HMH(OPMALMOHHO-aHATMTHYECKUX | TECTLIEy MPaKTHKA,
OeszomacHoctw/  Design  of cucteM OC30MACHOCTH; HM3YyYCHHE  apXUTEKTypbl U TeHaeHuumil | /[IpoextupoBanue Marucrepckas
information and analytical pa3BuTHsI UHPOPMAIIMOHHO-AHATUTHIECKUX CHCTEM 0E30IMaCHOCTH B | KOMIUICKCHBIX CHCTEM | JUCCEPTAllUs /
security systems pasHbIx otpacisx mpoussojacTea./ Study of the main aspects of the | undopmarmonnoit Research  practice,
design, operation of information and analytical security systems; | Ge3omacHocTH, master's thesis
study of architecture and development trends of information and | TectupoBanue Ha
analytical security systems in different industries. MPOHUKHOBEHHE /
Design of integrated
information  security
systems,  Penetration
Testing
PP [Tegarorukamsik 4 3 Oky TpomeciH oficTeMeNiK KaMTamachl3 eTyMeH TaHBICTHIpY. | XKoraper Oimim  Oepy | 3eprrey mpaktukacel, | AXGOxK
6205 | mpakruka/IIpakTrka ApHalibl FEUTBIMH-QJIICTEMEITIK oie0MeTTepMeH XyMbIc. JopicTepre, | megarormukacel, Maructpiik HCK
negaroruyeckas/ CceMHHapJlapFa jkoHe TPaKTUKANBIK cabakTapra KaThICy JKoHE Tanjay | MeHemKMeHT JccepTanus ISC
Pedagogical practice Oky vyaepiciH ©Oarajmay YIIiH OKY TakKbIpHIOBI OOMBIHIIA TECT | MCHXOJOTHSICHI /MlccnenoBaTenbekas
TalnceipManapblH  a3ipney/O3Hakomiienne ¢ MeroguyeckuM | /Ilemarormka  BbICHIEH | NMpaKTHKa,
obecrieuenrieM yueOHOTO Tporecca. Pabota co chenuanbHOM | mikonbl, [lcuxonorus | Marucrepckas
HAYYHOMETOMUYECKON  JyurepaTypoil. Ilocemnenne W ananu3 | ynpasienuss / Higher | muccepramus /
JIEKIIMOHHBIX, CEMUHAPCKMX W MpPaKTHYECKUX 3aHATHI Paspaborka | education  pedagogy, | Research  practice,
TECTOBBIX 3aJaHMA 1O yueOHOW TeMe i OleHMBaHus mporecca | Psychology of | master's thesis
o0yuenus/Acquaintance with the methodological support of the | management
educational process. Working with special scientific and
methodological literature. Attendance and analysis of lectures,
seminars and practical classes Development of test assignments on
the educational topic to assess the learning process
Bazaabik monaep (BII ranaay Goitbinma komnonenT)/ bazosbie mucuumanns (B komnonent nmo BeiGopy)/ Basic disciplines (DB optional component)/
APZ | Kayimnci3 aKIaparTbIK 5 2 Maructpantrap apacblHIa KYHEHIH HepapXUACHIHBIH OapibIK | AKIapaTTHIK 3eptrey mpakTtukacel, | AXGOkK
IS KyHenepai — Tanmay — KOHE JIEHTeUNepiHae aKMapaTrThIK OKYHelnepai Kypy MeH kolanay | KayilcCi3miKTiH Marwuctpiik NCK
5205 | K¥py /AHanu3 u mocTpoeHue TEXHOJIOTHSUIAPBIHBIH KaJIbl TPUHIMIITEP], ONapia KOJAAHBUIATHIH | KeIIeHII  JKYHelepiH | AuccepTamus ISC
3aILMIICHHBIX MONIMETTepIi KOpFayAbIH 9JIiCTepi MEH KypaJIapblH 3epTTey Typaisl | xobanay, AxmaparTelK | /McciemoBarenbckas




MH(OpPMAMOHHBIX  cUCTEM/
Analysis and construction of
secure information systems

OlmiM MeH JaFaplIapabl  KaJbIOTACTHIPY: IUIaTdopMa JeHreii
(onepauusuiblk Kyite); sxamnsl xydenik geHreit (JJKBX >xone 6acka
JKYHENIK  Kypanmap); Koijany — Kabatel./@opmupoBanue —y
MarvuCTpaHTOB 3HAHWH U HaBBIKOB I10 06HII/IM TMIPUHIUIIBI TTIOCTPOCHUA
51 TEXHOJIOTHUSAM TPOCKTHPOBAHUSA WH(POPMALHUOHHBIX CHCTEM,
N3Y4YEHHUEC METOAOB MW CPEACTB 3alIUTHI TAaHHBIX, UCIIOJIB3YEMBIX B
HUX, Ha BCEX YPOBHSAX HMEPAPXUU CHCTEMBI: YPOBEHB IUIAT(OPMBI
(omeparonHast cucreMma); oOmecuctemMHblii ypoBeHs (CYBI u
Jpyrue CUCTEMHBbIE CPEACTBA); YpOBEHb mpuiioxeHuit. / Formation
of knowledge and skills among undergraduates on the general
principles of construction and design technologies of information
systems, the study of methods and means of data protection used in
them, at all levels of the hierarchy of the system: platform level
(operating system); general system level (DBMS and other system
tools); application layer.

Kayinci3MiKTiH
TOyeKeniepiH Oaranay
KOHE XKyHenep ayauTi
/TIpoexTupoBanne
KOMIUIEKCHBIX ~CHCTEM
HHPOPMATMOHHOM
Oe3onacHocty, OreHKa
PHCKOB u ayJuT
cucTeM
nHpopMannoHHOMH
6e3onacHoctn/ Design
of integrated
information  security
systems, Risk
assessment and audit of

IpaKTUKa,
MarucTepckas
JUccepTanus /
Research  practice,
master's thesis

information  security
systems
MZI | Kayincis aKIapaTThIK Kpuntorpadmsuielk ~ anropuTMaepai  KypyablH — MaTeMaTHKAlbIK | AKIapaTTBIK 3eprrey npaktukacel, | AXOxkK
S Kyhenepi MOJICIBIICY HETI3NEpiH  3epTTey, KpHUNTOrpadMsUIBIK  alTOpPUTMICP  YIIIH | KayilCi3miKTiH Maructpiik HUCK
5205 | /Monenposanune MaTeMaTHUKaJIBIK KYPBUIFBUIAPIBI KOJAAHY; aKHapaTThl KOPFAay[blH | KEeHIeHAI  OKyHesepiH | JuccepTranus ISC
3aMAIICHHBIX ANTOPUTMIIK OAICTEpiH, Kpuntorpadgus MeEH creraHorpadusHBIH | xkobamay, AKmapartelK | /McciemoBarenbekast
nH(OpMALMOHHBIX — cUCTEM/ MaTeMaTUKAJIBIK ~OMICTEpiH, aKMapaTThlK O KyHenepJeri Herisri | Kayinci3mikTiH MIPaKTHKA,
Modeling secure information aKnaparThl Oepyniy MaTeMaTHKaJIBbIK axicrepi MEH | ToyekenjepiH Oaranay | Marucrepckas
systems CTeraHOTPa(UsIIBIK TYPJCHIIPYIEPiH 3eprrey/M3ydeHue | xoHe xKylenep ayauTi / | muccepTanus /
MaTeMaTH4YCCKUX OCHOB MOCTPOCHUSI kpunrorpaduueckux | IIpoexktupoBanue Research practice,
aIropuTMOB, IPUMCHCHHUEC MAaTEMaTHYCCKUX anmnmapaToB | KOMIUIEKCHBIX cucTeM | master's thesis
KpUNTOrpaduuecKnx ajiropuTMOB; H3YUeHHE aJrOPUTMHYECKUX | MH(OPMAIMOHHOMN
METOJIOB ~ 3aIIMTHl  WH(OPMAIMK, MaTeMaTHYeCKHMX MeTo#oB | Oe3omacHocTH, OneHka

KpI/IHTOI‘pa(I)I/II/I u CTGFaHOFpa(bI/II/I, MAaT€MaTH4YC€CKUX MCETOJOB H
cTeraHorpau4yeckux mpeoOpa3oBaHMil Uil IEepefadd KII0YeBOH
nadopmanmn B uHpOpMAIMOHHBIX cucrtemax/Study of the
mathematical foundations of building cryptographic algorithms, the
use of mathematical apparatus for cryptographic algorithms; study of
algorithmic methods of information protection, mathematical
methods of cryptography and steganography, mathematical methods
and steganographic transformations for the transmission of key
information in information systems

pHCKOB " ayauTt
CUCTEM
nH}popMannoHHOH
6e3onacuoctu / Design
of integrated
information  security
systems, Risk
assessment and audit of
information  security
systems




PKS | AxnmaparThlK Kayinci3aikTiH AKnaparTelK  KayilCI3[IKTIH  KOJNZaHOaidbl  KpUNTorpausuiblK | AKIapaTrThl KOprayablH | 3epTrey npakTtukacsl, | AXkK
ZI KoJ11aHOaITBI JKYHeciH 3epTTey; KpUITOrpadusuIblK XaTTaManap/pl, KUITTepal, 0ip | KpunrorpagusibK MarwucTpaaik NCK
5206 | KpMNTOrpaQusIbIK KykHenepi JKaKThl XdII-(QYHKUMSUIApABIH  (QYHKUMSUIAPBIH, aITOPUTMIEP MEH | amicrepi JKOHE | JIuccepTanus ISC
/TIpuKItagHbIe KPHUITOTpa(HSIBIK peXUMAEPAiH TYpACpiH, KBAaHTTHIK | Kypajmapbl /MccnenoBaTenbekas
Kpunrorpaduaeckue kpunrorpadusHel Oackapy JKOHE TapaTy omicTepi, op Typhi | (AKmapaTThIK MIPaKTHKA,
CUCTEMBI 3aITATHI KPHUIITOXYHeIepAi KOJMIaHa OTHIPBII aKMapaTTHIH KYIISUIBIFBI MEH | KayilCi3miKTiH MAarucTepcKas
nHpOpMaun/ Applied TYTacTBIFBIH KamTaMmace3 erexi./HccrnenoBanue MIPUKJIAAHBIX | KPUITOTPA(USIBIK JUCCepTaLus /
cryptographic  information KpUNTOrpadUUecKnX CHCTEM 3allUThl  HHGOPMAIKM; METOIOB | omicTepi) Research  practice,
security systems YIPaBICHUSI W pPACHpENeNIeHUs KpPHNTOTpaduuecKux NpOTOKoioB, | /Kpunrorpaduueckue master's thesis
KJIIo4YeH, (QYHKIMM OJHOHANPABICHHBIX XeHI-(YHKIMH, THUIIOB | METOABI M  CPEICTBA
AITOPUTMOB M KpUNTOrpagUYecKux  PeXHUMOB, KBAHTOBOH | 3alIMTHl HMH(OPMAIUU
kpuntorpaduu, odecnedenus: konduaeHuansHocTH 1 HenoctHoctd | (Kpunrorpapuueckue
uHopMalMK C HCIOJIb30BAHMEM DPa3IMYHBIX KPUOTOCHUCTEM./ | METOJBI
Research of applied cryptographic information security systems; | undopmarmoHHO#M
methods of management and distribution of cryptographic protocols, | 6e3onmacaoctn)
keys, functions of one-way hash functions, types of algorithms and | Cryptographic methods
cryptographic modes, quantum cryptography, ensuring | and means of
confidentiality and integrity of information using various | information protection
cryptosystems. (Cryptographic
methods of information
security)
MM | Kpunrorpadus MEH OKCHEepUMEHTTIK 3epTTeyJieperi enuey Kypaigapbl MeH ajicrepi. | AKmaparTsl KOpraynuslH | 3eprrey npaktukachl, | AXmkK
IKS | creranorpadusHbIH Craructukanslk npouenypanap. ToxipubeHi xocnapiay Heriznepi, | KpUnrorpagusiibiK MarwucTpiaik NCK
5206 | MaTeMaTUKaJbIK 3eprrey MBI Tajanrap. DKCIEPUMEHTTIK 3epTTeyliepAeri MaTeMaTHKaNIbIK | aaicTepi JKOHE | AuccepTalys ISC
onmictepi  /MaremaTuyeckue MOJIeNbJICY; IUCHEPCHUSHBI Tanjay; OHTAWJBl JKarmailapisl i37ey | Kypangapsl /MccnenoBaTesbekas
METOBI HCCIIeIOBaHUN Ke3iH/Ie OKCIEepUMEHTTI kocmapiay. Toxipubenik HoTmwkenepal | (AKHaparTbiK MIPAKTHKA,
Kkpuntorpaduu U OHJICY JKOHE J3IpJICHIeH MOJEJb/IH camnachlH Oaranay YIOiH | Kayinci3miKTiH MarucTepckas
creranorpadun/ CTAaTHCTHKAJBIK  Taljay  oMicTepiH  KoJjaHy.  AKNApaTThIK | KPUNTOrpagHsIIbIK JccepTanus /
Mathematical research TEXHOJIOTUSIHBIH 3aMaHayH KETICTIKTEpiH KOJJaHa OTBIPBIN 3epTTey | djicTepi) Research  practice,
methods of cryptography and Kyprizy./CpeacTBa ¥ MeTOABl M3MEPEHHH B JKCIepUMeHTanbHbIX | /Kpunrorpaduueckue master's thesis

steganography

HUCCIICAOBAHUAX. CraTtucTuyeckue MnpoueAyphl. OCHOBEI
IJIaHUPOBAHUA OKCIICPUMCHTA, O6IIII/I€ Tpe6OBaHI/I$I.
MaremaTtuueckoe MOACINPOBAHNE B OKCIICPUMEHTAJIbHBIX
HCCJIICAOBAHUAX, JII/ICHepCI/IOHHHﬁ AHAJIN3, IIaHUPOBAHUE

OKCIIEPUMEHTA IPU IOMCKE ONTHUMAJbHBEIX YCIOBHiA. IIpuMeHeHune
METOJIOB CTATHCTHYECKOTO aHajiu3a Uil 0OpabOTKU pe3yJIbTaToB
OKCIIEPUMEHTOB M OILEHKH KadecTBa pa3pabOTaHHONW MOJENH.
[IpoBenenue wuccrnenoBaHUKA C  MCIHOJB30BAHUEM COBPEMEHHBIX
JOCTIXeHui nHpopmannoHHex Texuosoruid./ Means and methods

METOJIBl M  CpeCTBa
3alUTHl  MHPOPMAUU

(Kpunrorpaduueckue
METOIbI
nHPOPMATMOHHOM
6e301mmacHOCTH)
Cryptographic methods
and means of

information protection




of measurements in experimental research. Statistical procedures.
Experiment  planning  fundamentals, general  requirements.
Mathematical modeling in experimental research; analysis of
variance; planning an experiment when searching for optimal
conditions. Application of statistical analysis methods for processing
experimental results and assessing the quality of the developed
model. Conducting research using modern advances in information
technology.

(Cryptographic
methods of information
security)

TBIl | [oT TexHONOrUsACH KOHE IoT  TtexHomOTMANAphIH, Kipy Kapramapel MeH Kkoxrapsl, | Kayimci3miktig 3eprrey npaktukacel, | AXOKK
oT Kayirncizniri /TexHonmoruu u MaianaHymIBIHBIH =~ KaTaH epekenepi, KYpBUIFBl JCHICHIHICTI | aKmapaTThIK Marwuctpiik HCK
5207 | Oesomacnocts 10T/ loT OarapnamMaiblK KaMTaMachl3 €Ty, Kajnaranayabl 0akpuiay skone loT- | meriznepi(Kubepkayinc | muccepranus ISC
technology and security Ta KOCBUIFaH KYPBUIFBLIAp MEH JKENiiepai Koprayra OailaHbICTBI | i3miKTiH  akmapartelK | /MccmemoBaTenbekast
Jaepektepnl okuHay okydenmepi cuskrtel loT kayimcismiri MeH | Herizuepi) MIPAaKTHKA,
KOpPFaHBICBIHBIH ~ HEri3ri  mpoueaypanapein  3eprrey./H3ydenue | /MudopmannoHHbie MarucTepckas
TexHosoruit co3manus 10T, 6a30BBIX mporeayp OE30MacHOCTH M | OCHOBBI 0O€30MACHOCTHU | JAMCCEpPTAIlMS /
samuThl loT, Takmx Kak, KapTel Joctyma W Koxsl, crporue | (MadopmanuoHHbIe Research  practice,
MOJB30BATENIECKUE  TIOJNIUTHKH, ympaBieHune [IO Ha  ypoBHE | OCHOBBI master's thesis
YCTPOMCTB, CHCTEMBI JUCIIETYEPCKOTO YIPABICHHS U cOOpa JaHHBIX, | KHOepOe30macHOCTH)
CBSI3aHHBIX C 3alIMTON MOJKIIOYEHHBIX ycTpoicTB u cereit B [oT./ | /Information basics of
Studying loT technologies, basic loT security and protection | security (Information
procedures such as access cards and codes, strict user policies, | Basics of
device-level software management, supervisory control and data | Cybersecurity)
collection systems related to the protection of connected devices and
networks in the loT.
TZI | IoT aKIMapaTThIK Maructpanrrap apaceinaa loT akmaparthlk npouectepai Kopray | Kayincismikrig 3eptrey mpakTtukacel, | AXOxkK
PloT | npouectepxai KOpFray texHonorusiapel, loT Kayimcizmik — kypangapbl xoHe [oT-TiH | akmapaTThIK Maructpmix NCK
5207 | TeXHONOTUSIAPEI KYKBIKTBIK acrniekTiiepi, loT akmapaTThIK mporectepinin Kayincisairi | verizaepi(Kubepkayinc | muccepranus ISC
/TexHomornu 3aILUTBI MeH KYIVSUIBIFB Typajisl OiimMai KanemracTeipy./, @opmupoBanne y | i34ikTiH — akmapatTelK | /McciemoBarenbekas
MH(OPMALIMOHHBIX MariucTpaHTOB 3HAaHWH O TEXHOJOTHSAX 3allUThl MH(MOPMAIMOHHBIX | HETi3Iepi) MIPaKTHKA,
HpPOLIECCOB IoT/ loT npoueccoB loT, umucTpymenTtax Oe3zomacHoctu loT u mpaBoBeix | /MHpopmMannoHHbIE MarucTepckas
information process acriexktax loT, mpoGiemax 0e30macHOCTH M KOH(HICHIMAIBHOCTH | OCHOBBI 0€30ITaCHOCTH | JIMCCepTanus /
protection technologies unbopmannoHHsix npoueccos loT./ Formation of knowledge among | (MudopmarnmoHHsie Research  practice,
undergraduates about 10T information process protection | ocHOBEI master's thesis
technologies, 10T security tools and legal aspects of 10T, security and | kuGepOe3omacHOCTH)

confidentiality issues of 10T information processes.

/Information basics of
security  (Information
Basics of
Cybersecurity)




Beitingik monaep (BII Tanaay Goiibinma kommnonent) / Ipoduabubie nucuumananl (III-KB)/ Profile disciplines (PD optional component)/

MIA | AxnapaTThIx Kayirncizmik 5 2 [ToHni OKpI yHpeHy MarucTpaHTTap apachblHIa IepeKTepil >kuHay | AkKmapaT Kayincismirid | 3eprrey mpaktukachel, | AXGOxK
DCI KYHenepigeri  IepexTepmi TEXHOJIOTHSNIAPEl  Typajibl  JKYWedl TYCIHIK  KaJBITAaCTHIpyFa, | KAMTaMachl3 eTy | Maructpiik HCK
B eHIipy omicTepi /MeTonsl FBUIBIMHI-3€PTTEY CallaChIHAAFBl O3IHMIK JKYMBIC YVIIIH KaKETTi | TEXHOJIOTHSIIAPEI JUCCepTaLus ISC
5301 | WHTCIUICKTYaIbHOTO MamuHaIHK OKBITYAbIH (Deep learning) merisri omictepin 3eprreyre, | (KommbroTepaik /MccnenoBaTenbekas
aHaNM3a JaHHBIX B CHCTEMax coHbIMeH Karap Data Mining KypanmapblH NPaKTUKAJIBIK KOJNJaHy | aKmapaTThl KOpFay | IpakTHKa,
nHpopMaMOHHOH JaF/bLIapblH  JaMbITyFa OarbiTTasiFaH. Meicansl, Hadoop HDFS, | TexHonorusapsl )/ | Mmarucrepckas
6e3zomacuoctn/ Methods of Hadoop Spark xome MapReduce/U3ydenne  aucuuruidbl | TeXHOIOTHH JccepTanust /
data mining in information HampasjieHO Ha (OpMHUpPOBaHHE Yy MAarducTpPaHTOB CHCTEMHOIO | oOecredeHus Research practice,
security systems MPEJICTABICHUS O TEXHOJOTHIX HHTESIUICKTYaIbHOTO aHaJIM3a TaHHBIX | OC30MMacHOCTH master's thesis
(Data Mining), u3yueHHe OCHOBHBIX METOJIOB MAIIIMHHOTO OOYYCHHUS | HHPOPMALUU
(Deep learning ), HCOOXOMUMBIX JJIi CaMOCTOSITCIBbHOW paOoThl B | (TEXHONOTHH  3alUTHI
Hay4HO-HCCIICIOBATEIILCKON cdepe, a TakKe Ha Pa3BUTHE HABBIKOB | KOMIIBIOTEPHOM
MPaKTHYECKOTO INPHMEHEHHUS MHCTPYMEHTAIBHBIX cpeacTB  Data | mHpOpMannu )
Mining, takue kak Hadoop HDFS, Hadoop Spark u MapReduce/The | /Technologies support
study of the discipline is aimed at developing a systematic | of Information Security
understanding of data mining technologies among undergraduates, | (Technologies of
studying the basic methods of machine learning (Deep learning) | Computer Information
necessary for independent work in the research field, as well as | Security)
developing skills in the practical application of Data Mining tools.
such as Hadoop HDFS, Hadoop Spark and MapReduce
TBD | AxnaparThik Kayinci3mik 5 2 YiKkeH AepeKTepiai JKOFapbl OHIMIUIIKTI OHACYMIH oicTepi MeH | AKmapar Kayinci3miria | 3eprrey mpaktukacel, | AXKxkK
SIB xyitenepingeri Big Data KypaJliapblH, ojlapiaH KYyHJbl capantamalblK OLTiMzep/l Te3 ajlyra | KamMTamachi3 ety | Marucrpiik NCK
5301 | TexHoOJOTHsIAPHI MYMKIiHZAIK Oepeni: aHayorus OOWBIHIIA Oiiylay omicTepi, jKacaHIbl | TEXHOJIOTHUSIIAPBI JUccepTanus ISC
/Texnomormn Big Data B HEWPOHJIBIK KeJiJIep, TeHeTHKANBIK alrOpUTMIIEp, menriM aramTapsl, | (KoMmbrorepiikx /MccnenoBaTenbekas
cucrteMax MHOOPMAMOHHOH TYCIHIKCI3 KOPBITBIHIBLIAP, JIOTHKAIBIK PErpeccHsi, 3BOJIOLMSIBIK | aKMapaTThl KOpFay | IpaKTHKa,
6ezomacuoct/  Big Data Oarmapmamanay, MOIIMETTEpJi BH3YyaIM3alUsay, MAIIMHAIGIK | TEXHOJOTHSIIAPEI )/ | marucrepckas
technologies in information OKBITY Kypannapsl. Python-nma, meicansl, Pandas Oarmapnamansik | TexHomoruu JccepTanust /
security systems acakTamachl, Scikit-Learn /M3yuyeHne MeTOZOB M HMHCTPYMEHTOB | 0OeCIeYeHUs Research practice,
JUIE  BBICOKOIIPOM3BOJIUTEIBFHON OOpabOTKM OOJBIINX JAaHHBIX, | OC30MACHOCTH master's thesis
MO3BOJISIIOIIUX ONEPAaTHBHO M3BJEKATh W3 HUX LIEHHBIC JKCIEPTHBIE | MHPOPMAIUU
3HAHHUSA: METOJbl PACCY)KICHUS [0 aHAJOTHH, HCKyccTBeHHble | (TeXHOJIIOrMH 3aluThl
HEHUPOHHBIE CETH, I'€HETUYECKUE AITOPUTMBI, JI€PEBbSl PEIICHUH, | KOMIIBIOTEPHOU
HEYeTKHEe JIOTMYECKHUE  BBIBOJBI, JIOTHYeCKasi perpeccusi, | MHGOpMaIu )
SBOJIIOIMOHHOE  NPOrpaMMUpPOBAaHWe,  BU3yanusamus jJaHHbIx, | /Technologies support

nHcTpyMeHThl Machine Learning nHa s3pike Python, Takme xax
nporpammHble 6ubnnorexu Pandas, Scikit-Learn / Studying methods

of Information Security
(Technologies of




and tools for high-performance processing of big data, allowing to
quickly extract valuable expert knowledge from them: methods of
reasoning by analogy, artificial neural networks, genetic algorithms,
decision trees, fuzzy inferences, logical regression, evolutionary
programming, data visualization, Machine Learning tools in Python,
such as Pandas software libraries, Scikit-Learn

Computer Information
Security)

RKS | Kpunroxytienepni  caHIBIK Kpunrorpadusinplk  anroputMaepai ammapartTHIK TypAe JKy3ere | AkmapaT Kayincismirid | 3eprrey mpakTukachel, | AXGOxK
Cu KYpBUIFBLIApFa EHTi3y acplpyfa apHaJFaH Heri3ri [UOPIBIK cxXeMmalap MeH XYMBIC | KaMTaMmachl3 eTy | Maructpiik NCK
5302 | /Peanmzamus kpunrocucTeM KYPBUIFBUIAPBIH,  ammaparTtelk  cumatrtama  TotmiHgeri  CAD | TexHONOTHsIIaphI JUCCcepTanus ISC
Ha OUQPOBBEIX YCTPOUCTBaX/ kypaixmapern  (VHDL, Verilog, AHDL xome T1.6.) xoHe | (KoMmmbroTepmik /MccnenoBarenbekas
Implementation of MaMaHJAHJBIPBUIFAH MOTIHAIK PEAAaKTOPAbl KOJJaHa OTBIPHII, | aKMaparThl KOpFay | IpaKTHKa,
cryptosystems on  digital OarapiaManaHaTelH JIOTHKAJBIK WHTErpaibl MHKpOCXeManapia | TeXHOIOTHsIaps)/ MarucTepcKast
devices (FPGA) »xymbIc ICTEHTIH KypbUIFbUIApABI >ko0anay opicrepid | TexHomoruu JccepTanust /
3eprrey./M3yuenne 0a30BbIX IHU(MPOBBIX CXEM U OMNCPAIHMOHHBIX | 0OecreueHUs Research practice,
YCTPOMCTB JUIsl amnmapaTHOM peanu3aiuu kpunrorpadpudeckux | 6€30macHOCTH master's thesis
ANTOPUTMOB, METOIIOB IPOCKTUPOBAHKS OIEPAIMOHHBIX YCTPOWCTB | WHPOpPMALINU
Ha MPOrpaMMHUPYEMbIX JOru4eckux uHrerpaibbix cxemax ( [IJIMC) | (TexHomoruu 3ariuTh
¢ ucnonb3oBanueM cpeactB CAIIP Ha si3blke onmMcaHus anmapaTHbBIX | KOMIIBIOTEPHOU
cpencte (VHDL, Verilog, AHDL u np.) W cnenuaiu3upOBaHHOTO | WHPOPMALINH)
TekcroBoro pexakropa./ Study of basic digital circuits and operating | /Technologies support
devices for the hardware implementation of cryptographic | of Information Security
algorithms, methods for designing operating devices on | (Technologies of
programmable logic integrated circuits (FPGAS) using CAD tools in | Computer Information
the hardware description language (VHDL, Verilog, AHDL, etc.) and | Security)
a specialized text editor.
ARK | Axnapatrtsr KOpFayra MarucTpaHTTap/iblH KpUITOAJITOPUTMIIEPAl anmapaTypaiblK eHrizy | Akmapar kayincizuirin | 3eprrey npaktukacsl, | AXmkK
SZI apHaJIFaH KPUITOXYHenepIi omicTepi Typaibl OUTIMAEPIH KaJBIITACTHIPY JKOHE BH3YaJIbl | KAMTaMachi3 eTy | Maructpiiik NCK
5302 | annapaTThik eHri3y koOanay OarjapiaMachblH KOJIaHa OTBHIPBII CXEMANbIK CHIATTAY | TEXHOJIOTHUSIIAphI JiccepTanus ISC
/AnmapaTtHas ~ peayu3aius omici Herizinge FPGA-ma xpunrorpadusuiblk akmapattsl Koprayfa | (KommeroTepimik /MlccnenoBaTenbekas
KPHIITOCHCTEM JUIS 3alUThI apHaiFaH OarjapramalblK KacakTaMa MEH alaparypaHsl jkobanay | akmaparThl KOpFay | IpaKTHKa,
nHdopmanuu/ Hardware JIaF/IbIIaphl JKOHE KaJIbKYJISIHS MeH HOTIDKENEP/l | TEXHOJIOTHUsIIaphl )/ | Mmarucrepckas
implementation of Tekcepy/@opMupoBaHHE y MarucTpaHTOB 3HaHMH o0 Meronax | TexHoioruu JccepTanyst /
cryptosystems for anmapaTHOM  peainu3alMd  KPUNTOAITOPUTMOB W HAaBBIKOB | oOecrieueHus Research practice,
information protection MPOEKTUPOBAHHS MpOrpaMMHO-aNNapaTHBIX cpenacTB | Ge3omacHocTH master's thesis
kpunrorpadudeckoit 3amutel uHGopManuu Ha ITJIMC Ha ocHOBe | mHpOpManUU
CXEMOTEXHHUYECKOro crnocoba OmucaHus ¢ noMoulbio nporpammbl | (TexHomOrnu 3amuTh
BU3yallbHOTO MPOCKTHPOBAaHHUS U BBHIMOJHEHUs] TPACCHUPOBKU U | KOMIIBIOTEPHOI
BepupuKanuu pe3ynpTaToB/MarucTpanTTapAblH | HHPOpPMAIHN)

KPUNTOANTOPUTMIEPl anmapaTypalblK eHTi3y oficTepi Typajsl

/Technologies support




OimiMaepin KaJIBIITACTBIPY KOHE BU3YyaJAbI xKobanay
OarnmapnamMachlH KOJNJaHa OTBHIPBII CXEMalbIK CHIIATTay 9Jici
Herizinne FPGA-ma xpuntorpadusuiblk — akmaparTel  KOprayFa
apHaiFaH OarzapiaMalblK jkacaKTaMa MEH allapaTypaHsl jkoOaiay
JaFIbUIapBI JKOHE KAIBKYIILMS MEH HOTHKENCPAl TeKCepy

of Information Security
(Technologies of
Computer Information
Security)

MSO | Bebti  mameiTyma  >koHE BynrTe! nH(pakypeUIBIMMEH, BUPTYaIIaHABIPY KypainapbiMeH xoHe | WEB-6armapnamanay 3eprrey mpaktukacel, | AXGkK
BWR | OWITTE  TexHOIOTHsIIApIa OYIITTHI pecypcTap MEH OPTaNBIKTaHABIPHIIFAH tapary | Herisgepi  (Cxpunrik | Maructpiik HCK
oT Kayilci3miKTI  KaMTaMachI3 kypainnapeiMeH (BPaaS, DaaS, HaaS, SaaS »xone T.0.) TaHbICTBIPY, | TiNIEp), Kyitemik | muccepramus ISC
5303 | €Y omicTepi MeH Kypalgapsl TYTHIHYIIBLIIAp MEH OWITTHI KBI3METTEPIi KETKI3YIIUIep VIIiH Kayin- | Oargapiamanay /MccnenoBarenbekas
/Metonsl u cpencraa KaTepiepAi 3epueney, OailaHblc KaHAJIOapbl, anmaparTelk xoHe | (Kyitemik MpaKTHUKa,
obecrieueHns: O€30MACHOCTH BUPTYQJIZIBl KaMTaMachl3 €Ty Typalsl Herisri Oimimui wurepy | Garmapiamanay MarucTepckas
B Be0-pa3padboTKax u JIepeKTepIi OHICY KYPBUIFBUIAPHI, COHNAM-aK Kayilci3 jkoHe ceHimui | Heriznepi)./OCHOBBI JccepTanust /
00auHBIX TEXHOJIOTUSX/ OYITTBI  BEG-KOCHIMITAnapael o3ipiaey/O3nakomienue ¢ obmaunoit | WEB- Research practice,
Methods and means of HH(PPACTPYKTYPOH, CpencTBaMu BUPTYyaJIU3aIUH U | mporpaMMHPOBaHHS master's thesis
ensuring security in web [EHTPAIM30BAHHOTO PACIpENeeHUsT 00MaYHbIX pecypcoB U yciayr | (CKpUOTOBBIE — SI3BIKH),
development and cloud (BPaaS, DaaS, HaaS, SaaS wu Tt.1.), u3ydeame  yrpo3 a1 | CucremHoe
technologies NOTpeOHTENe W TOCTAaBIIMKOB OOJNAYHBIX YCIYr,  OBJAJCHUE | HPOrPaMMHUpPOBaHHUE
0a30BEIMH 3HAaHUSMU 110 obecrieyeH s 0e30MacHOCTH KaHaioB CBA3H, | (OCHOBEI CHCTEMHOTO
anmnapaTHbIX U BUPTYaJbHBIX YCTPOHCTB 00paOOTKU NAaHHBIX, a TAKXKE | IPOrpaMMHUPOBAHUS)./
mo paspaboTke Oe30mMacHbIX W HAACKHBIX oOmaunbix Beb- | Fundamentals of WEB-
npwioxenuit/Familiarization with cloud infrastructure, means of | programming
virtualization and centralized distribution of cloud resources and | (Scripting languages),
services (BPaaS, DaaS, HaaS, SaaS, etc.), studying threats for | System programming
consumers and cloud service providers, mastering basic knowledge | (Fundamentals of
of securing communication channels, hardware and virtual data | system programming).
processing devices, as well as the development of secure and reliable
cloud web applications
BKS | Knuent-cepsep KinenTt-cepBep KochIMIIANapbiH 33ipiey ojicTepi MeH KypaniapbiH | KiueHt-cepep 3eptrey mpaxtukacel, | AXGOxK
P KOCBIMILIACBIHBIH JKOHE OJIapAbl TaiiianaHy Ke3iHAeri akKmapaTThIK KayilCi3likke | KOCBIMIIACBIHBIH Maructpiik HUCK
5303 | Kayincizairi /be3omacHocTh TUNTIK KaTepiepai, >KeNUIK KOMMYHHUKAaIWSAaFbl KYNHSIBUIBIKTBI | Kayilcizziri, JuccepTanus ISC
KJIMEHT-CEPBEPHBIX KaMTaMachl3 €Ty YIIiH KpunrorpadusuiblK Kypanaapasl nainanany | Omnepanusiibik /MccnenoBaTenbekas
npunoxennit/  Client-server o/liCTEpiH, JepeKKOpFa MaiJamaHylmIBIHBIH PYKCAaTChI3 KipyiHeH | xyHenepniH MIPAKTHKA,
application security KOpFaylpl, COHJIAi-aKk KJIMEHT-CEpBEp KOCBHIMINAIAPBIH KOpFay | Kayincisairi Marucrepckas
SicTepi MEH KypaljIapelH 3epTTey op Typii madysiimap (XSS, | /be3omacHOCTh KIMEHT- | quUccepTamus /
CSRF, ceccust uaeHTHGUKAIMACH KaHE T.0.)./VI3yueHne METOMOB M | CEpBEPHBIX Research practice,
CPEICTB pa3pabOTKH KIMEHT-CEPBEPHBIX MPHUIOKEHWH M THUIOBBIX | MPUIOKEHHUH, master's thesis
yrpo3 6Oe3omacHOCTH HWHGOpMAlMM TPH WX HCHOJIB30BaHUM, | be3somacHOCTh

croco0OB NPUMEHEHHUsI CPEeACTB Kpunrorpaduu ans obecrnedeHus
KOH(HICHIIMATHHOCTH IPU CETEBOM B3aMMOJEHCTBHH, 00CCIIeUCHHUS

OHepaLH/IOHHBIX CUCTEM
/Client-server




3aIUTHl OT HECAHKIMOHHPOBAaHHOTO  [OCTyMa Mmojp3oBaTeneii k | application  security,
0azaM JaHHBIX, a TaKXKe METOJ0B M HHCTpyMmeHTapus 3aumuTel | OS Security
KIIMEHT-CEPBEPHBIX MPUIOKEeHUH OT paznuuHbix aTak ( XSS, CSRF,
HNOXHMIEHNE HaeHTU(HUKaTopa ceccun u T.4.)./ Study of methods and
tools for developing client-server applications and typical threats to
information security when using them, methods of using
cryptography tools to ensure confidentiality in network
communication, protecting against unauthorized user access to
databases, as well as methods and tools for protecting client-server
applications from various attacks (XSS, CSRF, session ID hijacking,
etc.).
TPU | XKobGanapasrt Oackapy ¥YiipiMnarel KOOaHBIH peliH, »o0aHbl OackapyablH 3amanayu | OX-nmepmi  Oackapy, | 3eprrey npaktukacsl, | AXxkK
p TEOPHUSICHl MEH IPAKTUKACHI TYKBIPBIMAAMaChIHBIH ~ HETI3r  epeeliepiH TyciHy, 3amMaHayu | OJeyMeTTiK MarwucTpiaik NCK
5304 | /Teopus u MpaKTHKa Kypajmap MeEH OficTep/i KOJAaHy, d>K00aHBl ICKE KOCY IKOHE | MHXKCHEPHUS JIUccepTanus ISC
yIpaBJICHUS npoeKkTamu/ YCHIHBUIFAaH IIA0JIOHAAp  HETi3iHAe CTaHAapTThl  OactamaiblK | (SJIeyMeTTiK /MccnenoBaTenbekas
Theory and practice of KyKaTTapabl, >ko0amapapl Oackapy KoHE Oakpulay >KOCHApbIH | HH)KEHEPHS TEOPHACH! | NMPAKTHKA,
project management aziprmey; ko0a MEH JKYMBICTHIH MaKCaTTapblH, MIHICTTEpPiH, | KOHE omicrepi)/ | marucrepckas
YUBIMIACTBIPYIIBUIBIK ~ KQHE  MEPapXMsUIBIK  KYPBUIBIMIApPBIH | AIMHUHHCTPHUPOBAHHE JccepTanust /
aHBIKTAY; )KOOAHBIH yaKbIThl MEeH KyHbIH ecentey./[lonumanne pomu | OC, Conmansnas | Research practice,
NpPOCKTa B OpraHU3allM{, OCHOBHBIX IIOJOXXCHUH coBpeMeHHoH | mmkeHepus (Teopus u | master's thesis
KOHLETIINK YIPABJIECHHUS MPOSKTaMH, HCHOIb30BAHNE COBPEMEHHBIX | METOABI  COLMAIBHOMN
HHCTPYMEHTOB M METOJOB; 3allyCK IIpOeKTa U pa3paboTka | WH)XEHEpUHU B
CTaHJAPTHBIX JOKYMCHTOB HWHHUIMAIIUHK, IUIaHA YHOPaBJICHUA U I/IH(I)OpMaHHOHHoﬁ
MOHHTOpPMHIa TIpoeKTa Ha 0a3e mpeajaraeMbix 1I1a0JIOHOB; | Ge30macHOCTH)/ oS
ompejieJieHUe IIeJM, 3aja4, OpraHU3alMOHHON W uepapxuueckoil | Administration, Social
CTPYKTYp TpoeKTa u paboT; pacdeT CPOKOB M CTOMMOCTH Tipoekrta./ | engineering  (Theory
Understanding the role of the project in the organization, the main | and methods of social
provisions of the modern concept of project management, the use of | engineering in
modern tools and methods; project launch and development of | information security)
standard initiation documents, project management and monitoring
plan based on the proposed templates; definition of goals, objectives,
organizational and hierarchical structures of the project and work;
calculation of the timing and cost of the project.
IS WNHHOBamusnblK  Kylenep VHHOBAIMSUIBIK, ~ OMJIayAbl JaMBITYFa apHAJFaH HWHHOBANMSUIBIK | KommbroTepiik 3eptrey mpaktukacel, | AXOkK
5304 | /VIlHHOBaIMOHHBIE CHCTEMBI/ KYHenepaiH Heri3ri HWAesylapblH TYCIHY JKOHE SKOHOMHKAIBIK ecy | aHamutuka (Lludpmeix | Marucrpiik NCK
Innovative systems YIIIiH WHHOBANMSJIAp MEH WHHOBAIMSUIBIK JKYHEJIepIiH POTiH TYCiHY; | Tonenaepi Tanaay) | auccepranus ISC
WHHOBAIIWSUIBIK  OPTAaHBl aHBIKTAHTBHIH Herisri ¢akrtopmap MeH | /KommblorepHas /MlccnenoBaTenbeKas
KOPCETKIIITeP; YITTHIK HHHOBALMSUIIBIK CAasgCaTThl OlTy JKOHE YITTHIK | aHAMUTHKAa  (AHaiIM3 | mpakTHKa,
WHHOBAIMSUIBIK OPTaHBl TalAay, 3UATKEPIIK MEHIIIK CaJaCBIHAAFBI | ITHU(PPOBBIX Marucrepckas




NLA JKOHE 3aHHaManap; FBUIBIMU 3epTreynepal
KOMMCEpHuaaIn3anusiay Q,Z[iCTepiMeH JKOHC 61/[3HeC-I/IL[eHJ'IapMeH
TaHBICY; TayapJjiap MCH KbISMCTTCPIC HAPLIKTBHI 3€PTTCY; HAPBIKTHIK
JKoHE 0acka ToyekenaepAi 6ackapy CTpaTerusachiH KOJAaHA OTHIPHII,
iCKepu TOyeKeNnJepAi aHBIKTay JKOHE TOyeKenaepai Oackapy
MeXaHU3MICPiH kongany/[loanmanme OCHOBHBIX nnem
WHHOBAIIMOHHBIX CUCTEM IJIA Pa3BUTHA WHHOBAIIMOHHOTO MBIINUICHUA
U TIOHMMaHWE PO I/IHHOBaI_[I/Iﬁ W HWHHOBAIIMOHHBIX CHUCTEM JIA
pocTa 3KOHOMMKH, KIIIOYEBbIC (i)aKTopLI u IIOKa3aTcCIIn,
ONpeeNsAoNe HWHHOBAIMOHHYIO Cpely; 3HaHHME HallMOHAJbHOMN
WHHOBAIlMOHHON  TIOJUTUKUA U aHaus3 HaIMOHAJILHOU
uHHOBaIMoHHOW cpenpl; HITA w 3akoHOomaTenbcTBO B 00JacTH
I/IHTGHHCKTyaHLHOﬁ CO6CTBGHHOCTI/I; 3HAKOMCTBO C METOAaAMH
KOMMEpHIHaIn3alun HUCCIICA0BATCIIbCKUX u 6H3HGC-H}1€IZ;
HCCIICAOBAHUC PbIHKA TOBAPOB M YCJIYI; ONPCACICHUC PHUCKOB JIA
OnM3Heca M HCIIOIL30BAaHHE MEXAHH3MOB YIpaBJICHUA PUCKaMH, C
NPpUMEHCHUCM CTPAaTCTUU YHOPABJICHHUA PBIHOYHBIMU W APYTrUMU
puckamu/Understanding the main ideas of innovation systems for the
development of innovative thinking and understanding the role of
innovation and innovation systems for economic growth; key factors
and indicators that determine the innovation environment; knowledge
of national innovation policy and analysis of the national innovation
environment; NLA and legislation in the field of Intellectual
property; acquaintance with methods of commercialization of
research and business ideas; market research for goods and services;
identification of business risks and the use of risk management
mechanisms, using a strategy for managing market and other risks

JI0Ka3aTeabCTB)
/Computer  analystic
(Digital Evidence
Analysis)

nmuccepTanus /
Research practice,
master's thesis

RI
5209

Kepi wmxenepust /PeBepc-
WH)XKAHUPAHT/ Reverse
engineering

MarucTpaHTTapIslH  KeJeci TakKpIpplOTap OoWbIHINIA  OUTIMIH
KanplnracTelpy: barnapnamanapiasl OenmexkTey >koHe OellmeKTey
Typajbl Herisri tycinikrep. barnapmamanbIK jkacakTaMaHbl Tajjay.
barnapnamanapislH Kepi MH)XXEHEpHUs YFBIMBI, OHBIH Makcatbl. Kepi
HMHXXEHEPJIK 9icTep: MalllMHAJIBIK KOJATHI O6JIlIeKkTey, OalT KOIBIH
JIEKOMITIIIALIMSIAY KOHE Kepi WH)KEHEepJiK MOJIMETTep aFbIHAaphI.
JlekoMIIATOpIapMEH JKoHE OOJIEKTETIMNTEPMEH JXYMBIC icTey
npuHIUnTepi./@opMUpOBaHHE Y  MAarucTpaHTOB  3HAaHWA 1O
crenyouuM  TemMam: OCHOBHBIE TIOHATHS — JCKOMIWISILHUA U
Ju3acceMOImpoBaHme pOrpamMM. Awnanuz MPOTrPaMMHBIX
peamuzanuid. [loHATHE O0OpPaTHOrO WHXKWHUPWHTA IPOTPaMM, €ro
Ha3Ha4YeHHe. MeToiku obpaTHOrO WHKUHUPUHTA:

Enyre TECTINey,
barnapnamanay
TEXHOJIOTUSIIAPhl KOHE
smicrepi /
TectupoBanue Ha
IIPOHUKHOBEHHE,
TexHOoMOrMM U METOJIBI
MIPOTPaMMHUPOBAHUS/
Penetration  Testing,
Technologies and
programming methods

3epTTey MpaKTHKACHL,
Marwuctpiik
JUccepTanus
/HMccnenoBaTenbekas
MPAKTHKA,
MarucTepcKas
nuccepranus /
Research practice,
master's thesis

AXCxK
HUCK
ISC




I[I/I3aCC6M6J'II/Ip0BaHI/Ie MAaIIXMHHOI'O KOJa, ACKOMITHUIIALMA 0alTOBOIO
Koma u O6paTHLIfI WHXWHUPUHI TIOTOKOB JOaHHBIX. HpI/IHHI/IHI)I
paboTHl ¢ AEKOMIIWIATOpaMH M au3accemOiepamu./ Formation of
undergraduates' knowledge on the following topics: Basic concepts
of decompilation and disassembly of programs. Analysis of software
implementations. The concept of reverse engineering of programs, its
purpose. Reverse engineering techniques: disassembling machine
code, decompiling byte code, and reverse engineering data streams.
Principles of working with decompilers and disassemblers.

TOV | 3usHasl KOATHI  aHBIKTAY 3usHABpl OarmapramManapisl aHBIKTAy ONMICTEepiH 3eprrey, 3usHanl | Exyre TecTiney, | 3eprrey mpaktukacel, | AYKxkK
K TexHoyorusuapbl/ TexHomor Oaraapiamanap/ sl aHBIKTAY 9/IiCTepiH Oarasay. barnapnamanay Maructpiik HNCK
5209 | uu oOHapyKeHUs AHTUBUPYCTBHIK OHIMIEP apKbUIbl 3HSAHABI OarnapiaMaiapAbl | TEXHOJOTHIIAPHI XKOHE | JUccepTalus ISC
BPEIIOHOCHOTO Koma/ aHbikTay omicrtepi. KostaHOaHbl aHBIKTAy, OCJCEHII KOPFAyIbIH | omicTepi /| /MccnenoBaTenbckas
Malware code detection dmicTepi, IBPUCTHKANBIK dmicTepIiH Typiepi CueHapuitnep nerisinne | TectupoBanue Ha | MPaKTHKa,
technologies 3UAHABI  OargapiaMaiapasl  TaOyaelH OBPUCTHUKANBIK  OIiCTEPi, | MPOHMKHOBEHHE, Marucrepckast
3uAHIBI Oarnmapnamainapibl aHBIKTayFa apHalIFaH ClieHapuiaepre | TeXHOIOTMM M METOAsl | Iuccepranus /
HETI3eIreH NHTEIUIEKTYaN bl JKYie. 3usHAbl OarnapiaaManal KOpray | MporpaMMHUpOBaHUs/ Research practice,
omicrepi  /M3ydenme MeTOmOB OOHapyXeHHs  BpemoHOCHBIX | Penetration  Testing, | master's thesis
nporpamm, OtneHka  MeTOJ0OB  oOHapyxkenuss  BperoHocubix | Technologies and
nporpamMMm. MeToabl JIeTeKTHPOBaHHS BPEIOHOCHBIX mporpaMm | programming methods
AQHTUBUPYCHBIMH  mpoxykramMu.CHTHaTypHOE  JeTeKTHpOBaHHE,
Metonpl IPOAaKTUBHOM 3alllUThl, Buabl 3BpPUCTUYECKUX METOIOB
OBpHUCTHYECKUE METO/bl JETEKTHPOBAHUS BPEJIOHOCHBIX IMPOrpamMm
Ha OCHOBE CIleHapHeB, VIHTeNNIeKTyalbHAas CHCTEMa Ha OCHOBE
CIIeHapHeB I OOHapy)XEHUS BPEAOHOCHBIX HpOrpaMM. MeTonsl
3alUTBl  BPEJOHOCHBIX mporpamm/ EXploring malware detection
methods, Evaluating malware detection methods. Methods for
detecting malicious programs by anti-virus products. Signature
detection, Proactive defense methods, Types of heuristic methods
Script-based heuristic methods for detecting malicious programs,
Intelligent system based on scripts for detecting malicious programs.
Malware protection methods
Pl 3eprrey  mpaktukacel 1 MarucTpiik auccepTalysHblH OeliHi OoifpiHmIa 3eprrey (FhulbiMu | XKorapsl OuriMm  Oepy | Maructpiik AXxK
5304 | /MccnenoBaTensckas Makana) JaiblHAay. 3epTTey TaKbIPBIOBIH TYXKBIPbIMAAY. FBUIBIMU | MEIaroruKacel JuccepTanus NCK
npaktuka 1/ Research JlaMy JKarJJaiblH Tannay /Tlegaroruka BBICHIEH | /MarucTepckas ISC
practice 1 Macenenep, aBTOPIBIK TICUIAEPIl 3epTTey KoHE 3epTTey IMEHOEPiH/e | IIKOJIbI/ Higher | nuccepraums/

ONapAblH  KOJJAHBUIYBIH Oaramay. FhUIBIME  GachUIBIMIAPIBIH
ANEKTPOHABIK MoJNiMeTTep Oa3achIMEH >KYMbIC. FBUIBIMH Mep3iMi
GaceutbiMIapasiH (Wos, Scopus) MamiMeTTep 0a3achIMEH IKYMBIC

education pedagogy

master's thesis




Kacay Herisinme Oubnmorpadus kypy./IloarotoBka uccienoBaHHs
(Hay4HOH CTaThbM) MO MNPOGMII0 MarucTepCcKOd AWCCepTalMy.
(DopMyHI/IPOBaHI/Ie TEMBI HCCJICA0OBAaHUA. Ananus COCTOsIHUA
pa3pabOTaHHOCTH HAYYHOM

Hp06JIeMI>I, NU3YUYCHUE ABTOPCKUX IIOaX010B N OICHKa uXx
MPUMEHIMOCTH B paMKaxX HCCIleoBaHH. PaboTa ¢ 3JIeKTPOHHBIMA
0a3aMH HaHHBIX HaydHBIX m3maHui. Co3maHue OmbOIMoOrpadmu Ha
OCHOBe paboTHI C 0a3aMu MaHHBIX Hay4yHOW mepuoauku (Wos,
Scopus).

. Preparation of a research (scientific article) on the profile of a
master's thesis. Formulation of the research topic. Analysis of the
state of development of scientific

problems, study of the author's approaches and assessment of their
applicability in the framework of the study. Working with electronic
databases of scientific publications. Creation of bibliography based
on work with databases of scientific periodicals (Wos, Scopus).

Pl 3epTTey  mpakTHKacel 2 7 4
6301 | /MccnenoBatensckas

npakTuka2/ Research

practice 2

3epTrey mpobiemackl OOUBIHIIA AEPEKKO3ACP Il TaIAay.

3epTTey: OepeKTepai eHACYy, TalAay >KOHE HOTIDKEIEpIi HaKThLIay.
Frutbivu Makaina skoHe OaFrbIT OOMBIHINA ecell JalbIHIaY
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